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* * * First Change * * * *

.5.1.1.5
Extensibility Mechanisms
The Service-Based Architecture applications are likely to evolve, and indeed one of the key characteristics of the new architecture is that it needs to be flexible and allow innovation and development in an easy manner.

There are a number of different aspects in extending the system. These include ability to operate over different IP versions, evolve and change the underlying web protocol framework, and the ability to evolve the application components in Service-Based Architecture itself. Experience with Diameter applications in 3GPP has shown that 3GPP applications are frequently extended.

Examples of extensibility mechanisms:

a)
Discover the connectivity options, protocols and possibly features supported by the server via the NRF.

b)
HTTP/1.1 contains an upgrade mechanism to change the protocol, which can be used to upgrade e.g. to HTTP/2. However, it is not expected that this mechanism is useful for 3GPP to extend applications on top of HTTP.

c)
HTTP/1.1 can be extended by the definition of new header fields; recipients are recommended to ignore unrecognized header fields (see subclause 3.2.1 of IETF RFC 7230 [54]). Such header fields can be, and already have been, defined by 3GPP (see below). In addition, new methods and status codes can be defined.


HTTP/2 continues to allow extensions via new header field, new methods and new status codes, but in addition extensions are permitted to use new frame types, new settings, or new error codes (see subclause 5.5 of IETF RFC 7540 [7]).

d)
Whether the JSON payload within HTTP for an application can be extended without defining a new version of the application that is addressed via URL depends on the IDL that describes the payload: Such extensions are possible if information related to optional or added features is expressed in information elements that will be ignored by a recipient not supporting them. Such extensions are supported by some of the IDLs under consideration:

-
IETF draft-newton-json-content-rules [14] specifies that additional properties within an object are ignored.

-
The "OpenAPI 3.0.0 Specification" [36] specifies that by default, additional properties within an object are ignored; this can be controlled via the "additionalProperties" keyword.

e)
It is common practise to express the versions of an application that needs to be addressed in the URL. HTTP routeing will direct the request to a server that supports the URL, and thus also the version. A server can also support different versions of an application and select which version of an application code to invoke based on version information in an URL.

f)
Negotiate supported features between client and server: 3GPP CT3 has designed a supported feature mechanism for HTTP based applications and uses this mechanism in 3GPP TS 29.155 [37], 3GPP TS 29.251 [39], 3GPP TS 29.116 [40] and 3GPP TS 29.122 [71]. The mechanism works as follows:

-
the "3gpp-Optional-Features" and "3gpp-Required-Features" HTTP header fields defined in 3GPP TS 29.155 [37], allow an HTTP client to express in an HTTP request features it desires or requires using, respectively;

-
the "3gpp-Accepted-Features" HTTP header field defined in 3GPP TS 29.155 [37] allows an HTTP client to express in an HTTP responses features it accepts to use;
-
those features can be used in subsequent communication between the client and server; and

-
the mechanism assumes that an IDL is used where information related to optional or added features is expressed in information elements that will be ignored by a recipient not supporting them.
A versioning of services according to bullet e) influences request routeing (e.g. by versioning services in the request URI). This mechanism seems appropriate in cases where non-backward-compatible changes occur or new features are absolutely required. An example for such changes from past CT4 work is the introduction of new GTP versions. Such a mechanism should be supported by the 5G Service Based Interfaces, but it is expected that version upgrades will not be frequently applied.

Experience with Diameter applications in 3GPP has shown that 3GPP applications are frequently extended (typically in each release and also possibly with several independent optional features within one release). It was considered beneficial not to impact service routeing with those multiple extensions, but rather negotiate supported features between client and server once communication has been established, and 3GPP has designed a Diameter supported feature negotiation for that purpose. (Note that also in Diameter a versioning within application names would have allowed a routeing by DRAs similar to the routeing by http proxies based on versioning in the request URI). Such a fine-granular negotiation mechanism is required for 5G Service Based Interfaces.

To negotiate such fine-granular extensions, the following protocol mechanisms could be used:

1)
A mechanism based on the 3gpp-Optional-Features" and "3gpp-Accepted-Features" HTTP custom headers fields similar to the mechanism designed by CT3 (see bullet f) above). Note that the "3gpp-Required-Features" HTTP header field may not be required as extensions with mandatory new feature are rather expected to be handled via URI versioning.

2)
A mechanism based on similar information embedded in HTTP bodies.
An advantage of mechanism 2 is that HTTP custom headers can be stripped by some HTTP proxies. However, in the well-controlled environment of a 3GPP core network it is expected that this problem can be avoided. Another possible advantage of mechanism 2 is that HTTP bodies are handled directly by applications rather than the HTTP protocol layer. However, the OpenAPI IDL allows applications to also handle HTTP custom headers and it is also expected that other HTTP custom headers with relevance to applications will be defined, e.g. to indicate the type of HTTP payloads. Another advantage of mechanism 2 is that the scope of negotiation results is defined in a straightforward manner by including attributes used for the negotiation in the definition of a suitable resource for the service associated to or representing the NF Service Consumer (e.g. a top-level resource or a subresource representing the NF Service Consumer): The results apply for that resource and any subordinate resources and remain valid as long as the resource associated to or representing the NF Service Consumer exists. If a service defines multiple resources, the negotiation results would also apply to subordinate resources; it would also apply to custom operations related to that resource and, if the resource is used to subscribe to notifications, for the related notifications.
NOTE:
How to negotiate features for APIs that would be designed without any resource (if any) will be clarified during the normative work.

A disadvantage of mechanism 2 is that it is not suitable for HTTP methods that allow no HTTP body, e.g. HTTP GET. However, a capability negotiation within a GET would fail anyway if HTTP responses are cached, and GET request are seldom used as first request when a service is started. Further, as a GET request only returns a resource representation it seems acceptable that a server then also provides information that the client does not understand and simply ignores. Further attributes enabling the mechanism would need to be defined for resource representation of those service operations that can be used as first service operation for a service (apart from HTTP GET) and related responses of each API, typically for the request to create a resource. However, common data types and procedures applicable for all API can still be defined, so the standardisation effort to add the procedures to a given API can be kept very small.


In summary, HTTP offer sufficient extensibility mechanisms to address the needs of 5G Service Based Interface. A versioning of services in the request URI according to bullet e) above will be supported by 3GPP 5G APIs, but it is expected that version upgrades will only be applied for non-backward compatible changes or the introduction of new mandatory features. In addition, a negotiation mechanism embedded in HTTP bodies to negotiate optional features for the upper-level resources of a service will be supported by 3GPP 5G APIs. Further details of those mechanisms will be covered in upcoming 3GPP Technical Specification on Principles and Guidelines for 5G System Services Definition.

Additionally, it should be possible for NF instances to register features (or a subset of the features) they support to the NRF, to enable NF Service Consumers to discover NF Service Producers supporting some specific features. Which features NF instances should register to the NRF will be determined by operator policy.
* * * End of Changes * * * *
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