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*** 2nd Change ***

6.3.1
DN Authentication & Authorization

The SMF may, depending on DNN configuration,  interact with an external DN (AAA server) for transport of signalling for PDU session authorization/authentication by the external DN.
The following system procedure describes the signalling flows for the authentication/authorization procedures with external DN for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 
1.
UE initiates the PDU Session Establishment procedure, including authentication/authorization information.
2.
The AMF sends Nsmf_PDUSession_CreateSMContext or Nsmf_PDUSession_UpdateSMContext Request including the authentication/authorization information to the SMF. And the SMF responds to the service operation.

According to the configuration in the SMF, steps 6 to 9 are executed before step 3 if the SMF needs to send an EAP-Request message to the UE.







3.
If the N4 session has not been established before, the SMF triggers the N4 Session Establishment procedure to the UPF.

4.
The SMF forwards the Authentication/Authorization request to the DN-AAA via the UPF, the authentication/authorization data is included in N4 user plane message.
5-10.
The DN-AAA responds to the UPF. The authentication/authorization information is transferred to UE via N4 user plane message, Namf_Communication_N1N2MessageTransfer service and NAS SM Transport message. UE further responds to the received authentication/authorization data and such information is transferred in NAS SM Transport message, Nsmf_PDUSession_UpdateSMContext service and N4 user plane message, then finally sent to the DN-AAA by the UPF.

NOTE:
Steps 5 to 10 are optional and may be repeated depending on the authentication/authorization mechanism used (e.g. EAP-TLS).
11.
The UPF receives final result of authentication/authorization from the DN-AAA and forwards it to the SMF in N4 user plane message.
12.
The SMF proceeds with the PDU session establishment procedure and includes the authentication/authorization information in Namf_Communication_N1N2MessageTransfer service.
13.
The AMF sends the NAS PDU Session Establishment Request with the authentication/authorization information to the UE.

Editor’s note: If AAA signalling is tunnelled in  N4 user plane will be decided by CT4. 
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Figure 6.3.1-1: DN Authentication & Authorization
The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session by DM or CoA message in RADIUS as defined in IETF RFC 3576 [xx] and ASR or RAR message in Diameter as defined in IETF RFC 6733 [yy]. According to the request from DN-AAA server, the SMF may release or update the PDU session.
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