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	Consequences    (
  
if not agreed:
	

	
	

	Other specs         (

	

	affected(if any):
	

	
	 

	
	

	Other comments (

	


Discussion

Webhook has been selected as a mandatary mechanism for notification via T8 interface, however, the NAT and firewall issues still need to be considered for transferring the messages successfully. 
NAT: 
For an SCS/AS behinds the NAT, the subscription request for notification gets through the NAT to the SCEF, however, the SCEF may not be able to penetrate the NAT gateway since the NAT rules may expire at certain time. However, there are several methods to solve the issue by using some NAT traversal techiniques such as ICE, NAT hole punching etc. 
Firewall: 
If the SCS/AS behinds a firewall which only permits incoming message on certain ports, in order to successful send the notification via a reverse TCP connection, the firewall needs to be configured a certain port at which to listen to receiving the notifications from the SCEF and then forward them to the proper SCS/AS. It works well to go through the firewall as long as the firewall is set to be opened at certain port but requires pre-configuration. 
For WebSocket, since only one TCP connection supports bidirectional communication, the subscription request from an SCS/AS transvers the firewall and NAT via the TCP connection, once the connection is established via T8 interface it will keep open for further interaction between the client and the server, so the aforementioned issues are much easier to be tackled, the SCEF can notify the SCS/AS the detected event by using the same TCP connection.
However, it will not be HTTP anymore, extra framing work for Websocket protocol should be developed for T8 interface. Furthermore, the WebSocket connection will consume certain amount of memory, if the number of connections gets larger, the consumption cost would be significant. 

Proposal: It's proposed to only use the WebHook for notification.
*** 1st Change ***
5.2.5.1
General

The SCEF and SCS/AS shall support the delivery of Notifications using a separate HTTP connection towards an address as assigned the SCS/AS described in subclause 5.2.4.2.


*** End of Changes ***
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