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	1. Introduction

This paper identifies the issues need to be considered from the connection oriented protocols to make the protocol be more suitable to the communication network.  
2. Discussion
In legacy EPC system, both connection oriented protocol (Diameter/SCTP) and connectionless protocol (GTP-C/UDP) are being used.
In 5G CORE, unified choice of protocol is a priority. TCP and QUIC, two connection oriented transport layer protocols are being evaluated, to mainly carry HTTP serials (HTTP1.1 or 2.0), Diameter/SCTP is also one of the candidate solutions.

Connection oriented protocols have specific characteristic applying on network infrastructure and equipment architecture, to replace UDP based protocol with connection oriented protocol, the impacts from this change are expected to be identified and discussed.

This paper aims to identify these issues, and discusses the possible solutions for the issues that companies achieve common understanding to make the protocol be more suitable to the network.
· Granularity of the transport connection
It had been discussed that the short-lived HTTP/TCP connection working for only one time procedure of UE session will lead to storm of connection establishment and release. Long-lived HTTP/TCP connection can save the resource on the frequent connection establishment and release. Therefore it is supposed that the granularity of each connection between two NFs will be per equipment/per equipment interface pair/per service endpoints, the connection is long-lived and will be kept until no messages being transmitted for a period of time. Multiplexing of UE sessions will be implemented over a single connection.

· Support of distributed system

One NF instance may provide multiple IP addresses on the interface for load balancing purpose. For example, NF_A has N interface IPs, and NF_B has M interface IPs, the maximum number of connections between NF_A and NF_B will be N*M after the system runs for some time, the number of connections may be doubled if using the HTTP due to the unidirectional connection. 

· Direct or hierarchical connection

In legacy EPC, the GTP-C paths are established between two NFs directly, for those S/P-GWs deployed in centric cities, thousands of peer nodes may be connected worldwide simultaneously.

If choosing connection-oriented protocol, it should be considered whether the connection will be established between two NFs directly, or by means of a hierarchical signaling network (e.g. HTTP Proxy) which is similar with the role of DRA in Diameter.

The introduction of a hierarchical connection model will have benefit to hide the topology of  sub network domain and aggregate the number of long-lived connections a NF need to manage. However, the failure detection and handling mechanism in direct connection model will be redesigned to adapt to this new indirect connection model, as the IP address cannot be used to identify the peer node on application layer any more.

Observation 1: Support long-lived connection, the granularity of the transport connection shall be per equipment interface pair/service endpoints.
Observation 2: Number of the transport connections shall be evaluated in the distributed system with multiple interface IPs in order to avoid the impact of performance.
Observation 3: In order to limit the number of the connections, the hierarchical connection model shall be considered, and the failure detection and handling mechanism shall be specified.
· Security
The security model of traditional telecom network is based on the structure of autonomous security domains. Usually BGP is used to protect connections between different domains. The firewalls inside a domain are located in front to protect the equipment or sub-domain from security attacks. 

The TLS can be used to provide protection to both SCTP and TCP connection, and IPSec is another choice to provide protection upon IP layer which is useful to all transport layer protocols.

However,
 either TLS or IPSec relies on exchange of certificate or key. The issuing and exchange of certificate or key is done by two operators with roaming agreement directly, or coordinated by a third party certificate authority. Currently, in global telecom network, no trusted authority is responsible for this and no work flow defined for certificate distribution and management. That is one of major reasons E2E connection security between two NFs is not being applied in the current network.

In addition with the experience the E2E security protection may bring into, the equipment will be involved in 0-day vulnerability risk of these security solutions. It not means that more dangerous of applying E2E security on the connection, but once E2E security is decided to be used, a mechanism should be set up to coordinate operators and vendor worldwide to trace and fix leaking vulnerability in time.

Observation 4: It shall support the origination and procedure to issue digital certificates.
Summarize the discussion into the following Table.
Questions
Analysis
Issues to be addressed
Granularity of the transport connection
The transport connection is long-lived and will be kept until no messages transmitted for a period of time.
The granularity of the transport connection shall be per interface of the equipment to avoid the performance impact to the system.
Ax. Support the granularity of the transport connection per equipment interface pair.
Support distributed system support
Distributed system with multiple interface IPs shall still support the large number of the transport connections.
Ax.  Number of the transport connections shall be evaluated to support the distributed system with multiple interface IPs.
Direct or hierarchical connection

Hierarchical connection model has the benefit to hide the topology of sub network domain and aggregate the number of long-lived connections a NF need to manage.
Ax. Support the hierarchical mode, the related failure detection and handling mechanism shall be specified.
Security
Either TLS or IPSec relies on exchange of certificate or key. Currently, in global telecom network, no trusted authority is responsible for this and no work flow defined for certificate distribution and management.
Ax. Support the origination and procedure to issue digital certificates.
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*** 1st Change ***
4.1.2
Requirements for protocol selection for service based interfaces
R1.
Support of bidirectional communication (Rational: stage 2 requirements that service based interfaces support Request-Response and Subscription-Notification, where subscription can be optional)

R2.
Support of reliable communication (in some level of the protocol stack, a reliable message delivery needs to be guaranteed. It appears preferable not to burden the application with that to exploit communalities. Is link-level failover supported?)

R3.
Forward compatibility and ease of upgrade (protocol needs to be extensible, also outside standards, and a concept for operation between nodes with different capability levels is required)

R4.
Low Response Time.

R5.
Scalability to large numbers of transactions per service, support long-lived connection and the number of required transport connections should be manageable and not cause hindrance to system performance.
R6.
Ease and speed of deployment and instantiation/deinstantiation of network functions and services with minimal impacts on the network.

R7
Time of Availability of used standards.

R8
Support of strong error detection and error reporting capabilities.

R9
Support of well-defined schema and unambiguous interpretation of transported data.
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