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Abstract of the contribution: This contribution aims to discuss some aspects of API design that are expected to affect multiple APIs on the T8 interfaces. It also explains considerations that motivated the design of the APIs proposed by Nokia at the present meeting
Access Control for SCS/AS
One SCEF can potentially serve SCSs/ASs of multiple external customers. It appears important that one external customer is nor able to create/read and modify resources of another external customer.

While the security solutions for the authentication of the SCS/AS will be discussed in SA3, the application level will also need to check that an authenticated SCS/AS only performs operations on resource it "owns".

To ease that part of the application implementation, it appears preferable if the application can perform part of those checks without inspecting the HTTP body, although for some operations such as creation of resource to trigger or monitor groups of UEs, the application logic may still need to perform in depth checks, e.g. to check if a particular SCS/AS has access rights for the particular group of UEs.

Proposal 1: It is suggested that the SCS/AS Id is part of the resource URI.
Identification of resources for long term transactions

Stage 2 defines the T8 Long Term Transaction Reference ID (TLTRI) as a common parameter applicable to many applications.
It serves to identify long term transactions for the purpose of

+ correlating potentially multiple replies with the corresponding transaction request

+ correlating notifications with the corresponding subscription transaction.

+ allowing to cancel such long-term transactions (e.g. subscriptions to event notifications or device trigger request)

+ allowing a modification of transaction requests.
Proposal 2: It is suggested to define resources corresponding to long-term transactions.
According to Restfull principles, a URI allowing to address such a long-term-transaction resource needs to be defined.

According to Stage 2 procedures, TLTRIs are assigned by the SCS/AS (i.e. the HTTP client).

However. the author of this contribution is not able to give any reasons for this requirement and believes that TLTRIs could as well be assigned by the SCEF (i.e. the HTTP server). It appears that the requirement to assign the TLTRI by the client does back to requirements communicated from GSMA to SA2.

This aspect is of interest because for many Restful APIs, the IDs of resources (and corresponding URIs to address the resources) are assigned by the server rather than the client; the resources can then be created using the POST HTTP method. This gives the server some freedom how to administer those resources.
However, the HTTP PUT method allows clients to create resources with already assigne IDs in a Restfull manner. (This does not rule out that the HTTP PUT method is also used to modify existing resources by replacing them.)

Proposal 3: The client assigns the TLTRI and creates corresponding resources using the HTTP PUT method. The resources are only identified by the TLTRI that is also part of the resource URI.
Alternative Proposal 4: The server assigns the TLTRI and the client creates corresponding resources using the HTTP POST method. The resources are only identified by the TLTRI that is also part of the resource URI.
Alternative Proposal 5: The client assigns the TLTRI, and the client creates corresponding resources using the HTTP POST method. The server assigns an additional resource identifier that is subsequently used to identify the resources and also becomes part of the resource URI.
In Nokia contributions to the present meeting, proposal 3 is implemented.

Nokia would also be able to accept proposal 4 but has concerns that this would require coordination with SA2 and possibly even GSMA in order to change stage 2 requirements, which might delay the work.

Proposal 5 is not recommended as the TLTRI would then be redundant and only generate additional misalignment error cases.

Identification of resources for short term transactions

Stage 2 also defines the T8 Transaction Reference ID (TTRI) as a common parameter applicable to many applications.

It serves to identify so called "short term" or "atomic transactions". It appears that for many stage 2 applications, the only real purpose is to correlate a request and a single reply.

However, the correlation of HTTP request messages and corresponding reply messages is already covered on HTTP level and no application level mechanism is required. The stage requirement seems to be covered by basic HTTP functionality.

Proposal 6: For applications where the TTRI only serves for the correlation of a request with a single response, no application level TTRI parameter is introduced as this correlation happens on HTTP level.
A per application check if the TTRI does not serve additional purposes is still required.

Such additional purposes have been identified for the Non-IP-Data delivery application:

· The TLTRI serves to identify a transaction for the delivery of multiple data chunks (including triggering of unconnected UEs and assigning recipients for uplink data).

· The TTRI serves to identify a transaction of a single downlink data chunk. Such a data chunk can be stored until a UE is reachable. Stage 2 requires potentially multiple responses about the progress of the delivery and the possibility to cancel a pending transaction for the delivery of a single downlink data chunk.

· Stage 2 requires that both transactions can be initiated by the client at the same time, and that the short-term transaction is related to the long-term transaction.

Proposal 7: For applications where the TTRI serves other purposes than the correlation of a request with a single response, it is suggested to define resources corresponding to the transaction identified by the TTRI.
In those cases, as stage 2 also requires the TTRI to be assigned by the client, similar considerations as for the TLTRI leading to proposal 3 and alternative proposals 4 and 5 do apply. However, at least for the Non-IP-Data delivery application the stage 2 requirement that both transactions can be initiated by the client at the same time can hardly be addressed with a TTRI assigned by the server.
Annex: From TS 23.682 Clause 4.9.2 (Common Parameters)

T8 Transaction Reference ID (TTRI) is a parameter which refers to transactions (e.g. Set Chargeable Party Request followed by Set Chargeable Party Response, NIDD Submit, etc.) between the SCEF and the SCS/AS when using T8 interface. The transactions consist of one request message followed by one or more response messages. It is created by the originator of the transaction, and is unique through the duration of the transaction. It is stored on both the SCEF and the SCS/AS for the duration of the transaction.

T8 Long Term Transaction Reference ID (TLTRI) is a parameter which refers to long term transaction (e.g. NIDD Configuration, Group Message Request, Monitoring Event configuration) between the SCEF and the SCS/AS when using T8 interface. Long term transactions consist of one or more request messages which may have one or more response messages i.e. one or more transactions represented by TTRI. It is created by the originator of the transaction, and is unique through the duration of the transaction. It is stored on both the SCEF and the SCS/AS for the duration of the transaction.
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