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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[3]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and Codecs".
[4]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol".

[5]
Void.
[6]
IETF RFC 7231: "Hypertext transfer protocol (HTTP/1.1): Semantics and Content".
[7]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[8]
IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication"
[9]
IETF RFC 4918, "HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)".

[10]
3GPP TS 26.234, "Transparent end-to-end Packet-switched Streaming Service (PSS); Protocols and codecs".

[11]
IETF RFC 3711, "The Secure Real-time Transport Protocol (SRTP)".

[12]
IETF RFC 4347, "Datagram Transport Layer Security".

[13]
Void

[14]
Void.

[15]
Void.
[16]
Void.

[17]
Void.
[18]
3GPP TS 26.247: "Transparent end-to-end Packet-switched Streaming Service (PSS); Progressive Download and Dynamic Adaptive Streaming over HTTP (3GP-DASH)".

[19]
IETF RFC 3926: "FLUTE - File Delivery over Unidirectional Transport".

[20]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[21]
3GPP TS 26.347: "MBMS URLs and APIs".
[22]
Open API Initiative, "OpenAPI 2.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md.

[23] 
3GPP TS 23.285: "Architecture Enhancements for V2X services".

[24]
3GPP TS 33.246:"3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"
[xx]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication"

*** 2nd Change ***

4.4.2
Authentication Procedures

Authentication procedures shall be performed via (D)TLS as specified by 3GPP TS 33.246 [24]. The Content Provider shall act as the (D)TLS client and the BM-SC as the (D)TLS server when the Content Provider wants to provision new services or manage existing services. Similarly, the BM-SC shall act as the client when the BM-SC wishes to send reports and notifications to the Content Provider. All of the following procedures require the authentication procedure to be completed successfully.

4.4.3
Authorization Procedures

The authorization procedure of the Content Provider towards the BM-SC may be based on the (D)TLS connection established as part of the authentication procedure (see subclause 4.4.2). In that case, the BM-SC shall check if the Content Provider who sent a request over an authenticated (D)TLS connection is authorized to send that specific request. See subclause 7.2 for further details.
The authorization procedure of the BM-SC towards the Content Provider to allow pushing notifications to the Content Provider may be based on the (D)TLS connection established as part of the authentication procedure (see subclause 4.4.2). In that case, the Content Provider shall check if the BM-SC who sent the notification over an authenticated (D)TLS connection is authorized to send that specific notification. See subclause 7.2 for further details.

*** 3rd Change ***

7 


Security
7.1

Overview

All xMB-C and xMB-U traffic shall only be sent over secured transport channels that are established after successful authentication and authorization as described in clauses 5 and 6. 

7.2

Authentication & Authorization

(D)TLS as defined in 3GPP TS 33.246 [24] shall be used to authenticate both ends of the connection.
The BM-SC shall support at least one of the two following modes for authorization of the Content Provider: domain-based or user-based, as defined in 3GPP TS 26.346 [3]. Authorization shall be performed after the successful completion of (D)TLS authentication. Domain-based authorization, as defined in Annex O.2 of 3GPP TS 33.246 [24], corresponds to the granting of access rights for service and/or session resource management at a coarse-grained level of the Content Provider, as identified by its administrative domain name in the subject field of the Content Provider certificate. User-based authorization, as defined in Annex O.2 of 3GPP TS 33.246 [24], corresponds to the granting of access rights for service/session resource management at a finer-grain level of an individual representative of the Content Provider. User-based authorization, if performed, shall occur after successful domain based authorization, and is based on HTTP Digest authentication of username and password as specified in RFC 2617 [xx]. Detailed specification of the authorization procedure and affiliated mechanisms (for example, pre-establishment of agreement between the Content Provider and mobile operator on domain- and user-based access rights, management of username and password credentials, etc.) are outside the scope of this specification, in order to allow flexibility of implementations which conform to the mechanism described herein.

Authorization of the BM-SC by the Content Provider shall be based on the same mechanisms as described above for BM-SC authorization of the Content Provider.



*** End of Change ***

