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5.5.3
Data Serialization Format
5.5.3.1
Introduction

There is a huge number of alternatives to encode structured data over-the-wire. As can be seen in https://en.wikipedia.org/wiki/Comparison_of_data_serialization_formats, the list is quite exhaustive. Probably the main properties to focus, to select a the most appropriate encoding format would be:

-
Standard (defined and backed-up by an SDO)

-
Widespread industry adoption

-
Performance (related in part to another property: binary vs textual)

So, from the list included in the reference above, the evaluation has been narrowed down to 3 alternatives: JSON (text-based, and being an IETF standard, with the widest adoption), and 2 binary alternatives (BSON and CBOR) to consider other approaches with a potential better performance.
Alternatives such as ASN.1 have not been considered, given the lack of industry acceptance of such format as data serialization over HTTP.
Alternatives such as Protocol Buffers / Apache Avro / MessagePack, etc, have not been considered given that they are not backed up by an SDO (despite the specification being publicly available, and being categorized as "Standardized" in the list of alternatives included in the reference above).
5.5.3.2
Solution 1 – JSON

5.5.3.2.1
Description

JSON is specified in IETF RFC 7159 [8], and it is a lightweight text-based data interchange format, originated from a subset of the JavaScript programming language.
It is the most widespread format, especially in the area of HTTP web services, given its simplicity and ease of use. It has a very simple and straightforward specification, and the tools availability is immense, both from a development perspective (programming language support for code generation to encode/decode documents) and from an application specification perspective (with IDL frameworks such as OpenAPI / Swagger, targeting primarily JSON as data format).
5.5.3.2.2
Evaluation

The main advantage of JSON is its widespread adoption and deployment, being the de-facto industry standard, and also its simplicity (human-readable).
The main drawback is that it is considered as too verbose, with other binary alternatives having better performance, in terms of encoding/decoding and message size.

Given its de-facto industry standard for HTTP web services development, and the tool availability, it is regarded as the primary recommendation for usage in 3GPP 5GC specification. At the same time, it is recommended for further releases to consider a more efficient alternative, which should be assessed once more data regarding expected performance gains are collected by 3GPP members.
Regarding performance, it should be noted that sometimes the critical factor is the usage of a well-optimized encoder/decoder library; this is especially applicable to JSON, where many libraries included by default in a certain software platforms, can be greatly outperformed by specialized libraries (e.g., UltraJson (https://github.com/esnme/ultrajson), or Jackson (https://github.com/FasterXML/jackson).
5.5.3.3
Solution 2 – BSON

5.5.3.3.1
Description

BSON (short name for Binary JSON) is specified in http://bsonspec.org/spec.html. It should be noted that this format is not backed up by a Standards Developing Organization (SDO) and, instead, it was mainly developed as the binary format used in the MongoDB (https://www.mongodb.com/) document database to store JSON documents internally.
5.5.3.3.2
Evaluation

The main design goal of BSON is the ease of traversal of documents, given its primary applicability to document databases. It was not designed to be specially more compact of faster than JSON.

BSON offers minimal performance gains (compared with JSON), with some tests claiming that the encoding and decoding might be even slower than a JSON equivalent document. The potential gains are quite dependent on the type of document (numeric fields are encoded/decoded more efficiently than textual fields). Also, when some "native" BSON data types are used during the encoding of the data structures, the performance gains are higher, but the obvious disadvantage is that by using them, the JSON/BSON equivalence is not possible anymore.
Similarly, the gains in message size are minimal, and in some cases, the BSON document may be even larger than the corresponding equivalent JSON document.
Overall, considering its non-standard status, its primary applicability to a "document database" environment, and its questionable performance benefits, BSON is not recommended for 3GPP 5GC protocols.
5.5.3.4
Solution 3 – CBOR

5.5.3.4.1
Description

Concise Binary Object Representation (CBOR) is specified in IETF RFC 7049 [x1] and it is a binary serialization format specification developed primarily for constrained devices and applications, such as IoT devices.

The main goal of CBOR is to achieve a higher degree of compactness and efficiency, for both encoder and decoder, at least when compared with other text-based serialization formats such as JSON.
5.5.3.4.2
Evaluation

CBOR is often hyped as being dramatically more efficient than JSON, claiming sometimes an efficiency gain of 2x-3x; however, according to benchmarks run over the Jackson processor (a high-efficiency JSON processor for Java), the efficiency gain in encoding/decoding, is typically around 20-30% (source: https://groups.google.com/forum/#!topic/jackson-user/OSOnFl2izbo). It seems questionable whether a performance gain in this range makes up for some other clear advantages in JSON, such as the widespread industry usage, tools availability, and simplicity.
Another source worth checking is the academic Thesis work "Implementation and evaluation of the CBOR protocol"  (https://is.cuni.cz/webapps/zzp/download/130156104) where it is stated that, while acknowledging the higher efficiency of CBOR, it is concluded that "while a viable alternative to JSON or MsgPack, CBOR’s unique combination of features does not give it a significant competitive edge over these formats in their respective domains".
In addition, using CBOR makes it more difficult to use an IDL such as Open API (Swagger 2.0), which is mainly used along with JSON. There is, in fact, a specification language intended to cover this gap (CDDL – Concise Data Definition Language), currently under definition in IETF, but the status as of today is only an IETF draft (https://tools.ietf.org/html/draft-ietf-cbor-cddl-00), probably not mature enough to be used as a basis for specification in 3GPP 5GC.
In any case, CBOR is an alternative worth considering for usage in 3GPP 5GC, mostly because its expected higher efficiency and performance when handling specific data structures, such as byte arrays (octet streams), which are arguably one of the most common data structure expected in 5GC protocols (as they were in EPC protocols). For those, JSON is particularly poorly suited.
5.5.3.5
Conclusion

It is recommended to use JSON as serialization data format for the specification of 3GPP 5GC in Rel-15.

Editor's Note:
It is FFS to investigate potential performance improvements on the transmission of binary data along with JSON, by using approaches other than a transformation to a text string (typically done with a base64 transform). One of such possibilities is to send large parts of opaque binary data using a multipart/mixed media type, where each part is sent via different media types (e.g. JSON payload with "Content-Type: application/json", and the binary data with "Content-Type: application/octet-stream").

Nonetheless, it is recommended to continue with internal 3GPP research efforts to evaluate the potential performance gain to be expected realistically from other encoding alternatives, for the specific payload types typically used in the 5GC interfaces.
The usage of CBOR (or other binary, more performant alternative) can be re-evaluated for subsequent 3GPP releases, once more detailed benchmark figures are available first-hand from the 3GPP community, and the tools availability is more stable. 
It is expected that replacing JSON with a more efficient CBOR alternative can be achieved in a seamless manner, without impacting the application logic; content types for JSON and CBOR can be indicated by using the respective Media Types (application/json, application/cbor, etc..) allowing client and server to agree (via content negotiation and HTTP "Accept" headers) on the supported serialization format. However, it should be noted that this task would require substantial standardization effort.
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