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*** 1st Change ***
5.5.X

Option X – Diameter

5.5.X.1
Description
Diameter is an authentication, authorization, and accounting protocol for computer networks. It evolved from and replaces the much less capable RADIUS protocol that preceded it.
The Diameter base protocol is defined by IETF RFC 6733, Diameter Applications can extend the base protocol by adding new commands, attributes, or both.
The communication between two diameter peers starts with the establishment of a transport connection (TCP or SCTP). Diameter security is provided by IPsec or TLS/DTLS.
Diameter is applied by the following reference points in EPC system:

-
S6a: It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system (AAA interface) between MME and HSS;
-
S9: It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function;

-
S13: It enables UE identity check procedure between MME and EIR;
-
Gx: It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW;
-
Rx: The Rx reference point resides between the AF and the PCRF.
The protocol stack of Diameter is described in Figure 5.5.X-X.
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Figure 5.5.X-X: Diameter stack
The message format of Diameter is described in Figure 5.5.X-Y.
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Figure 5.5.X-Y: Diameter message format
The characters of Diameter protocol set are as follows:

- 
A pure binary formatted protocol, widely used in Internet and mobile network;
-
Session based connection setup and maintenance. Transaction based communication between servers, and do not provide stateless interaction where each interaction is standalone;
- 
A peer-to-peer communication model, while support relay, proxy and redirect agents, that provide mechanisms for policy decision, message routing and session state maintenance; 

-
Flexible routing method: Both Diameter header and application layer AVPs can be applied as filter and routing rules;

-
Enhanced extendibility: operators’ and vendors’ shall be able to define their own commands and AVPs;

-
TLS/DTLS can be applied to provide a transport level security.
5.5.X.2
Evaluation
The Diameter protocol was applied in EPC system, but it uses session and transaction based communication mechanism, which does not provide stateless interaction between NFs, thus does not satisfy the 5GS SBA interface requirements.

*** End of Changes ***
