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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[3]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and Codecs".
[4]
IETF RFC 5246 (August 2008): "The Transport Layer Security (TLS) Protocol", T. Dierks, E. Rescorla.

[5]
IETF RFC 6749 (October 2012): "The OAuth 2.0 Authorization Framework", D. Hardt, Ed.
[6]
IETF RFC 7231 (June 2014): "Hypertext transfer protocol (HTTP/1.1): Semantics and Content", R. Fielding and J. Reschke, Ed.
[7]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[8]
IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication"
[9]
IETF RFC 4918, "HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)".

[10]
3GPP TS 26.234, "Transparent end-to-end Packet-switched Streaming Service (PSS); Protocols and codecs".

[11]
IETF RFC 3711, "The Secure Real-time Transport Protocol (SRTP)".

[12]
IETF RFC 4347, "Datagram Transport Layer Security".

[13]
void
[14]
void
[15]
void
[16]
void
[17]
IETF RFC 7235, "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[18]
3GPP TS 26.247: "Transparent end-to-end Packet-switched Streaming Service (PSS); Progressive Download and Dynamic Adaptive Streaming over HTTP (3GP-DASH)".

[19]
IETF RFC 3926: "FLUTE - File Delivery over Unidirectional Transport".

[20]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[21]
3GPP TS 26.347: "MBMS URLs and APIs".
[xx]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"
*** 2nd Change ***
4.4.2
Authentication Procedures

Authentication procedures shall be performed via TLS as specified by 3GPP TS 33.246 [xx. The Content Provider shall act as the TLS client and the BM-SC as the TLS server when the Content Provider wants to provision new services or manage existing services. Similarly, the BM-SC shall act as the client when the BM-SC wishes to send reports and notifications to the Content Provider. All of the following procedures require the authentication procedure to be completed successfully.

*** 3rd Change ***
4.4.3
Authorization Procedures

The authorization procedure shall be done using OAuth as specified by IETF RFC 6749 [5]. The TLS client shall act as the OAuth client and BM-SC shall act as the server. All following procedures shall use the Access Token provided by the BM-SC during authorization. Any unauthorized procedure in the following shall be responded with a corresponding error code.

*** 4th Change ***
5.1.1
Supported Methods

The xMB API follows the RESTful design principles. All operations SHALL be performed using HTTP 1.1 (IETF RFC 7231 [6]) over TLS (3GPP TS 33.246 [xx]).

The following table gives a summary of the supported HTTP methods and their applicability on a per resource basis

Table 5.1.1-1
	HTTP Method
	CRUD
	Resource
	PATH

	POST
	Create
	Service
	/xmb/v1.0/services

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions

	GET
	Read
	Service
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	
	
	Report
	/xmb/v1.0/reports?query

or

/xmb/v1.0/reports/{report-res-id}

	
	
	Notification
	/xmb/v1.0/notifications?query

or

/xmb/v1.0/notifications/{notification-res-id}

	PUT
	Replace
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	PATCH
	Modify
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	DELETE
	Delete
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}


*** 5th Change ***
6.2.2
Push Mode

WebDAV as described in IETF RFC 4918 [9] or HTTP v1.1 shall be used over TLS. The Content Provider shall use PUT method with the resource (Application Session) or the Media Segment (DASH) in the message body, to place it at the push-url. The Content Provider shall ensure that each Segment is available at the BM-SC prior to its prescribed Segment availability start time in the MPD, or if not provided, prior to the session start. The Content Provider shall provide an authorization access token in the header with every HTTPS transaction. Potential response codes and their interpretation is provided in Table 6.2.2-1.

Table 6.2.2-1: Response status code, message, and contents of Application (including DASH) Push mode
	Status Code
	Message
	Contents

	201 Created
	File pushed successfully
	None

	401 Unauthorized
	Request requires user authorization
	In accordance to conditions as described in IETF RFC 7231 [6] and IETF RFC 7235 [8]

	403 Forbidden
	Request cannot be fulfilled
	The Content Provider may include optional text to indicate why the request could not be fulfilled, e.g. incorrect URL was used


*** 6th Change ***
6.3.2
Push Mode

WebDAV as described in IETF RFC 4918 [9] or HTTP v1.1 shall be used over TLS. The Content Provider shall use PUT method with the resource (Application Session) or the Media Segment (DASH) in the message body, to place it at the push-url. The Content Provider shall ensure that each Segment is available at the BM-SC prior to its prescribed Segment availability start time in the MPD, or if not provided, prior to the session start. The Content Provider shall provide an authorization access token in the header with every HTTPS transaction. Potential response codes and their interpretation is provided in Table 6.2.2-1.

Table 6.2.2-1: Response status code, message, and contents of Application (including DASH) Push mode
	Status Code
	Message
	Contents

	201 Created
	File pushed successfully
	None

	401 Unauthorized
	Request requires user authorization
	In accordance to conditions as described in IETF RFC 7231 [6] and IETF RFC 7235 [8]

	403 Forbidden
	Request cannot be fulfilled
	The Content Provider may include optional text to indicate why the request could not be fulfilled, e.g. incorrect URL was used


*** 7th Change ***
6.3
RTP Streaming

The Content Provider shall support PSS server functionality according to PSS as described in clause 5.3 of 3GPP TS 26.234 [5]. The streaming session shall be accessible prior to the start of the session. A URL to the SDP file that describes the streaming session between the Content Provider and the BM-SC is provided via the sdp-url, which shall be used for ingesting the streaming session. The SDP shall include the RTSP links for every media session as part of the “a=control” attribute to enable RTSP control of the session. The SDP shall also contain the required bitrate for each of the media sessions.
When the user plane data is provided via UDP, then SRTP over DTLS as described in 3GPP TS 33.246 [xx] shall be used for user plane protection. Establishment of TCP based user plane sessions with PSS is not supported.
If there is any error retrieving the SDP, the session is not started.

*** 8th Change ***
6.4
Transport

For Transport sessions, the BM-SC shall activate the receivers on the indicated IP address and port numbers and shall ensure that firewall and NAT traversal is enabled on these IP addresses and port numbers as defined in the SDP retrieved from the sdp-url. If there is any error retrieving the SDP, the session is not started. All traffic shall use DTLS as specified in 3GPP TS 33.246 [xx] where both client and server certificates are verified.

*** 9th Change ***
7.2

Authentication & Authorization

HTTP over TLS as defined in Annex x.1 in 3GPP TS 33.246 [xx] [shall be used to authenticate both ends of the connection. 
OAuth 2.0 as specified in IETF RFC 6749 [5] shall be used to authorize all requests over the xMB-C interface. Prior to any operations on the xMB interface, the client shall obtain an access token by authorizing with the BM-SC using the following URL path:

/v1.0/authorization

Both client and server shall at least support the HTTP Basic authentication scheme as defined in IETF RFC 7235 [17]. After successful authorization, the client will receive an OAuth2.0 access token.


*** End of Changes ***

