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Additional discussion:
PFDs management mode
If the PFDF is deployed and the management of PFDs is supported by the PCEF/TDF, either push or pull mode or a combination of push and pull mode can be used between the PCEF/TDF and the PFDF.

Without negotiation or pre-configuration of the mode, when the PFDF receives the PFDs and needs to push into the PCEF/TDF, if the PCEF/TDF doesn’t support the push mode, either 405 (method not allowed) is returned or the request message cannot be sent. The same applies for the PCEF/TDF when the PFDs need to be pulled and the PFDF doesn’t support the pull mode.
For the mode to be used, if the PCEF/TDF and the PFDF have the pre-configuration, it requires each node in one PLMN has the same consistent configuration, i.e. it is not allowed to have a mixed use of push mode for some PCEFs/TDFs and pull mode for some other PCEFs/TDFs.
Without the pre-configured mode, there is a need for the PFDF to know the capability of the PCEF/TDF in advance as discussed previously. In order to do so, one option is that the PFDF shall firstly send an HTTP OPTION message for negotiating the capability including the mode support. In the HTTP response message, the PCEF/TDF shall include its mode support. If the PFDF cannot get the capability of the PCEF/TDF (e.g. unable to send the HTTP OPTION message), it shall assume that the PCEF/TDF doesn’t support the push mode.
The mode negotiation of PFDs management is more complicated than the pre-configuration and the Gw/Gwn interface shall require a consistent use of the mode, thus it is recommended to use a pre-configured mode of PFDs management.
Recommendation:

According to above discussion, it is suggested to agree the following changes for the PFD management mode in 3GPP TS 29.251 v0.3.0. 

Also there are some changes for correction to the existing draft. 

Proposed changes:
*** 1st Change ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Packet Flow Description (PFD): A set of information enabling the detection of application traffic provided by a 3rd party service provider (from 3GPP TS 23.203 [2]).
Pull mode: A mode used between the PCEF/TDF and the PFDF where the PFDs are sent by the PFDF at reception of an HTTP request from the PCEF/TDF.

Push mode: A mode used between the PCEF/TDF and the PFDF where the PFDs and/or notification of PFD deletion are sent by the PFDF in an HTTP request to the PCEF/TDF.

Combination mode: A mode used between the PCEF/TDF and the PFDF where both pull and push exist. This mode allows the PFDF to send PFDs and/or notification of PFD creation/update/deletion in the HTTP request to the PCEF/TDF.
*** 2nd Change ***

4.4.x
PFDs Management Mode
When the PFDF is deployed and the management of PFDs is supported by the PCEF, the mode of PFDs management shall be consistently configured in one PLMN, it may be: 
-
Pull mode only, or

-
Push mode only, or
-
Combination mode.

*** 3rd Change ***

4.4.2
Provisioning of PFDs ("Push mode" and "Combination mode")

The PFDF may create, update or remove one or multiple PFDs associated with application identifier(s) to the PCEF. When the creation/update/removal for one or more application identifiers is received from the SCEF, the PFDF may: 

-
immediately send to the PCEF an HTTP POST message including the provisioned changes and/or notification of PFD creation/update/deletion of one or more application identifiers as specified in subclause 6.3.x3.y5, or 
-
wait (i.e. indicated by the received allowed-delay of the affected application identifier(s)) to aggregate all of the PFDs for the application(s). 
The decision to send PFD, or notification of PFD creation/update for certain application identifier (if the notification is supported) on the PFDF is based on the operator policy.
The notification of PFD creation/update is only applicable in the Combination mode.
The PCEF shall acknowledge the HTTP POST message by sending a corresponding HTTP response with the appropriate status code (200 OK for success). In addition, for each application identifier provided in the body of the HTTP POST message, the PCEF shall:

-
when the notification-flag is included and set to true; retrieve the PFDs for the corresponding application identifier as defined in subclause 4.4.1 either immediately if the allowed-delay is not provided, or within the provided allowed-delay; otherwise
-
when the removal-flag is included and set to true; delete the PFDs associated with the corresponding application identifier. 

Editor’s note: It is FFS to define how the PFDF shall be able to determine that a PFD is successfully provisioned to a PCEF/TDF or not.

Editor’s note: It is FFS how to accurately push the PFD(s), for which the corresponding application identifier is valid, to the PCEF/TDF so that the storage of the PCEF/TDF can be saved and the overload of the PCEF/TDF can be avoided.
Editor’s note: Current statement and parameter related to the caching timer handling may be revised in a future update.
*** 4th Change ***

6.3.3.2
GET /gwapplication/pfds/{application-identifier}

To retrieve  the PFDs for a specific application identifier, the PCEF/TDF shall send an HTTP GET request to the PFDF as follows:

-
the request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds/{application-identifier}, where the application-identifier is the application id with which the PFDs are associated.

Upon receipt of the HTTP GET, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resource was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If the resource exists, the PFDF shall respond with an HTTP 200 OK status code and include the PFDs representation state within the body of the response as defined in Annex B.1. The PFDF shall also include the Content-Type header field set to "application/json".

Below is an example of a corresponding  HTTP GET:

GET /gwapplication/pfds/test-application-1 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …
{

   "application-identifier":"test-application-1",


   "cached-time":200000,

   "pfds":{

      "pfd1":{

         "pfd-identifier":"pfd1",

         "flow-descriptions":[

            "permit in ip from 10.68.28.39 80 to any",

            "permit out ip from any to 10.68.28.39 80"

         ]

      },

      "pfd2":{

         "pfd-identifier":"pfd2",

         "urls":[

            "^http://test.example.com(/\\S*)?$"

         ]

      }

   }

}
*** 5th Change ***

6.3.3.3
GET /gwapplication/pfds?{query-parameters }

To retrieve the PFDs for a set of application identifier(s), the PCEF/TDF may send an HTTP GET request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds?{query-parameters}, where the query-parameters contains one or multiple application identifier(s) delimited by comma with a parameter name "application-identifiers". As an example: "application-identifiers=id1,id2,id3"
-
Any "=" and "," for any application identifier in the query parameters shall be encoded as "%3D" and "%2C" in the URI.
Upon receipt of the HTTP request, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resources was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If at least one resource exists, the PFDF shall respond with an HTTP 200 OK status code and include a list of the PFDs associated with the found application identifier(s) within the body of the response as defined in Annex B.1. If the PFDs associated with a queried application-identifier are not provided in the response, it implicitly means that the corresponding application-identifier does not exist at the PFDF. If no resource was found, the PFDF shall respond with an HTTP 404 not found. The PFDF shall also include the Content-Type header field set to "application/json".
Below is an example of this HTTP GET on two sets of PFDs query. But only one is found in the PFDF.
GET /gwapplication/pfds?application-identifiers=test-application-1,test-application-2 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "cached-time":200000,

      "pfds":{

         "pfd1":{

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any",

               "permit out ip from any to 10.68.28.39 80"

            ]

         },

         "pfd2":{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      }

   }

]

*** 6th Change ***

6.3.3.4
GET /gwapplication/pfds
To retrieve PFDs associated with all application identifiers, the PCEF/TDF may send an HTTP GET request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/pfds.
The PFDF shall respond to the HTTP request by providing the PFDs associated with all application identifiers. 
Below is an example of this HTTP GET.

GET /gwapplication/pfds HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "cached-time":200000,

      "pfds":{

         "pfd1":{

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any",

               "permit out ip from any to 10.68.28.39 80"

            ]

         },

         "pfd2":{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      }

   }

]

*** 7th Change ***

6.3.3.5
POST /gwapplication/provisioning
The provisioning of the PFDs shall be performed by the PFDF by using the POST method as follows:

-
The request URI formatted as defined in subclause 6.3.x2 with the "path" part set to: /gwapplication/provisioning.

-
The Content-Type header field set to "application/json"
-
The body of the message encoded in JSON format as defined in Annex B.2. It contains both a list of application identifiers with their corresponding PFDs and/or a list of notification of application identifiers that have been created, updated or removed at the PFDF.
For the PFDs provisioning, the body shall include the application identifier and its full list of PFDs to replace the previous PFDs for the same application identifier.
For the PFDs notification, the body shall include the application identifier and an optional "allowed delay" for the PCEF/TDF to pull the corresponding PFDs later.
Upon receipt of the HTTP POST, the PCEF/TDF shall respond to the PFDF indicating whether the provisioning was successful or not using one of the HTTP status codes as defined in subclause 6.3.x4. If the provisioning was accepted, the PCEF/TDF shall respond with an HTTP 200 OK status code if no resource is created, or an HTTP 201 Created status code if one or more resources are created. If the provisioning was rejected, the PFDF shall indicate the reason using an appropriate HTTP status code for as defined in subclause 6.3.x4 and optionally additional information in the body of the response as defined in Annex B.3.
Below is an example of an HTTP POST and a corresponding successful response:

POST /gwapplication/provisioning HTTP/1.1

Host: pcefserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "notification-flag":true,

      "allowed-delay":600

   },

   {

      "application-identifier":"test-application-2",

      "removal-flag":true

   },

   {

      "application-identifier":"test-application-3",

      "cached-time":200000,

      "pfds":{

         "pfd1":{

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any"

            ]

         },

         "pfd2":{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      }

   }

] 
 Here is an example of a successful response:

HTTP/1.1 200 OK
Date: Mon, 23 Apr 2012 17:10:00 GMT

Server: pcefserver.example.com
*** End of Changes ***
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