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1. Introduction
In CT#73 plenary meeting, it was approved to use new specification TS 29.251 for Gw and Gwn reference points. The protocol over Gw/Gwn interface should be decided firstly before we start other work. This contribution analyzes some possible solutions and aims at selecting an appropriate protocol for Gw and Gwn reference points.

2. Requirements

2.1 PFD definition
PFD (Packet Flow Description) as defined in 3GPP TS 23.682 [1], is a set of information enabling the PCEF/TDF to perform accurate application detection when the PFDs are managed by a third party SP (via the SCEF and the PFDF). It contains PFD id, a 3-tuple (protocol type, IP address and port number from the server), and/or the significant parts of the URL to be matched and/or a Domain name matching criteria.
2.2 Pull/Push mode
The PFDs may be retrieved by the PCEF/TDF in a pull mode from the PFDF or may be provisioned from the PFDF to the PCEF/TDF in a push mode.
There are three methods for the PFDF to provision the PFDs to the PCEF and/or TDF over Gw and/or Gwn.
· Push the whole of the PFDF state based on operation configuration in the PFDF (e.g. provision per day);
· Selective push of an ASP change in the PFD set (i.e. the ASP changes the PFD set while operator configuration defines when to push);
· Selective push of an ASP change in the PFD set according to the ASP request (i.e. the ASP indicates to push changes in a PFD set within the time interval indicated by the Allowed Delay).
The PCEF/TDF shall bind the PFDs received from the PFDF to the corresponding Application Identifier.
When the “pull” mode is used, the PCEF/TDF may retrieve PFDs for an Application Identifier from the PFDF when a PCC/ADC Rule with an Application Identifier is provisioned/activated and PFDs are not available at the PCEF/TDF.
Within one PLMN, a combination of pull and push mode may be supported if the feature is supported.
3. Candidate protocols
3.1 Diameter
Diameter [2] manipulates request/response message in the user level, session state should always be maintained at both peers to make sure the reliability of delivery for each protocol layer. It encompasses the performances of security and reliability for the message transmission between network entities, and the experienced usage is attractive for vendors to make a choice.
The primary disadvantage of Diameter-based layered protocol is that it increases overhead and latency to the processing of message, reducing user-perceived performance. It is costly to maintain the performance of highweight Diameter-based interface and the expansibility is too limited by reusing or creating AVPs over the relevant interface. The message contexts as described in subclause 2, provisioned by the PFDF to the PCEF/TDF is managed by a third party SCS/AS, protocols applied to IT are more in line with this SDCI scenario, however, Diameter is more applicable to CT than IT. 
3.2 ICAP
ICAP (Internet Content Adaptation Protocol) [3] is a request/response protocol for web context adaptation similar in semantics and usage to HTTP [4], its message use the generic format of RFC 2822 [5] including headers and a message-body and the transport protocol is TCP/IP, the encapsulation model is a lightweight and simple means of packaging any number of message sections into an encapsulating ICAP message-body. 
Compared with HTTP, required header fileds are fewer and transaction types are simpler. It is easy and flexible to be implemented and expanded using the attribute value pairs of HTTP and body context. Most implementors utilize ICAP for frequently URL-based internet content filtering. Long connection can be achieved between network devices to maintain the session state, especially for the “pull” mode is used frequently over Gw/Gwn interface, to make sure the reliability, off-site disaster recovery and load balancing.
3.3 REST
REST (Representational State Transfer) [6] is a architectural style for distributed hypermedia systems and provides interoperability between computer systems. REST-style web services allow requesting systems to access and operate textual web resources using a uniform and predefined set of stateless operations. Using HTTP, operations available include those predefined by the HTTP verbs GET, POST, PUT, DELETE and so on. In REST web services, requests made to a resource identified by its URI will give a response that may be in JSON, XML, plain text or other defined formats. Clients and intermediaries using REST can cache responses, the advantage is that they have the potential to partially or completely obviate some interations, improving efficiency, scalability characteristics by reducing the average latency of a series of interactions. The overall system provides uniform interface, which makes the architecture simplified and the visibility of interactions improved.
The REST interface is developed to be efficient for large-grain hypermedia data transfer. Currently, REST architecture is implemented by mostly using JSON format, which is relatively lightweight, for data interchange. High efficiency of data exchanging can be easily achieved without awareness of message contents. The REST web APIs are usually opened on the Internet and for public networks.
REST interface designed for stateless client-server interaction such that each request from the client must include all of the information necessary to comprehend the request, and is not friendly with the server persistent connection case in CT network entities. This constraint applies the properities of visibility, scalability. The trafe-off, however, is that it cannot guarantee the sufficient reliability as in the CT network, such as off-site disaster recovery.
3.4 SOAP
SOAP (Simple Object Access Protocol) [7] is a web services access protocol and rely on standard well-established rules, utilizing HTTP or SMTP [8] for its message negotiation and transmission and XML for its data exchange format. SOAP usually associated with web services and WSDL [9] to build up web service interfaces implemented in internal system of some large enterprises. Complete semantic definitions in SOAP can be used to automatically generate client/server framework according to WSDL definition file. It is tool-friendly, but the exchange message is unfriendly to program developers, hard to interpret in tranditional design-development model.
SOAP allows security policies to be enforced on data transferring. In CT system, it is always used for authorization and authentication of user subscription purpose. The XML parsing is more tedious and time-consuming, especially serious when the request/response contains great amount of data, therefore, it is not suitable for the Gw and Gwn interfaces.
4. Conclusions
Based on the above requirements for Gw and Gwn interfaces, it is expected that these interfaces shall support flow-level query of PFDs from the PCEF/TDF in the pull mode, and also large quantities of data transferred at a time, if required, from the PFDF to the PCEF/TDF according to operation configuration in the PFDF. The client shall support making a long connection with the server in the CT network.
Under the discussions, ICAP is proved to be the simplest possible protocol that would do the job described in the subclause 2. Consequently, ICAP is proposed as the protocol selected for Gw and Gwn reference points.
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