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******************************** First Change ************************************
4.4.x
Traffic Steering Rule Error Handling

If the installation/activation of one or more traffic steering rules fails, the TSSF shall inform the PCRF of the failed traffic steering rules in the corresponding JSON body of the HTTP response, by including a ts-rule-reports field, and by setting the error-tag to TS_RULE_EVENT. The ts-rule-reports field is an array of rule failure reports. Within each rule failure report, the TSSF shall identify the failed traffic steering rule(s) by including the resource-paths field containing a list of JSON pointer(s) to the relevant traffic steering rule resource(s), shall specify the failed reason code by including a rule-failure-code field and a rule-status as described below:
-
If the installation/activation of one or more new traffic steering rules (i.e., rules which were not previously successfully installed) fails, the TSSF shall set the rule-status field to INACTIVE.

-
If the modification of a currently active traffic steering rule fails, the TSSF shall retain the existing traffic steering rule as active without modification unless the reason for the failure also has an impact on the existing traffic steering rule.

Depending on the value of the rule-failure-code field, the PCRF may decide whether retaining of the old traffic steering rule, re-installation, modification, removal of the traffic steering rule or any other action applies.
If a traffic steering rule was successfully installed/activated, but can no longer be enforced by the TSSF, and if the notification supported feature is supported by the TSSF and PCRF, the TSSF shall notify the PCRF of the rule enforcement failure by sending an  HTTP POST request to the notification URL provided by the PCRF as defined in clause  5.3.6.Y. The JSON body of this HTTP POST shall include a notification-info field containing a ts-rule-reports field and a notification-tag field set to a value of TS_RULE_EVENT filled. Each item of the ts-rule-reports shall include the corresponding rule-failure-code field and rule-status field to INACTIVE.
Note that the PCRF may poll the session state from the TSSF at any time via the HTTP GET method as described in subclause 4.4.2; and take further decisions based on the status of the traffic steering rules reported in the session state.
******************************** Second Change ************************************
5.2
Transport layer
HTTP is layered over TCP, which provides a reliable transport.

For traffic steering policy provisioning and querying, the PCRF acts as an HTTP client and the TSSF acts as an HTTP server. As a result, the PCRF shall initiate a TCP connection with the TSSF.
If the notification feature is supported by TSSF and PCRF, then the TSSF and PCRF shall also respectively act as HTTP client and  server. In this case, the TSSF shall initiate a TCP connection with the PCRF.
******************************** Third Change ************************************
5.3
Application delivery layer
The application delivery layer shall use RESTful HTTP.

The application delivery layer provides the following services:

-
session establishment including the creation of the session resource.
-
session modification and termination procedures.
-
session notification procedures.
In order to establish an St session, the PCRF shall send an HTTP POST message to the TSSF including all session information required. The PCRF shall assign a globally and eternally unique St Session ID and shall include it as part of the session resource representation within the body of the HTTP POST. The St Session ID is defined in subclause 5.3.4. If the session resource is successfully created at the TSSF, the TSSF shall provide the session resource URI within the Location header of the HTTP response.
In order to modify an St session, the PCRF shall send an HTTP PUT  (full replacement of the St session resource) or an HTTP PATCH message, which includes the St session ID as a path element of the URI. 
In order to query the state of an St session, the PCRF shall send an HTTP GET message including the St Session ID as a path element of the request URI. 

In order to delete an St session, the PCRF shall send an HTTP DELETE message including the St session ID as a path element of the request URI. 
In order to report traffic steering rule enforcement failures for an St session, if the notification feature is supported by both the PCRF and TSSF, the TSSF shall send an HTTP POST message including the St session ID as a path element of the notification URI. 
Every HTTP message contains the specific communication information required for this case in its body.
******************************** Fourth Change ************************************
5.3.1
Methods
Methods indicate to the server what action has to be performed. Every HTTP request message has a method. The following HTTP methods can be used [9]:

-
POST: 
-
Used to create a resource state. The request URI defines the address responsible for the creation of the resource.
-
Used to report traffic steering rule enforcement failures from the TSSF to the PCRF. The notification report is provided in the body of the message. The request URI defines the address of the impacted resource.
-
PUT: Used to replace a resource state. The full state of the resource is provided in the body of the message. The request URI defines the resource which will be replaced.
-
PATCH: The PATCH method applies partial modifications to a resource. The request URI defines the resource which will be modified.

-
GET: Used to retrieve a resource state. The request URI defines the resource which is queried. The server returns the resource state representation within the body of the response.

-
DELETE: Used to delete a resource state. The request URI defines the resource which will be deleted.

Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The PCRF waits for this response before initiating a further request for the same resource.  
******************************* Fifth Change *************************************
5.3.3
HTTP request/response formats

5.3.3.1
General

Session establishment, modification, termination and query procedures are performed through HTTP transactions consisting of a request initiated by the PCRF and its corresponding response provided by the TSSF.
Therefore, the notification procedure is initiated by the TSSF with a request, and its corresponding response provided by the PCRF.

Table 5.3.3.1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 5.3.3.1-1: St requests/response summary table
	Method
	Resource URI’s path

(NOTE 1)
	Clause Defined
	Request body
	Response body

	POST 
	/stapplication/sessions
	5.3.3.2
	Content-Type: application/json

The PCRF shall include the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	PUT
	/stapplication/sessions/{stsessionid}
	5.3.3.3
	Content-Type: application/json

The PCRF shall include the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	PATCH
	/stapplication/sessions/{stsessionid}
	5.3.3.4
	Content-Type: application/json-patch+json

The PCRF shall include the partial modifications to the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	DELETE 
	/stapplication/sessions/{stsessionid}
	5.3.3.5
	None
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	GET
	/stapplication/sessions/{stsessionid}
	5.3.3.6
	None
	Successful response: The TSSF shall include the representation of the corresponding session resource in the body of the response as per Annex B.2
Error response: The TSSF should include error data in the body of the response as per Annex B.2

	POST
	/{notificationbaseurl}/{stsessionid}
	5.3.3.X
	Content-Type: application/json
The TSSF shall report traffic steering rule enforcement failures to the PCRF using the JSON format definition in Annex B.X
	Successful response: The PCRF may include informational data in the body of the response as per Annex B.2

Error response: The PCRF should include error data in the body of the response as per Annex B.2

	NOTE: A different path from /stapplication/sessions/ may be used when it is configured in the PCRF. In that case the "path" part set in the different methods should use the configured one.


******************************* Sixth Change *************************************
5.3.3.X
POST /{notificationbaseurl}/{stsessionid}

If the notification feature is supported, the TSSF shall inform the PCRF of state changes related to a session resource or sub resources (e.g. traffic steering rules). The TSSF does so by sending an HTTP POST request as follows:

 -
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: /{notificationbaseurl}/ {stsessionid}, where the "stsessionid" is the St Session ID as defined in subclause 5.3.4, and the "notificationbaseurl" is set to the value of the 3gpp-Notification-Base-URL provided by the PCRF.
-
the Content-Type header field set to "application/json"

-
the body of the message encoded in JSON format as defined in Annex B.X specifying the representation of the notification report.
Upon receipt of the notification HTTP POST, the PCRF shall respond to the TSSF with one of the HTTP status codes as defined in subclause 5.3.5. If the PCRF is able to successfully process the request, the PCRF shall answer with an HTTP 200 OK status code if it includes optional informational data in the body of the response as per Annex B.2 or HTTP 204 No Content status code otherwise. If the PCRF cannot successfully process the request, the PCRF shall indicate the reason using an appropriate HTTP status code for the St interface as defined in subclause 5.3.5 and optionally include additional information in the body of the response as defined in Annex B.2.

Below is an example of an HTTP POST used for notification of traffic steering rule enforcement failure.
POST /stapplication/notification/pcrf.example.com;378388838383;123232 HTTP/1.1

Host: pcrfserver.example.com
Content-Type: application/json

Content-Length: …

{

  "notifications": [

    {

      "notification-message": "Traffic steering rules became inactive.",

      "notification-type": "application",

      "notification-tag": "TS_RULE_EVENT",

      "notification-info": {

        "ts-rule-reports": [

          {

            "resource-paths": [

              "/tsrules/ts-rule-1",

              "/predefined-tsrules/ts-rule-2",

              "/predefined-group-of-tsrules/group-rules-1"

            ],

            "rule-status": "INACTIVE",

            "rule-failure-code": "RESOURCES_LIMITATION"

          }

        ]

      }

    }

  ]

}
Here is an example of a successful response:

HTTP/1.1 200 OK

Date: Mon, 23 Apr 2012 17:11:00 GMT

Server: pcrfserver.example.com

Content-Type: application/json

{

  "success-message": "Notification was processed successfully.",

}
****************************** Seventh Change *************************************
5.3.5
HTTP status codes

A subset of the HTTP status codes as defined in IETF RFC 2616 [4] are applicable to the REST based St interface. Table 5.3.5-1 lists the applicable status codes for the St interface for the current release. Note that if the PCRF or TSSF receive a response with a status code not listed in the table below, they shall treat it based on the class of the status code as defined in [4].

Table 5.3.5-1: St HTTP status codes

	Status Code 
	Description

	200 OK
	The HTTP request has succeeded. The information returned with the response is dependent on the method used in the request. 

	201 Created
	The HTTP POST request has been fulfilled and resulted in a new resource being created at the TSSF.

	204 No Content
	The recipient has fulfilled the request but does not need to return an entity-body.

	400 Bad Request
	The request could not be understood by the recipient due to malformed syntax. The sender should not repeat the request without modifications. 

	403 Forbidden
	The recipient understood the request, but is refusing to fulfill it.

	404 Not Found
	The recipient has not found any resources matching the Request-URI.

	405 Method Not Allowed
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI. 

	408 Request Timeout
	The recipient  did not respond to the request within the time that the sender is prepared to wait. The sender may repeat the request without modifications at any later time. 

	412 Precondition Failed
	The precondition given in one or more of the request-header fields evaluated to false when it was tested on the recipient. 

	413 Request Entity Too Large
	The recipient is refusing to process a request because the request entity is larger than the recipientF is willing or able to process. 

	414 Request-URI Too Large
	The recipient is refusing to service the request because the Request-URI is longer than the recipient is willing to interpret.

	500 Internal Server Error
	The recipient encountered an unexpected condition which prevented it from fulfilling the request. 

	501 Not Implemented
	The recipient does not support the functionality required to fulfill the request. 

	503 Service Unavailable
	The recipient is currently out of service.


****************************** Eighth Change *************************************
5.3.6
Feature negotiation
5.3.6.X
General
The REST based St interface needs to provide a mechanism to advertise required and optional features supported by both the PCRF and TSSF for interoperability reasons as the functionality of the REST St based interface is augmented.

The PCRF shall include in the HTTP POST the set of supported features as follows:

-
if a feature is required for the proper operation of the St session, it shall be included within the 3gpp-Required-Features header;  

-
if a feature is optional for the proper operation of the St session, it shall be included within the 3gpp-Optional-Features header.

The TSSF shall include, within the 3gpp-Accepted-Features header in the response to the HTTP POST, the set of features it supports in common with the PCRF. 
If the TSSF does not support any of the required features advertised by the PCRF within the 3gpp-Required-Features header, the TSSF shall reject the HTTP POST with an HTTP 412 Precondition Failed status code and shall include the commonly supported features with the PCRF within the 3gpp-Accepted-Features.
If the TSSF requires certain features to be supported that aren’t advertised by the PCRF, the TSSF shall reject the HTTP POST with an HTTP 412 Precondition Failed status code and shall include the commonly supported features with the PCRF within the 3gpp-Accepted-Features and the required features in the 3gpp-required-features.
If the PCRF and TSSF successfully negotiate supported features, the list of commonly supported features shall be applicable for the lifetime of the St session. Features that are not advertised as supported shall not be used within the lifetime of the St session. 
The table below defines the features applicable to the REST St interface.

Table 5.3.6.x-1: Features used in REST St Protocol
	Feature
	M/O
	Description

	Notification
	O
	This feature indicates the support of the HTTP notification procedure from the TSSF to the PCRF.

	Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "Notification".

M/O:
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
A clear textual description of the feature.



****************************** Ninth Change *************************************
5.3.6.Y
Notification Feature Negotiation
If the PCRF supports the Notification feature, it shall follow the procedures defined in subclause 5.3.6.X to advertise support of the feature. In addition, the PCRF shall include the 3gpp-Notification-Base-URL header as defined in subclause 5.3.7.X.
In this case, if the TSSF also supports the Notification feature, the TSSF shall remember the value of the 3gpp-Notification-Base-URL for the lifetime of the corresponding St session and shall initiate a TCP connection towards the PCRF based on the hostname and optional port elements of the 3gpp-Notification-Base-URL. 
****************************** Tenth Change *************************************
5.3.7.X
3gpp-Notification-Base-URL
This header is used by the PCRF to provide the notification base URL.
The encoding of the header follows the ABNF as defined in [4]. 

3gpp-Notification-Base-URL = "3gpp-Notification-Base-URL " ":" 1#token

An example is: 3gpp-Notification-Base-URL: http://pcrfserver.example.com:8080/stapplication/notification
****************************** Eleventh Change *************************************
A.X
Traffic Steering Control Notification
This subclause describes the signalling flow for the traffic steering control notification.
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Figure A.4.y: Traffic Steering Control Notification
1.
The TSSF sends an HTTP POST to the PCRF to inform it of changes to the state of traffic steering control rules as defined in subclause 4.4.x.

2.
The PCRF acknowledges the notification and sends an HTTP 200 OK to the TSSF.
******************************* End of Changes *************************************
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