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***Second Change***
5.3.2
Resources and URI design
The St session is a RESTful resource that shall be identified by a URI.

The URI design shall be based on the structure defined in IETF RFC 3986 [13]:

scheme ":" hier-part [ "?" query ] [ "#" fragment ]
hier-part   = "//" authority path-abempty
/ path-absolute
/ path-rootless
/ path-empty
The scheme may be HTTP or HTTPS for the REST St interface. Within a scheme the definition of names shall follow the rules of HTTP URIs. Host and port are the main parts of the authority. The path element identifies the resources. 

For the REST St interface, the following required parts of the URI shall be used as follows:

· scheme: The application delivery layer protocol "http" or "https".

· authority: It includes the server address and optionally a port as follows: host [":" port] 

· path-absolute: The path-absolute should have the following ABNF: "/restconf/config/" mainapp ":" mainresource ["/" resourcepath], where for this release, "mainapp” is "stapplication", "mainresource" is "sessions" and "resourcepath contains the path to identify a session resource, which in this release is the St Session ID as defined in subclause 5.3.4.

NOTE: A different path can be used when the Resource URI is preconfigured in the PCRF. 
An example of the URI to identify the "sessions" main resource is: http://tssfserver.example.com/restconf/config/stapplication:sessions.
***Third Change***
5.3.3.1
General

Session establishment, modification, termination and query procedures are performed through HTTP transactions consisting of a request initiated by the PCRF and its corresponding response provided by the TSSF.

Table 5.3.3.1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 5.3.3.1-1: St requests/response summary table
	Method
	Resource URI’s path

(NOTE 1)
	Clause Defined
	Request body
	Response body

	POST 
	/restconf/config/stapplication:sessions
	5.3.3.2
	Content-Type: application/ yang.data+json

The PCRF shall include the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	PUT
	/restconf/config/stapplication:sessions/{stsessionid}
	5.3.3.3
	Content-Type: application/ yang.data+json

The PCRF shall include the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	PATCH
	/restconf/config/stapplication:sessions/{stsessionid}
	5.3.3.4
	Content-Type: application/yang.patch+json

The PCRF shall include the partial modifications to the state of the session resource using the schema defined in Annex B.1.
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	DELETE 
	/restconf/config/stapplication:sessions/{stsessionid}
	5.3.3.5
	None
	Successful response: The TSSF may include informational data in the body of the response as per Annex B.2

Error response: The TSSF should include error data in the body of the response as per Annex B.2

	GET
	/restconf/config/stapplication:sessions/{stsessionid}
	5.3.3.6
	None
	Successful response: The TSSF shall include the representation of the corresponding session resource in the body of the response as per Annex B.2
Error response: The TSSF should include error data in the body of the response as per Annex B.2

	NOTE: A different path from /restconf/config/stapplication:sessions/ may be used when it is configured in the PCRF. In that case the "path" part set in the different methods should use the configured one.


***Fourth Change***
5.3.3.2
POST /restconf/config/stapplication:sessions

The establishment of a session shall be performed by the PCRF by using the POST method as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: restconf/config/stapplication:sessions.

-
the Content-Type header field set to "application/yang.data+json"
-
the body of the message encoded in JSON format as defined in Annex B.1, including the "session-id" field allocated by the PCRF.

The PCRF sets the URI based on the pre-configuration at the PCRF.
Upon receipt of the HTTP POST, the TSSF shall respond to the PCRF indicating whether the creation of the resource was successful or not using one of the HTTP status codes as defined in subclause 5.3.5. If the resource creation is successful, the TSSF shall respond with an HTTP 201 (Created) status code, including a Location header field containing the URI for the created session resource based on the St Session ID as defined in subclause 5.3.4. If the creation of the session resource was not successful, the TSSF shall indicate the reason using an appropriate HTTP status code for the St interface as defined in subclause 5.3.5 and optionally additional information in the body of the response as defined in Annex B.2. 

NOTE:
Network deployment scenario with overlapping IP address assignment where the PCRF connects to multiple PCEFs and multiple PCEFs connect to the same TSSF is not supported in this release.

Below is an example of an HTTP POST and a corresponding successful response:

POST /restconf/config/stapplication:sessions HTTP/1.1

Host: tssfserver.example.com

Content-Type: application/yang.data+json

Content-Length: …

{
"session": [

    {

      "session-id": "pcrf.example.com;378388838383;123232",

      "ue-ipv4": "10.0.0.2",

      "tsrules": {
        "tsrule":[
         {

           "ts-rule-name": "ts-rule-3",

           "tdf-application-identifier": "ftp-download",

           "precedence": 1,

           "ts-policy-identifier-dl": "firewall"
         }
        ]
      }

    }
    ]

}
Here is an example of a successful response:

HTTP/1.1 201 Created

Location: http:// tssfserver.example.com/stapplication/sessions/pcrf.example.com;378388838383;123232

Date: Mon, 23 Apr 2012 17:10:00 GMT

Server: tssf.example.com
Content-Type: application/json

{

  "success-message": "Session was created successfully.",

}
***Fifth Change***
5.3.3.3
PUT /restconf/config/stapplication:sessions/{stsessionid}

The full modification of a session resource may be performed by the PCRF using the PUT method. In this case, the PCRF shall send an HTTP PUT request as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: /restconf/config/stapplication:sessions/{stsessionid}, where the stsessionid is the St Session ID as defined in subclause 5.3.4.

-
the Content-Type header field set to "application/yang.data+json"

-
the body of the message encoded in JSON format as defined in Annex B.1 specifying the full representation of the session resource

Upon receipt of the HTTP PUT, the TSSF shall respond to the PCRF indicating whether the modification of the resource was successful or not using one of the HTTP status codes as defined in subclause 5.3.5. If the resource modification is successful, the TSSF shall respond with an HTTP 200 OK status code if it includes optional informational data in the body of the response as per Annex B.2 or HTTP 204 No Content status code otherwise. If the modification of the session resource was not successful, the TSSF shall indicate the reason using an appropriate HTTP status code for the St interface as defined in subclause 5.3.5 and optionally additional information in the body of the response as defined in Annex B.2.

Below is an example of an HTTP PUT:

PUT /stapplication/sessions/pcrf.example.com;378388838383;123232 HTTP/1.1

Host: tssfserver.example.com

Content-Type: application/yang.data+json

Content-Length: …

{
  "session": [
    {
      "session-id": "pcrf.example.com;378388838383;123232",

      "ue-ipv4": "10.0.0.2",

      "tsrules": 
    {

         "tsrule": [

        {

           "ts-rule-name": "ts-rule-1",

           "tdf-application-identifier": "ftp-download",

           "precedence": 1,

           "ts-policy-identifier-dl": "firewall"

         },

        {

           "ts-rule-name": "ts-rule-2",

           "tdf-application-identifier": "application-x",

           "precedence": 2,

           "ts-policy-identifier-dl": "firewall"

         }
         ]
      }
    }

    ]
}

Here is an example of a successful response:

HTTP/1.1 200 OK

Date: Mon, 23 Apr 2012 17:11:00 GMT

Server: tssf.example.com

Content-Type: application/json

{

  "success-message": "Session was updated successfully.",

}
***Sixth Change***
5.3.3.4
PATCH /restconf/config/stapplication:sessions/{stsessionid}

The partial modification of a session resource may be performed by the PCRF using the PATCH method as defined in IETF RFC 5789 [12]. In this case, the PCRF shall send an HTTP PATCH request as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the root "path" part set to: /restconf/config/stapplication:sessions/{stsessionid}, where the stsessionid is the St Session ID as defined in subclause 5.3.4.

-
the Content-Type header field set to "application/yang.data+json"

-
the body of the message shall be encoded using the YANG Patch format as defined in draft-ietf-netconf-yang-patch-07 [aa]. The following operations from [aa] may be used:

-
create: to create a new traffic steering rule.

-
remove: to delete a traffic steering rule.

-
replace: to replace an existing rule with a new definition.

Upon receipt of the HTTP PATCH, the TSSF shall respond to the PCRF indicating whether the modification of the resource was successful or not using one of the HTTP status codes as defined in subclause 5.3.5. If the resource modification is successful, the TSSF shall respond with an HTTP 200 OK status code if it includes optional informational data in the body of the response as per Annex B.2 or HTTP 204 No Content status code otherwise. If the modification of the session resource was not successful, the TSSF shall indicate the reason using an appropriate HTTP status code for the St interface as defined in subclause 5.3.5 and optionally additional information in the body of the response as defined in Annex B.2.

Below is an example of an HTTP PATCH that modifies a traffic steering rule and deletes another one:

PATCH /restconf/config/stapplication:sessions/session=pcrf.example.com;378388838383;123232/tsrules HTTP/1.1

Host: tssfserver.example.com

Content-Type: application/yang.patch+json

Content-Length: …

















{

  "ietf-yang-patch:yang-patch":{

    "patch=id":"modify-tsrules",

    "edit":[


  {


    "edit-id":"edit1",


    "operation":"replace",


    "target":"/tsrule/ts-rule-1",


    "value":{



  "tsrule":{
               "ts-rule-name":"ts-rule-1",


    "tdf-application-identifier": "ftp-download",



    "precedence": 1,



    "ts-policy-identifier-dl": "firewall2"



  }

    }


  },

  {


    "edit-id":"edit2",


    "operation":"remove",


    "target":"/tsrule/ts-rule-2"


  }

    ]

  }

}
Here is an example of a successful response:HTTP/1.1 200 OK

Date: Mon, 23 Apr 2012 17:12:00 GMT

Server: tssf.example.com

Content-Type: application/json

{

  "success-message": "Session was patched successfully.",

}
***Seventh Change***
5.3.3.5
DELETE /restconf/config/stapplication:sessions/{stsessionid}

To delete an St session, the PCRF shall send an HTTP DELETE request to the TSSF as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: /restconf/config/stapplication:sessions/{stsessionid}, where the stsessionid is the St Session ID as defined in subclause 5.3.4.

Upon receipt of the HTTP DELETE, the TSSF shall respond to the PCRF indicating whether the deletion of the resource was successful or not using one of the HTTP status codes as defined in subclause 5.3.5. If the resource deletion is successful, the TSSF shall respond with an HTTP 200 OK status code if it includes optional informational data in the body of the response as per Annex B.2 or HTTP 204 No Content status code otherwise. If the deletion of the session resource was not successful, the TSSF shall indicate the reason using an appropriate HTTP status code for the St interface as defined in subclause 5.3.5 and optionally additional information in the body of the response as defined in Annex B.2.

Below is an example of an HTTP DELETE:

DELETE /restconf/config/stapplication:sessions/pcrf.example.com;378388838383;123232 HTTP/1.1

Host: tssfserver.example.com
Here is an example of a successful response:

HTTP/1.1 204 No Content

Date: Mon, 23 Apr 2012 17:15:00 GMT

Server: tssf.example.com

***Eighth Change***
5.3.3.6
GET /restconf/config/stapplication:sessions/{stsessionid}

To query the state of an St session resource, the PCRF shall send an HTTP GET request to the TSSF as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: /restconf/config/stapplication:sessions/{stsessionid}, where the stsessionid is the St Session ID as defined in subclause 5.3.4.

Upon receipt of the HTTP GET, the TSSF shall respond to the PCRF indicating whether the querying of the resource was successful or not using one of the HTTP status codes as defined in subclause 5.3.3. If the resource exists, the TSSF shall respond with an HTTP 200 OK status code and include the session representation state within the body of the response as defined in Annex B.2. The TSSF shall also include the Content-Type header field set to "application/json".

The TSSF shall also include the set of features it supports in common with the PCRF within the "3gpp-Accepted-Features" HTTP header in the response to the HTTP GET.
Below is an example of an HTTP GET:

GET /restconf/config/stapplication:sessions/pcrf.example.com;378388838383;123232 HTTP/1.1

Host: tssfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: tssfserver.example.com
Content-Type: application/yang.data+json

Content-Length: …

{
"session" : [
    {
      "session-id": "pcrf.example.com;378388838383;123232",

      "ue-ipv4": "10.0.0.2",

      "tsrules": {

         "tsrule": [

        {

           "ts-rule-name": "ts-rule-1",

           "tdf-application-identifier": "ftp-download",

           "precedence": 1,

           "ts-policy-identifier-dl": "firewall"
         },

        {

           "ts-rule-name": "ts-rule-2",

           "tdf-application-identifier": "application-x",

           "precedence": 2,

           "ts-policy-identifier-dl": "firewall"
         }
        ]
      }
    }

    ]
}
***Ninth Change***
5.4.3
JSON session fields
5.4.3.1
General

Table 5.4.3.1.1 describes the JSON fields used within the body of the HTTP messages representing the session information. The table includes the information about the type of the fields, their parent JSON fields, and whether it is mandatory in its parent JSON field.
Table 5.4.3.1.1: St Specific JSON fields
	
	
	
	
	Applicability (NOTE 3)

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	YANG Type (NOTE 2)
	

	session-id
	5.4.3.2
	string
	string
	

	ue-ipv4
	5.4.3.3
	string
	inet:ipv4-address
	

	ue-ipv6-prefix
	5.4.3.4
	string
	inet:ipv6-prefix
	

	tsrules
	5.4.3.5
	object
	container
	

	ts-rule-name
	5.4.3.6
	string
	string
	

	Precedence
	5.4.3.7
	number
	number:
0..4294967295
	

	tdf-application-identifier
	5.4.3.8
	string
	string
	

	flow-information
	5.4.3.9
	array
	list
	

	flow-description
	5.4.3.10
	string
	string
	

	tos-traffic-class 
	5.4.3.11
	string
	/^[0-9A-Fa-f]{4}$/
(NOTE 4)
	

	security-parameter-index
	5.4.3.12
	string
	/^[0-9A-Fa-f]{8}$/
(NOTE 4)
	

	flow-label

	5.4.3.13
	string
	/^[0-9A-Fa-f]{6}$/
(NOTE 4)
	

	flow-direction
	5.4.3.14
	string
	"BIDIRECTIONAL"
 "UPLINK"
"DOWNLINK"
(NOTE 5)
	

	ts-policy-identifier-dl
	5.4.3.15
	string
	String
	

	ts-policy-identifier-ul
	5.4.3.16
	string
	String
	

	predefined-tsrules
	5.4.3.17
	object
	container
	

	predefined-group-of-tsrules
	5.4.3.18
	object
	container
	

	ts-rule-base-name
	5.4.3.19
	string
	String
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [15].
NOTE 2:   The YANG types are defined in IETF IETF RFC6020 [yy] and RFC 6021 [zz].
NOTE 3:
Fields marked with a supported feature are applicable as described in subclause 5.3.6.
NOTE 4:   The regular expression for a string type.
NOTE 5:   The quoted strings for a string type. 


5.4.3.2
session-id
The session-id field is of type string, and contains the session id allocated by the PCRF. The session id format is defined in subclause 5.3.4.
5.4.3.3
ue-ipv4

The ue-ipv4 field is of type string and ip4 literal as defined in IETF RFC 6021 [zz]. 
5.4.3.4
ue-ipv6-prefix

The ue-ipv6-prefix field is of type string and ip6 literal as defined in IETF RFC 6021 [-zz]. The PCRF uses it to indicate the IPv6 prefix allocated for the user. 
5.4.3.5
tsrules

The tsrules field is of type object. It contains all of the dynamic traffic steering rules defined in the JSON body. 
The following defines the content of the dynamic traffic steering rule:
The ts-rule-name field shall be included within the dynamic traffic steering rule.
A precedence value may be included.

Either flow-information(s) or the tdf-application-identifier field shall be included within the dynamic traffic steering rule.
The ts-policy-identifier-ul field and/or the ts-policy-identifier-dl field shall be included. If the traffic steering policies are identical in both downlink and uplink directions, the values of the ts-policy-identifier-ul field and the ts-policy-identifier-dl field shall be identical.
-






5.4.3.6
ts-rule-name

The ts-rule-name is of type string, and it defines a name for traffic steering rule. For traffic steering rules provisioned by the PCRF, it uniquely identifies a traffic steering rule within one St session. For traffic steering rules pre-defined at the TSSF, it uniquely identifies a traffic steering rule within the TSSF.

5.4.3.7
precedence

The precedence is of type number. Its value ranges from 0 to 4294967295.
Within the tsrule JSON content, the precedence field determines the order for the service data flow detection/the application detection at the TSSF to perform traffic steering. A traffic steering rule with a lower precedence value shall be applied prior to a traffic steering rule with a higher precedence value.
NOTE:
The precedence value range defined within the traffic steering rule is operator configurable.
5.4.3.8
tdf-application-identifier
The tdf-application-identifier is of type string. It references the application detection filter defined at the TSSF. 
5.4.3.9
flow-information

The flow-information field is of type array. It is sent from the PCRF to the TSSF and contains the information for a single IP flow packet filter. 
The flow-description, a tos-traffic-class, security-parameter-index and flow-label specify the parameters to be used for matching payload packets. One of these fields shall be present in the object. The flow-direction field shall also be included.








5.4.3.10
flow-description
The flow-description field is of type string, it defines a packet filter for an IP flow. 
The content has the same encoding as the IPFilterRule AVP value as defined in IETF RFC 3588 [9]. All limitations applicable to the Flow-Description AVP in subclause 5.4.2 of 3GPP TS 29.212 [17] apply to this field. 
5.4.3.11
tos-traffic-class
The tos-traffic-class field is of type string. It is encoded on two octets, and represented as a hex string. The first octet contains the IPv4 Type-of-Service or the IPv6 Traffic-Class field and the second octet contains the ToS/Traffic Class mask field. 

5.4.3.12
security-parameter-index

The security-parameter-index field is of type string, and it contains the security parameter index of the IPSec packet. 
5.4.3.13
flow-label

The flow-label field is of type string, and it contains the IPv6 flow label header field. 
5.4.3.14
flow-direction
The flow-direction field is of type string with three enumerations. It indicates the direction(s) that a filter is applicable, downlink only, uplink only or both down- and uplink (bidirectional).

DOWNLINK

The corresponding filter applies for traffic to the UE.
UPLINK

The corresponding filter applies for traffic from the UE.

BIDIRECTIONAL

The corresponding filter applies for traffic both to and from the UE.

5.4.3.15
ts-policy-identifier-dl

The ts-policy-identifier-dl is of type string and contains a reference to a pre-configured traffic steering policy at the TSSF in the downlink direction.
5.4.3.16
ts-policy-identifier-ul

The ts-policy-identifier-ul is of type string and contains a reference to a pre-configured traffic steering policy at the TSSF in the uplink direction.
5.4.3.17
predefined-tsrules

The predefined-tsrules contains all of the predefined traffic steering rules in the session. 
The ts-rule-name field uniquely identifies the traffic steering rule defined at the TSSF. 




5.4.3.18
predefined-group-of-tsrules

The predefined-group-of-tsrules field is of type object and contains the groups of the predefined traffic steering rules in the session. 
The ts-rule-base-name field uniquely identifies the group of predefined traffic steering rules at the TSSF. 




5.4.3.19
ts-rule-base-name
The ts-rule-base-name field is of type string, and it indicates the name of a predefined group of traffic steering rules residing at the TSSF.
***10th Change***
5.4.4
JSON errors and informational response fields
5.4.4.1
General

Table 5.4.4.1.1 describes the JSON fields defined for the errors and informational responses, including their types, their parent JSON fields, and whether it’s mandatory in its parent JSON field.
Table 5.4.4.1.1: JSON fields for errors and informational response
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	YANG Type (NOTE 2)

	errors
	5.4.4.2
	object
	container

	error-type
	5.4.4.3
	string
	"application" 
"interface" 
"server" 
"other"
(NOTE 3)

	error-message
	5.4.4.4
	string
	string

	error-tag
	5.4.4.5
	string
	string

	error-path
	5.4.4.6
	string
	string

	error-info
	5.4.4.7
	string
	string

	success-message
	5.4.4.8
	string
	string

	success-path
	5.4.4.9
	string
	string

	success-info
	5.4.3.10
	string
	string

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [10].
NOTE 2:   The JCR types are defined in IETF RFC 6020 [yy] and RFC 6021 [-zz].
NOTE 3:   The quoted strings for a string type.


5.4.4.2
errors
The errors field is of type object and it contains a list of errors. Each error is defined as an object in the array. This field shall be present when the TSSF responds with error(s) back to an HTTP request initiated by the PCRF. 
An error object shall contain the error-type field and the error-message.
Optionally, it may include the error-tag field, error-path field and error-info field for further details. The error tag is used to classify a special error from other errors. The error-path is used to identify which resource has the error. The error-info is provided for additional information.








5.4.4.3
error-type
The error-type field is of type string. It can be one of 'application', 'interface', 'server' and 'other'.
When an error is related to the application processing in the TSSF, the error type shall be specified as 'application'. When the error is a protocol compliance error, 'interface' shall be used. A server failure is represented with the 'server' error type. For all other errors, the 'other' error type shall be used.
5.4.4.4
error-message
The error-message field is of type string. It is a textual description of the error.
5.4.4.5
error-tag
The error-tag field is of type string. It defines a tag for a particular error. 
Editor's note:
It’s FFS whether error-tag’s categories need to be specified in this specification or are left to implementation.
5.4.4.6
error-path
The error-path field is of type string. It shall contain a JSON pointer as defined in IETF RFC 6901 [15] pointing to a resource where the error occurs.
5.4.4.7
error-info
The error-info field is defined as a string type. It represents informational details regarding the error.
5.4.4.6
success-message
The success-message is of type string. When included in the JSON body of an HTTP response, it shall be included under the root level of the JSON content.
5.4.4.7
success-path
The success-path field is of type string. It is a JSON pointer as defined in IETF RFC 6901 [15] pointing to the resource that was successfully operated on. It is an optional root level field provided along with a success-message field.
5.4.4.8
success-info
The success-info field is defined as a stringtype. It may include any additional information under the root level of the JSON content for an informational response.
***11th Change***
Annex B (normative): Data Model
B.1
Session body schema

This subclause defines the data model for the body of HTTP requests and responses providing the state of a session resource. The data model descriptionis based on IETF RFC 6020 [yy] and is defined below:

module stapplication {

    yang-version 1;

    namespace "urn:3gpp:params:xml:ns:yang: stapplication";

    prefix "sta";

    import ietf-inet-types {

        prefix inet;

        revision-date 2010-09-24;

    }

    description

        "This module contains a collection of YANG definitions

         for the traffic steering control information which is

         provisioned to the TSSF from the PCRF over St reference

         point.";

    revision "2016-01-06" {

        description

            "Initial revision.";

        reference

            "3GPP Specification: TS 29.155 V13.0.0";

    }

    typedef session-id {

        description

            "A unique ID for a session.";

        type string;

    }

    typedef ts-rule-name {

        description

            "A name for a traffic steering rule.";

        type string;

    }

    typedef tdf-application-identifier {

        description

            "An identifier for an application detection filter

             defined at the TSSF.";

        type string;

    }

    typedef flow-description {

        description

            "It defines a packet filter for an IP flow.";

        type string;

    }

    typedef tos-traffic-class {

        description

            "It is encoded on two octets, and represented as

             a hex string. The first octet contains the IPv4

             Type-of-Service or the IPv6 Traffic-Class field

             and the second octet contains the ToS/Traffic

             Class mask field.";

        type string {

            pattern '[0-9A-Fa-f]{4}';

        }

    }

    typedef security-parameter-index {

        description

            "It represents the security parameter index of

             the IPSec packet.";

        type string {

            pattern '[0-9A-Fa-f]{8}';

        }

    }

    typedef flow-label {

        description

            "It represents the IPv6 flow label header field.";

        type string {

            pattern '[0-9A-Fa-f]{6}';

        }

    }

    typedef flow-direction {

        description

            "It indicates the direction(s) that a filter is

             applicable, downlink only, uplink only or both

             down- and uplink (bidirectional).";

        type enumeration {

            enum BIDIRECTIONAL {

                description

                    "The corresponding filter applies for traffic both to

                     and from the UE.";

            }

            enum UPLINK {

                description

                    "The corresponding filter applies for traffic from the UE.";

            }

            enum DOWNLINK {

                description

                    "The corresponding filter applies for traffic to the UE.";

            }

        }

    }

    typedef ts-policy-identifier-ul {

        description

            "It represents a reference to a pre-configured

             traffic steering policy at the TSSF in the

             uplink direction.";

        type string;

    }

    typedef ts-policy-identifier-dl {

        description

            "It represents a reference to a pre-configured

             traffic steering policy at the TSSF in the

             downlink direction.";

        type string;

    }

    typedef ts-rule-base-name {

        description

            "It represents the name of a predefined group of

             traffic steering rules residing at the TSSF.";

        type string;

    }

    container sessions {

        description

            "Contains all St sessions in the TSSF established

             by the PCRF.";

        list session {

            description

                "A list of all St sessions in the TSSF.";

            key "session-id";

            leaf session-id {

                description

                    "A unique ID for the session.";

                type session-id;

                mandatory true;

            }

            leaf ue-ipv4 {

                description

                    "The UE IPv4 address.";

                type inet:ipv4-address;

            }

            leaf ue-ipv6-prefix {

                description

                    "The UE IPv6 prefix.";

                type inet:ipv6-prefix;

            }

            container tsrules {

                description

                    "Contains all of the dynamic traffic steering rules.";

                list tsrule {

                    description

                        "A list of all dynamic traffic steering rules.";

                    key "ts-rule-name";

                    leaf ts-rule-name {

                        description

                            "A name for the traffic steering rule.";

                        type ts-rule-name;

                        mandatory true;

                    }

                    leaf precedence {

                        description

                            "The precedence determines the order for the service

                             data flow detection/the application detection at the

                             TSSF to perform traffic steering. A traffic steering

                             rule with a lower precedence value shall be applied

                             prior to a traffic steering rule with a higher

                             precedence value.";

                        type uint32;

                        default 0;

                    }

                    choice flow-application-information {

                        description

                            "The application detection filter defined at the TSSF,

                             or the information for a list of IP flow packet filters

                             sent from the PCRF to the TSSF.";

                        case flow-information {

                            list flow-information {

                                description

                                    "The information for a list of IP flow packet filters

                                     sent from the PCRF to the TSSF.";

                                key "flow-description";

                                leaf flow-description {

                                    description

                                        "It defines a packet filter for an IP flow.";

                                    type flow-description;

                                    mandatory true;

                                }

                                leaf tos-traffic-class {

                                    description

                                        "It is encoded on two octets, and represented as

                                         a hex string. The first octet contains the IPv4

                                         Type-of-Service or the IPv6 Traffic-Class field

                                         and the second octet contains the ToS/Traffic

                                         Class mask field.";

                                    type tos-traffic-class;

                                }

                                leaf security-parameter-index {

                                    description

                                        "It represents the security parameter index of

                                         the IPSec packet.";

                                    type security-parameter-index;

                                }

                                leaf flow-label {

                                    description

                                        "It represents the IPv6 flow label header field.";

                                    type flow-label;

                                }

                                leaf flow-direction {

                                    description

                                        "It indicates the direction(s) that a filter is

                                         applicable, downlink only, uplink only or both

                                         down- and uplink (bidirectional).";

                                    type flow-direction;

                                    default BIDIRECTIONAL;

                                }

                            }

                        }

                        case tdf-application-identifier {

                            leaf tdf-application-identifier {

                                description

                                    "An identifier for an application detection filter

                                     defined at the TSSF.";

                                type tdf-application-identifier;

                            }

                        }

                    }

                    leaf ts-policy-identifier-ul {

                        description

                            "It represents a reference to a pre-configured

                             traffic steering policy at the TSSF in the

                             uplink direction.";

                        type ts-policy-identifier-ul;

                    }

                    leaf ts-policy-identifier-dl {

                        description

                            "It represents a reference to a pre-configured

                             traffic steering policy at the TSSF in the

                             downlink direction.";

                        type ts-policy-identifier-dl;

                    }

                }

            }

            container predefined-tsrules {

                description

                    "Contains all of the predefined traffic steering

                     rules in the session.";

                leaf-list ts-rule-name {

                    description

                        "A list of traffic steering rule names.";

                    type ts-rule-name;

                }

            }

            container predefined-group-of-tsrules {

                description

                    "Contains the groups of the predefined traffic

                     steering rules in the session.";

                leaf-list ts-rule-base-name {

                    description

                        "A list of predefined traffic steering rule

                         group names.";

                    type ts-rule-base-name;

                }

            }

        }

    }

}






























































***12th Change***
B.2
Error and Informational response schema

This subclause defines the data model for the body of HTTP responses in case of errors or success. The data model description is based on IETF RFC 6020 [yy] and is defined below:






































module sterror {

    yang-version 1;

    namespace "urn:3gpp:params:xml:ns:yang: sterror";

    prefix "ste";

    description

        "This module contains a collection of YANG definitions

         for the traffic steering error reponse.";

    revision "2016-01-06" {

        description

            "Initial revision.";

        reference

            "3GPP Specification: TS 29.155 V13.0.0";

    }

       container errors {

         description

           "Represents an error report returned by the server if

            a request results in an error.";

         list error {

           description

             "An entry containing information about one

              specific error that occurred while processing

              a RESTCONF request.";
           leaf error-type {

             type enumeration {

               enum interface {

                 description "The interface layer";

               }

               enum server {

                 description "The server layer";

               }

               enum application {

                 description "The application layer";

               }
               enum other {

                 description "other layer";

               }

             }

             mandatory true;

             description

               "The protocol layer where the error occurred.";

           }

           leaf error-tag {

             type string;

             mandatory true;

             description

               "The enumerated error tag.";

           }

           leaf error-path {

             type string;

             description

               "The YANG instance identifier associated

                with the error node.";

           }

           leaf error-message {

             type string;

             description

               "A message describing the error.";

           }

           leaf error-info {
              type string;

              description

                "error information.";

           }

         }

       }

}

module stsuccess {

    yang-version 1;

    namespace "urn:3gpp:params:xml:ns:yang: stsuccess";

    prefix "sts";

    description

        "This module contains a collection of YANG definitions

         for the traffic steering success reponse.";

    revision "2016-01-06" {

        description

            "Initial revision.";

        reference

            "3GPP Specification: TS 29.155 V13.0.0";

    }

       container sucess {

         description

           "Represents an sucess report returned by the server if

            a request results in success.";
           leaf sucess-path {

             type string;

             description

               "sucess-path ";

           }

           leaf sucess-info {
              type string;

              description

                "sucess information.";

           }
           leaf sucess-message {
              type string;

              description

                "sucess-message.";

           }    

      }

}
***End of Changes**
