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At the last CT1 meeting in Nashville, NTT proposed the corrections on the P-Early-Media header field handling at the UE & P-CSCF in C1-160233 (Restriction on requesting early media authorization from UE) and got some suggestion that the problem we would like to solve is caused by the different operator policies on the authorization of the early media thus this topic should be discussed in CT3 in addition to CT1. Based on the suggestion, this discussion paper describes some issues related to the authorization of early media in the viewpoint of CT3 (PCC / inter-IMS NNI).
1.
Introduction
The P-Early-Media header field defined in RFC 5009 have been supported in the release-8 IMS networks for the purpose of requesting and authorizing requests for backward and/or forward early media. In this discussion paper, we would like to discuss an issue due to the different operator policy on the authorization of early media from the interconnection by using II-NNI.
2.
Gate control of early media using P-Early-Media header filed
According to RFC 5009 subclause 8.3, a proxy supporting P-Early-Media header field can control the gating of early media (i.e. allowing or forbidding early media in forward and/or backward direction based on the value (e.g. sendrecv, sendonly) populated in the P-Early-Media header field).
As for the 3GPP IMS profile, TS 24.229 mandates the support of P-Early-Media header field at the P-CSCF acting as proxy and the IBCF (IMS-ALG) acting as UA role, and there is a normal note indicating that the P-CSCF can use the P-Early-Media header field for the gate control procedures defined in TS 29.214 (Rx interface).
However, the current PCC specification (TS 29.214) do not explicitly specify that the P-CSCF can decide whether to enable the early media by evaluating the value of the P-Early-Media header field and/or SDP direction attribute. Also, these procedures are not explicitly defined for the Ix interface (TS 29.162/TS 29.238) between IBCF and TrGW and Iq interface (TS 29.334) between IMS-ALG and IMS-AGW.
It is asked that CT3 provides feedbacks to the necessity of the explicit descriptions about the gate control mechanism using P-Early-Media header field.
TS 29.214 (Policy and Charging Control over Rx reference point):

A.2
Enabling of IP Flows

Prior to the completion of the SIP session set-up, i.e. until the 200 OK (INVITE) or any other 2xx response is received, the P-CSCF may enable or disable media IP flows depending on operator policy, thus allowing or forbidding early media in forward and/or backward direction. Only to disable early media, the P-CSCF may modify the values of the Flow-Status AVPs derived from SDP according to 3GPP TS 29.213 [9] clause 6.2. However for multiplexed RTP/RTCP flows (as negotiated using the"a=rtcp-mux" SDP attribute defined in IETF RFC 5761 [42]), a P-CSCF supporting RTP/RTCP transport multiplexing shall set the Flow-Status set to "ENABLED" to prevent that RTCP is blocked. If the P-CSCF chooses to modify the values, the P-CSCF shall store the last received SDP.

3.
A problem due to the different operator policies on the authorization of early media
This clause describes an example of the problem in the inter-connection scenario due to the different operator policies on the authorization of early media. The followings are the prerequisites of the problematic inter-connection scenario.
1)
Operator-A's IMS home network and operator-B's IMS home network are interconnected via non-roaming II-NNI defined in TS 29.165.
2)
There is the trust relationship for the P-Early-Media header field between the two IMS home networks through an inter-operator agreement; therefore the P-Early-Media header field conforms to RFC 5009 is supported by the two networks and can be present over the non-roaming II-NNI.
3)
There is an inter-operator agreement to provide announcement during the establishment of a communication session by using gateway model as defined in TS 24.628.
4)
Operator-A's policy allows the network-generated early media provided by either its own AS/MRF or trusted networks, and prohibits a fraudulent use of early media for free talk between UEs. To meet the requirement, the operator-A’s P-CSCF executes the gate control based on the P-Early-Media header filed and prohibits the request the authorization of early media from the normal UE, thus P-CSCF removes the P-Early-Media header field including the active direction parameter (e.g. sendrecv, sendonly) if received from the UE. And only when receiving the P-Early-Media header field including the active direction parameter from the AS/MRF or trusted networks, the P-CSCF enables the early media as indicated by the direction parameter of the P-Early-Media header field, i.e. default state of the early media is "DISABLED".
5)
On the other hand, operator-B's policy allows early media from any equipments. Therefore, the operator-B's P-CSCF transparently forwards the P-Early-Media header field even if the header is received from the normal UE.
In this scenario, the announcement during the establishment of a communication session will be successfully provided as depicted in Figure 1.
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Figure 1: The call flow when providing announcement from IMS home network-A to network-B
However, when the terminating UE served by the IMS home network-B sends the P-Early-Media header field including active direction parameter, the terminating P-CSCF enables the early media in both direction somehow and forwards the received the P-Early-Media header field to the IMS home network-A. Then, the P-CSCF in the IMS home network-A enables the early media in both direction based on the value(s) of the received P-Early-Media header field. As a result, a fraudulent use of early media for free talk is possible in contravention of operator-A's policy. This may be critical problem in the aspect of the inter-operator accounting.
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Figure 2: The call flow of a fraudulent use of early media for free talk between UEs
Considering this type of problem, it is important for operators to send the P-Early-Media header field over the II-NNI only when the operator intends to send early media to the opposite network, and at least the P-Early-Media including active direction parameter populated by normal UE should not forward the II-NNI. Furthermore, it seems to be valuable to exchange each usage conditions at the II-NNI regarding the P-Early-Media header field other than the "P-Early-Media:supported" in the initial INVITE request before inter-connection since the inter-connected IMS operators have the different policies (e.g., the operator A allows the authorization request from enterprise networks, but the operator-B does not allow it), and an extension for SIP message (e.g., an extension for P-Early-Media header field to distinguish whether the received header field is network-provided or not) seems needless.
It is asked that CT3 provides the views whether some of standardization on this issue in the view point of inter-IMS interconnection interface is necessary.
4.
Conclusion
On the basis of the feedbacks, NTT will bring the necessary contribution on this topic.
Annex A.
P-Early-Media related procedures at the SIP functional entities
This annex summarize the P-Early-Media related procedures over the interfaces appeared in TS 29.165 Figure 5.1.1. 
A.1.
UE

A.1.1.
Originating UE

(According to TS 24.229 subclause 5.1.3.1)

If the UE wishes to receive early media authorization indications, as described in RFC 5009 [109], the UE shall add the P-Early-Media header field with the "supported" parameter to the INVITE request.

A.1.2.
Terminating UE

None.
A.2.
AS

(According to TS 24.628 subclause 4.7.2.9.2, 4.7.2.9.3)

The AS may use the MRFC and the MRFP to send an in‑band announcement using early media according to the rules and procedures of the IETF RFC 3261 [4], IETF RFC 3262 [5], IETF RFC 3960 [6] and IETF RFC 5009 [12].
(According to TS 24.628 Annex G)

An AS using gateway model specified in RFC 3960 [6] sends reliable provisional response including a P-Early-Media header field containing either the "sendrecv" or the "sendonly" and an SDP answer based on the information received from MRF in order to send an announcement from the AS to the originating UE.

(According to TS 24.182)
The CAT AS include the P-Early-Media header field into the provisional response to the INVITE request, to ensure the CAT early media.
A.3.
MGCF

A.3.1.
O-MGCF (ISUP to SIP)
(According to TS 29.163 subclause 7.2.3.2.2.6)

For a speech call the O-MGCF may include the P-Early-Media header field with the "supported" parameter as described in IETF RFC 5009 [89] in each outgoing INVITE request.
A.3.2.
I-MGCF (SIP to ISUP)
(According to TS 29.163 subclause 7.2.3.1.4.0))

For a speech call that is not identified as an "ICS call" as specified in clause 7.2.3.1.2.12, if the INVITE request includes the P-Early-Media header field, the I-MGCF shall include in the SIP 180 Ringing response a P-Early-Media header field authorizing backward early media, except when

-
the I-MGCF has already sent a reliable provisional response (see IETF RFC 3262 [54]) including a P-Early-Media header, as defined in IETF RFC 5009 [89], and

-
the most recently sent P-Early-Media header field authorized backward early media.

NOTE:
If the I-MGCF signals the P-Early-Media header field authorizing backward early media, then the IMS can expect tones or announcements to the calling party to flow from the CS network via an MGW controlled by the I-MGCF. In particular, once the I-MGCF sends the 180 Ringing response, ringback is expected in media from the CS network.
If the INVITE request doesn't include the P-Early-Media header field with the "supported" parameter and if the speech call is not identified as the "ICS call" as specified in clause 7.2.3.1.2.12, then as a network option the I-MGCF may include in the SIP 180 Ringing response a P-Early-Media header field authorizing backward early media.

As a network option, an I-MGCF may generate a Call-Info header field, or an Alert-Info header field according to rules and procedures of IETF RFC 3261 [19] to provide media instead of the in-band media received from the PSTN.
For the speech call identified as the "ICS call" as specified in clause 7.2.3.1.2.12, if the I-MGCF has received the P-Early-Media header field in the initial INVITE request, the I-MGCF shall include in the SIP 180 Ringing response the P-Early-Media header field indicating the backward early media is not authorised, except when:

-
the I-MGCF has already sent a reliable provisional response (see IETF RFC 3262 [54]) including a P-Early-Media header, as defined in IETF RFC 5009 [89]; and

-
the most recently sent P-Early-Media header field did not authorize the backward early media.

If the P-Early-Media header field with the "supported" parameter was not included in the initial INVITE request, then as a network option the I-MGCF may include in the SIP 180 Ringing response the P-Early-Media header field indicating the backward early media is not authorised for the "ICS call".

(According to TS 29.163 subclause 7.2.3.1.4A)

If SIP preconditions are used, the first 183 Session Progress will be sent after the reception of the INVITE request, before any ISUP message has been received from the CS network. The I-MGCF shall not include the P-Early-Media header field in any SIP message before it receives an ISUP ACM.

For a speech call, which is not identified as an "ICS call" as specified in clause 7.2.3.1.2.12, upon receipt of one of the following messages and if the I-MGCF has received the P-Early-Media header field in the INVITE request, and has not already sent a provisional response including a P-Early-Media header field with parameters indicating authorization of early media with the same directionality as determined by table 7.2.3.1.4A.1 or table 7.2.3.1.4A.2, then the I-MGCF shall send the 183 Session Progress response with a P-Early-Media header field authorizing early media as indicated:

-
ACM with the value of the called party's status indicator "no indication" and one of the options described in table 7.2.3.1.4A.1 If the I-MGCF supports the PSTN XML body as a network option, the I-MGCF shall map parameters within the ACM into the PSTN XML body within the 183 as indicated in table 7.2.3.1.4A.1. Based on local configuration, the I-MGCF may also send a 183 Session Progress response with a P-Early-Media header field authorizing early media if it receives an ACM with other parameters than described in table 7.2.3.1.4A.1.
-
CPG message, when:

1.
Event indicator is set to "in-band information or an appropriate pattern is now available", or

2.
Event indicator is set to "Progress" and one of the options described in table 7.2.3.1.4A.2.

If the INVITE request doesn't include the P-Early-Media header field with the "supported" parameter, then as a network option the I-MGCF may include in the SIP 180 Ringing response a P-Early-Media header field authorizing early media.
(According to TS 29.163 subclause 7.2.3.1.4B)

For a speech call, and if the INVITE request includes the P-Early-Media header, the I-MGCF shall include in the SIP 181 Call is being forwarded response a P‑Early-Media header authorizing early media, except when

-
the I-MGCF has already sent a reliable provisional response including a P-Early-Media header field, as defined in IETF RFC 5009 [89], or a 180 Ringing response; and

-
the most recently sent P-Early-Media header field authorized early media.

NOTE:
If the I-MGCF signals the P-Early-Media header field authorizing early media, then the IMS can expect tones or announcements to the calling party to flow from the CS network via an MGW controlled by the I‑MGCF.
If the INVITE request doesn't include the P-Early-Media header field with the "supported" parameter, then as a network option the I-MGCF may include in the SIP 180 Ringing response a P-Early-Media header field authorizing early media.

A.4.
MSC server

A.4.1.
MSC server originating Request
(According to TS 29.292 subclause 5.3.3.2)

If the MSC server supports the P-Early-Media header as a network option, then it shall include the header in each outgoing SIP INVITE request.
A.4.2.
MSC server terminating Request
 (According to TS 29.292 subclause 5.4.7)

The MSC Server may instruct the CS-MGW to apply ringback tone or an announcement towards the IM CN subsystem in the following condition:

-
the MSC Server supports the P-Early-Media header as a network option; and

-
the P-Early-Media header was received in the initial INVITE request.

If these conditions are met and the MSC Server chooses to apply early media, the following actions are taken:

-
prior to applying an announcement, the MSC Server shall include in the 183 Session Progress response a P-Early-Media header authorizing backward early media;

-
prior to applying ringback tone, the MSC Server shall include in the 180 Ringing response a P-Early-Media header authorizing backward early media.
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