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******************************** First Change ************************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.203: "Policy and charging control architecture".
[3]
IETF RFC 793: "Transmission Control Protocol".

[4]
IETF RFC 2616: "Hypertext Transfer Protocol – HTTP/1.1".
[5]
3GPP TS 29.201: "Representational State Transfer (REST) reference point between Application Function (AF) and Protocol Converter (PC)".

[6]
IETF RFC 1786: "Uniform Resource Locators (URL)".

[7] 
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[8]
IETF RFC 1983: “Internet Users' Glossary".

[9]
IETF RFC 3588: "Diameter Base Protocol".

[10]
IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".



[12]
IETF RFC 5789: "PATCH Method for HTTP".

[13]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[14]
IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[xx] 
IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[yy]
IETF draft-newton-json-content-rules-05: "A Language for Rules Describing JSON Content".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[zz]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
******************************** Second Change ************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

(S)Gi-LAN: The network infrastructure connected to the 3GPP network over the SGi or Gi reference point that provides various IP-based services. 

(S)Gi-LAN service function: A function located in the (S)Gi-LAN that provides value-added IP-based services e.g. NAT, anti-malware, parental control, DDoS protection.
JSON Content Rules: JSON Content Rules (JCR), as defined in IETF draft-newton-json-content-rules [yy] is a language specifying the interchange of data in JSON as defined in RFC 7159 [10]. 
******************************** Third Change ************************************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

JCR
JSON Content Rules

JSON
JavaScript Object Notation 
PCRF
Policy and Charging Rules Function

TSSF
Traffic Steering Support Function

******************************** Fourth Change ************************************
5.4.2
Content type 

The body of  HTTP messages shall be in JSON format. The content of the JSON text is defined in subclause 5.4.x and Annex B.
The MIME media type that shall be used within the Content-Type header field is “application/json” as defined in  IETF RFC 7159 [10].   
******************************* Fifth Change *************************************

5.4.x
JSON session fields
5.4.x.1
General

Table 5.4.x.1.1 describes the JSON fields used within the body of the HTTP messages representing the session information. The table includes the information about the type of the fields, their parent JSON fields, and whether it is mandatory in its parent JSON field.
Table 5.4.x.1.1: St Specific JSON fields
	
	
	
	
	Applicability (NOTE 3)

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)
	

	session-id
	5.4.x.2
	string
	string
	

	ue-ipv4
	5.4.x.3
	string
	ipv4
	

	ue-ipv6-prefix
	5.4.x.4
	string
	Ipv6
	

	tsrules
	5.4.x.5
	object
	object
	

	ts-rule-name
	5.4.x.6
	string
	string
	

	Precedence
	5.4.x.7
	number
	number:
0..4294967295
	

	tdf-application-identifier
	5.4.x.8
	string
	string
	

	flow-information
	5.4.x.9
	array
	array
	

	flow-description
	5.4.x.10
	string
	string
	

	tos-traffic-class 
	5.4.x.11
	string
	/^[0-9A-Fa-f]{4}$/
(NOTE 4)
	

	security-parameter-index
	5.4.x.12
	string
	/^[0-9A-Fa-f]{8}$/
(NOTE 4)
	

	flow-label

	5.4.x.13
	string
	/^[0-9A-Fa-f]{6}$/
(NOTE 4)
	

	flow-direction
	5.4.x.14
	string
	"BIDIRECTIONAL"
 "UPLINK"
"DOWNLINK"
(NOTE 5)
	

	ts-policy-identifier-dl
	5.4.x.15
	string
	String
	

	ts-policy-identifier-ul
	5.4.x.16
	string
	String
	

	predefined-tsrules
	5.4.x.17
	object
	Object
	

	predefined-group-of-tsrules
	5.4.x.18
	object
	Object
	

	ts-rule-base-name
	5.4.x.19
	string
	String
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [xx].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [yy].
NOTE 3:
Fields marked with a supported feature are applicable as described in subclause 5.3.6.
NOTE 4:   The regular expression for a string type.
NOTE 5:   The quoted strings for a string type. 


5.4.x.2
session-id
The session-id field is of type string, and contains the session id allocated by the PCRF. The session id format is defined in subclause 5.3.4.
5.4.x.3
ue-ipv4

The ue-ipv4 field is of type string and  ip4 literal as defined in IETF draft-newton-json-content-rules [yy]. 
5.4.x.4
ue-ipv6-prefix

The ue-ipv6-prefix field is of type string and ip6 literal as defined in IETF draft-newton-json-content-rules [yy]. The PCRF uses it to indicate the IPv6 prefix allocated for the user. 
5.4.x.5
tsrules

The tsrules field is of type object. It contains all of the dynamic traffic steering rules defined in the JSON body. 
The following defines the content of the dynamic traffic steering rule:
The ts-rule-name field shall be included within the dynamic traffic steering rule.
A precedence value may be included.

Either flow-information(s) or the tdf-application-identifier field shall be included within the dynamic traffic steering rule.
The ts-policy-identifier-ul field and/or the ts-policy-identifier-dl field shall be included. If the traffic steering policies are identical in both downlink and uplink directions, the values of the ts-policy-identifier-ul field and the ts-policy-identifier-dl field shall be identical.
Below are the JCR for the dynamic traffic steering rule:
 /.*/ : {

                     ts-rule-name,

  ? precedence,

  ( 1* (flow-information) | tdf-application-identifier ),

  ( ts-policy-identifier-ul | ts-policy-identifier-dl | ( ts-policy-identifier-ul, ts-policy-identifier-dl ) )

}
5.4.x.6
ts-rule-name

The ts-rule-name is of type string, and it defines a name for traffic steering rule. For traffic steering rules provisioned by the PCRF, it uniquely identifies a traffic steering rule within one St session. For traffic steering rules pre-defined at the TSSF, it uniquely identifies a traffic steering rule within the TSSF.

5.4.x.7
precedence

The precedence is of type number. Its value ranges from 0 to 4294967295.
Within the tsrule JSON content, the precedence field determines the order for the service data flow detection/the application detection at the TSSF to perform traffic steering. A traffic steering rule with a lower precedence value shall be applied prior to a traffic steering rule with a higher precedence value.
NOTE:
The precedence value range defined within the traffic steering rule is operator configurable.
5.4.x.8
tdf-application-identifier
The tdf-application-identifier is of type string. It references the application detection filter defined at the TSSF. 
5.4.x.9
flow-information

The flow-information field is of type array. It is sent from the PCRF to the TSSF and contains the information for a single IP flow packet filter. 
The flow-description, a tos-traffic-class, security-parameter-index and flow-label specify the parameters to be used for matching payload packets. One of these fields shall be present in the object. The flow-direction field shall also be included.
The JCR for the IP flow packet filter is as follows:

{

      ? flow-description, 
      ? tos-traffic-class, 
      ? security-parameter-index, 
      ? flow-label,

      flow-direction

 }
5.4.x.10
flow-description
The flow-description field is of type string, it defines a packet filter for an IP flow. 
The content has the same encoding as the IPFilterRule AVP value as defined in  IETF RFC 3588 [9]. All limitations applicable to the Flow-Description AVP in subclause 5.4.2 of 3GPP TS 29.212 [zz] apply to this field. 
5.4.x.11
tos-traffic-class
The tos-traffic-class field is of type string. It is encoded on two octets, and represented as a hex string. The first octet contains the IPv4 Type-of-Service or the IPv6 Traffic-Class field and the second octet contains the ToS/Traffic Class mask field. 

5.4.x.12
security-parameter-index

The security-parameter-index field is of type string, and it contains the security parameter index of the IPSec packet. 
5.4.x.13
flow-label

The flow-label field is of type string, and it contains the IPv6 flow label header field. 
5.4.x.14
flow-direction
The flow-direction field is of type string with three enumerations. It indicates the direction(s) that a filter is applicable, downlink only, uplink only or both down- and uplink (bidirectional).

DOWNLINK

The corresponding filter applies for traffic to the UE.
UPLINK

The corresponding filter applies for traffic from the UE.

BIDIRECTIONAL

The corresponding filter applies for traffic both to and from the UE.

5.4.x.15
ts-policy-identifier-dl

The ts-policy-identifier-dl is of type string and contains a reference to a pre-configured traffic steering policy at the TSSF in the downlink direction.
5.4.x.16
ts-policy-identifier-ul

The ts-policy-identifier-ul is of type string and contains a reference to a pre-configured traffic steering policy at the TSSF in the uplink direction.
5.4.x.17
predefined-tsrules

The predefined-tsrules contains all of the predefined traffic steering rules in the session. 
The ts-rule-name field uniquely identifies the traffic steering rule defined at the TSSF. 
The JCR definition for the predefined traffic steering rule is as follows:
/.*/ : {

                     ts-rule-name,

}
5.4.x.18
predefined-group-of-tsrules

The predefined-group-of-tsrules field is of type object and contains the groups of the predefined traffic steering rules in the session. 
The ts-rule-base-name field uniquely identifies the group of predefined traffic steering rules at the TSSF. 
The JCR definition for the group of the dynamic traffic steering rules:
/.*/ : {

                     ts-rule-base-name,

}
5.4.x.19
ts-rule-base-name
The ts-rule-base-name field is of type string, and it indicates the name of a predefined group of traffic steering rules residing at the TSSF.
5.4.y
JSON errors and informational response fields
5.4.y.1
General

Table 5.4.y.1.1 describes the JSON fields defined for the errors and informational responses, including their types, their parent JSON fields, and whether it’s mandatory in its parent JSON field.
Table 5.4.y.1.1: JSON fields for errors and informational response
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)

	errors
	5.4.y.2
	array
	array

	error-type
	5.4.y.3
	string
	"application" 
"interface" 
"server" 
"other"
(NOTE 3)

	error-message
	5.4.y.4
	string
	string

	error-tag
	5.4.y.5
	string
	string

	error-path
	5.4.y.6
	string
	string

	error-info
	5.4.y.7
	object
	object

	success-message
	5.4.y.8
	string
	string

	success-path
	5.4.y.9
	string
	string

	success-info
	5.4.x.10
	object
	object

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [10].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [yy].
NOTE 4:   The quoted strings for a string type.


5.4.y.2
errors
The errors field is of type array, and it contains a list of errors. Each error is defined as an object in the array. This field shall be present when the TSSF responds with error(s) back to an HTTP request initiated by the PCRF. 
An error object shall contain the error-type field and the error-message.
Optionally, it may include the error-tag field, error-path field and error-info field for further details. The error tag is used to classify a special error from other errors. The error-path is used to identify which resource has the error. The error-info is provided for additional information.
The JCR format: 
{

      error-type,

      error-message,

      ? error-tag,

      ? error-path,

      ? error-info

    }

5.4.y.3
error-type
The error-type field is of type string. It can be one of 'application', 'interface', 'server' and 'other'.
When an error is related to the application processing in the TSSF, the error type shall be specified as 'application'. When the error is a protocol compliance error, 'interface' shall be used. A server failure is represented with the 'server' error type. For all other errors, the 'other' error type shall be used.
5.4.y.4
error-message
The error-message field is of type string. It is a textual description of the error.
5.4.y.5
error-tag
The error-tag field is of type string. It defines a tag for a particular error. 
Editor's note:
It’s FFS whether error-tag’s categories need to be specified in this specification or are left to implementation.
5.4.y.6
error-path
The error-path field is of type string. It shall contain a JSON pointer as defined in IETF RFC 6901 [xx] pointing to a resource where the error occurs.
5.4.y.7
error-info
The error-info field is defined as an object type. It represents informational details regarding the error.
5.4.y.6
success-message
The success-message is of type string. When included in the JSON body of an HTTP response, it shall be included under the root level of the JSON content.
5.4.y.7
success-path
The success-path field is of type string. It is a JSON pointer as defined in IETF RFC 6901 [xx] pointing to the resource that was successfully operated on. It is an optional root level field provided along with a success-message field.
5.4.y.8
success-info
The success-info field is defined as an object type. It may include any additional information under the root level of the JSON content for an informational response.
******************************* Sixth Change *************************************
Annex B (normative): JSON Schema

B.1
Session body schema

This clause defines the JSON schema for the body of HTTP requests and responses providing the state of a session resource. The schema is based on IETF draft-newton-json-content-rules [yy] and is defined below:


# jcr-version 0.5

# ruleset-id 3gpp.stapplication.session

; JCR based on draft v5 representing the session resource 
{

  session-id,

  ( ue-ipv4 | ue-ipv6-prefix | ( ue-ipv4 , ue-ipv6-prefix ) ),

  ? tsrules,

  ? predefined-tsrules,

  ? predefined-group-of-tsrules

}

; Resource fields definitions

; Session ID allocated by the PCRF

session-id "session-id" : string

; The UE IPv4 address

ue-ipv4 "ue-ipv4" : ip4

; The UE IPv6 prefix

ue-ipv6-prefix "ue-ipv6-prefix" : ip6

; The dynamic traffic steering rules

tsrules "tsrules" : { + tsrule }

; The traffic steering rule

tsrule /.*/ : {

  ts-rule-name,

  ? precedence,

  ( 1*(flow-information) | tdf-application-identifier ),

  ( ts-policy-identifier-ul | ts-policy-identifier-dl | ( ts-policy-identifier-ul, ts-policy-identifier-dl ) )

}

; The name of the traffic steering rule in the TSSF

ts-rule-name "ts-rule-name" : string

; The precedence of the traffic steering rule. From 0 to 4294967295.

precedence "precedence" : 0..4294967295

; The flow traffic information

flow-information "flow-information" : [

  + {

      ? flow-description,

      ? tos-traffic-class,

      ? security-parameter-index,

      ? flow-label ,

      flow-direction

    }

]

; The IP filter rule for a service data flow

flow-description "flow-description" : string

 ; The ToS traffic class is encoded on two octets, and represented in hex string display.

tos-traffic-class "tos-traffic-class" : /^[0-9A-Fa-f]{4}$/

; The security parameter index is encoded on four octets, and represented in hex string display.

security-parameter-index "security-parameter-index" : /^[0-9A-Fa-f]{8}$/

; The flow label is encoded on three octets, and represented in hex string display.

flow-label "flow-label" : /^[0-9A-Fa-f]{6}$/

; The direction of the flow traffic

flow-direction "flow-direction" : ( : "BIDIRECTIONAL" | : "UPLINK" | : "DOWNLINK" )

; The detected application traffic id in the TSSF

tdf-application-identifier "tdf-application-identifier" : string

; The traffic steering policy id for uplink data

ts-policy-identifier-ul "ts-policy-identifier-ul" : string

; The traffic steering policy id for downlink data

ts-policy-identifier-dl "ts-policy-identifier-dl" : string

; The predefined traffic steering rules

predefined-tsrules "predefined-tsrules" : { + /.*/ : { ts-rule-name } }

; The predefined traffic steering group rules

predefined-group-of-tsrules " predefined-group-of-tsrules" : { + /.*/ : { ts-rule-base-name } }

 ; The name of the traffic steering group rule in the TSSF

ts-rule-base-name "ts-rule-base-name" : string































































































































































******************************* Seventh Change ***********************************

B.2
Error and Informational response schema

This clause defines the JSON schema for the body of HTTP responses in case of errors or success. The schema is based on IETF draft-newton-json-content-rules [yy] and is defined below:
# jcr-version 0.5

# ruleset-id 3gpp.stapplication.info

; A JCR based on draft v5 for the error/successful response body 
(

  { errors } |

  {

    success-message,

    ? success-path,

    ? success-info

  }

)
; Resource fields definitions

; The list of errors returned to the PCRF

errors "errors" : [

  + {

      error-type,

      error-message,

      ? error-tag,

      ? error-path,

      ? error-info

    }

]

; The error type for an error. It can be one of 'application', 'interface', 'server' and 'other'.

error-type "error-type" : ( : "application" | : "interface" | : "server" | : "other" )

; The error text message

error-message "error-message" : string

; The error tag for a specific error

error-tag "error-tag" : string

; A JSON pointer path to the error resource

error-path "error-path" : string

; Any additional information for the error

error-info "error-info" : { * /.*/ : any }

; The successful text message

success-message "success-message" : string

; A JSON pointer path to the success resource

success-path "success-path" : string

; Any additional information for the success.

success-info "success-info" : { * /.*/ : any }
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