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Abstract of the contribution:

This document aims to analyses the SA3 replies in the incoming Reply LS (S3-151480) to C3-150424 on Enable MB2 authorization, and draws some conclusions on impacts on TS 29.468, which are implemented in proposed CR C3-151186.
Requirements 
Related quotations from the incoming LS:

Since authorization of the GCS AS is based on an application layer identity, e.g. the Origin Host AVP, a cross-layer identity check (this is called domain authorization check in TS 29.368) needs to be performed by the BM-SC or the DRA at the edge of the receiving security domain. Two cases can be identified:

1) If the mutual authentication is performed directly by the BM-SC and GCS AS, the BM-SC checks the authenticated transport level identity of the GCS AS  against a local list of application layer identities of GCS ASs that are authorized to perform operations on a given TMGI or Bearer.

2) If the mutual authentication is not performed directly by the BM-SC and GCS AS, but it is performed by an agent (e.g. DIAMETER agent) in the security domain, in which the BM-SC resides, and an agent (e.g. DIAMETER agent) in the security domain, in which the GCS AS resides, then the BM-SC or the agent in the BM-SC security domain performs the authorization similarly as above according to the rules specified in clause 6.3.2 of TS 29.368 for Tsp interface. 

The existing Diameter Base Origin-Host AVP that is included in every Diameter message already provides an identification of the originator of the message, e.g. the GCS AS, on Diameter level. Thus, for this to work it needs to be assumed that any Diameter Routing Agent (DRA) in the respective security domains does not alter the information in the Diameter Base Origin-Host AVP if the latter is used for authorization. If any other, existing or new, AVP should be used for authorization of the GCS AS then this AVP should not be changed either.
However, it was brought to the attention of SA3 that DRAs could be used in proxy mode, and they may indeed alter the information in Diameter Base Origin-Host AVPs, e.g. in order to do topology hiding. In this case, a different (possibly new) Diameter AVP to identify the GCS AS could be useful, especially in cases where more than one GCS AS would reside in the same security domain behind one DRA

A. Requirements for BM-SC

A.1. If it is not behind a DRA, the BM-SC needs to perform cross-layer identity check (or domain authorization check) of transport level identity of the GCS AS.
A.2. If it is behind a DRA, the BM-SC needs to check identity information within a Diameter AVP (as verified by the DRA)

B. Summary of Requirements for DRA in the BM-SC domain edge:
B.1. The DRA needs to perform cross-layer identity check (or domain authorization check) of transport level identity of the GCS AS (or edge DRA of the AS) against an AVP identifying the AS. 
(It is not entirely clear if a weaker version of requirement B.1 to only check the transport source of incoming messages, without verifying the Diameter-Level identity in the AVP, can also be deemed sufficient)

B.2. The DRA needs to pass AVP identifying the AS transparently (assuming that the cross- layer check succeeded).
C. Requirements for DRA in the AS domain edge:

Assuming that an identity of AS domain is not sufficient for authorization checking (which is debatable):

C.1 The DRA at the AS domain shall not hide the identity of the AS encoded in a Diameter AVP.

Existing security procedures:

29.468:

6.3
Security on the MB2‑C interface

The security mechanism in Annex N of 3GPP TS 33.246 [10] shall apply.
33.246:

N.2
Security solution for MB2-C interface

The Diameter mechanisms as specified in IETF RFC 3588 [35] shall apply to MB2-C reference point unless explicitly stated otherwise. 
TLS (IETF RFC 5246 [38]) shall be mandatory for implementation on MB2-C. If SCTP is supported then DTLS shall be supported (IETF RFC 6347 [39]). IKE/IPsec (IETF RFC 5996 [40]) is optional for implementation on MB2-C. 

NOTE: The use of Diameter in the present specification is based on RFC 3588 [35]. Nevertheless, the security mechanism defined for MB2-C reference point rather aligns with the security mechanism in RFC 6733 [36]. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP. 

The security profiles for TLS and IKE/IPsec are identical to the ones defined in 3GPP TS 29.368 [37], clause 6.3.3, for the Tsp interface. The security profile of DTLS is defined in 33.310 [31], annex E. 

Mutual authentication for the MB2-C interface shall be performed as defined in 3GPP TS 29.368 [37], clause 6.3.2 for the Tsp interface with MTC-IWF and SCS replaced by BM-SC and GCS AS respectively. In particular, the rules for Diameter deployments defined in TS 29.368 [37], clause 6.3.2, shall also apply to the MB2-C interface.

(D)TLS or IKE/IPsec should be used to protect MB2-C. 

If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-C interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above.

29.368

6.3.2
Mutual authentication

The present document covers only Tsp interface security procedures for deployments where a DIAMETER message on the Tsp interface between MTC-IWF and SCS shall pass through at most one DIAMETER agent in the security domain, in which the MTC-IWF resides (called ‘MTC-IWF-side agent’ in the sequel), and one DIAMETER agent in the security domain, in which the SCS resides (called ‘SCS-side agent’ in the sequel).

NOTE 1:
Other deployments are possible, but they are not recommended for the purposes of the Tsp interface. 

Mutual authentication between a node in the security domain, in which the MTC-IWF resides, and a node in the security domain, in which the SCS resides, shall be performed using TLS or IPsec as specified in IETF RFC 3588 [6], with the exception that the security profiles specified in clause 6. 3.3 of the present document shall apply.

The following rules shall apply:

-
There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the MTC-IWF and the security domain of the SCS.

-
In the security domain of the MTC-IWF, the node performing the Tsp-related mutual authentication shall be the MTC-IWF-side agent, if present, and the MTC-IWF otherwise.

-
In the security domain of the SCS, the node performing the Tsp-related mutual authentication shall be the SCS -side agent, if present, and the SCS otherwise.

-
The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS or IPsec.

-
Domain authorization check: a suitable node in the security domain receiving a Tsp-related DIAMETER message shall check that the originator of this message, i.e the SCS (or MTC-IWF respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating SCSs (or MTC-IWFs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the MTC-IWF or the MTC-IWF-side agent for messages destined to the MTC-IWF and either the SCS or the SCS-side agent for messages destined to the SCS.

NOTE 2:
The MTC-IWF can perform the domain authorization check even in the presence of an MTC-IWF-side agent as the latter includes the verified peer identity in the Record-Route AVP. (Analogously for the SCS -side) The concept of domain authorization check is defined by the bullet above and not taken from another normative document. 

-
The MTC-IWF-side agent (the SCS-side agent respectively) shall perform egress filtering in that it only forwards (Tsp-related) DIAMETER messages originating from MTC-IWFs (SCSs respectively) in its own security domain.

(There is a typo in Note 2, as the "Record-Route AVP" is in fact the "Route-Record AVP". A CR correcting TS 29-368 accordingly is being provided in C3-151196.)
GSMA IR.88 v12.0:

6.5.1.4
Cross-Layer Security
There is a need to validate IP addresses against Diameter AVPs. Validation differs between bilateral mode and transit mode.

During the peering phase (SCTP associations setup and CER/CEA exchange), following rules should be followed to ensure that the peering is done with the right peer.

Bilateral mode:

· [SP] Check if the source IP address of ingress IP packets matches the IP address range of the PMN which is identified in the Origin Realm/Host AVP of the Diameter header in the message.

· [SP] Vice versa, check if the destination IP address of ingress messages matches the IP address range of the PMN which is identified in the Destination Realm/Host AVP of the Diameter header in the message.

· [SP] IP addresses and Diameter AVPs should also be checked against the entries in the IR.21 RAEX DB.

Transit mode:

· [SP] At the PMN edge, check if the source IP address of ingress IP packets matches the IP address of the IPX Hub’s DEA via which messages from the source PMN are received. The source PMN is identified by Origin Realm/Host in the message.

· [SP] Vice versa, at the PMN edge, check if the destination IP address of egress IP packets matches the IP address of the IPX Hub’s DEA via which messages are sent to the destination PMN. The destination PMN is identified by Destination Realm/Host in the message.

· [ISH] The IPX Hub is required to make sure that it performs the cross layer checks for Diameter traffic that is received from directly connected Diameter peer Service Providers. In particular, it is required to check that the Origin-Realm AVP corresponds to the right network (cf. 3GPP TS 29.272 [8]). For an IPX Hub, the peer cannot only be a Service Provider. Another IPX Hub can be the peer as well. For such inter-Hub connections, the above cross layer checks are not strictly needed if all IPX Hubs perform the check on ingress traffic from Service Providers, but could be adapted accordingly.

In addition, for routing DIAMETER transactions (S6a, S6d, S9, Gy…) there are other controls that a DEA shall support in both modes:

· [SP, ISH] The DEA shall implement anti-spoofing mechanisms for all Diameter applications. To achieve such requirement, DEA shall implement a system of whitelist for each peer it is connecting. This list will contain the list of realms that the peer is autoritative on. If a message on any application is received with an origin-realm that is not part of this list, the request shall be rejected with a configurable error.

· [SP] The DEA shall not forward traffic from one outer network interface to another. It only forwards traffic from an inner to an outer interface or the other way round.

Discussion of Potential Solutions for AS Identity in Diameter:

Proposal 1: Use Origin-Host AVP

Advantages:

a. Reuse of GSMA functionality:
While it is clear that not all existing DRAs will perform cross-layer identity checking according to requirement B.1, there are procedures in GSMA documents for DRAs to perform such cross layer identity checking based on the Origin-Host AVP: DRAs of an IPX perform such functionality; compare with GSMA IR.88 Rel.12 Clause 6.5.1.4.
b. Reuse of general Diameter functionality at BM-SC for checking Origin-Host AVP (requirement A.2)
c. Detection of miss-operating DRAs that do not comply with requirements B.1 and C.1
Proposal 2: Use other AVP

Advantages:

a. Less likely that DRAs modify other AVP for topology hiding, thus easier implementation of requirements B.2 and C.1.

Proposal 3: Use of Origin-Host AVP in combination with Route-Record AVP
Advantages:

a. Reuse of GSMA functionality:
While it is clear that not all existing DRAs will perform cross-layer identity checking according to requirement B.1, there are procedures in GSMA documents for DRAs to perform such cross layer identity checking based on the Origin-Host AVP: DRAs of an IPX perform such functionality; compare with GSMA IR.88 Rel.12 Clause 6.5.1.4.

b. Reuse of general Diameter functionality at BM-SC for checking Origin-Host AVP (requirement A.2)

c. Detection of miss-operating DRAs that do not comply with requirements B.1 and C.1

d. Compliance with existing base Diameter (RFC 3588) and MB2-C procedures (Note 2 of TS 29.368 via chain of references)

Conclusion
For the encoding of the AS identity, proposal 3 (Origin-Host AVP in combination with Route-Record AVP) appears preferable.
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