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1st Change

2
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2nd Change

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ARP
Allocation and Retention Priority

AVP
Attribute-Value Pair

BM-SC
Broadcast-Multicast Service Centre
DTLS
Datagram Transport Layer Security

ESP
Encapsulating Security Payload
GAA
GCS-Action-Answer

GAR
GCS-Action-Request

GCS
Group Communication Service
GCSE
Group Communication System Enablers
GCS AS
Group Communication Service Application Server

GNA
GCS-Notification-Answer

GNR
GCS-Notification-Request

IKE
Internet Key Exchange
MBMS-GW
MBMS Gateway

PCRF
Policy and Charging Rules Function
P-GW
PDN Gateway
TMGI
Temporary Mobile Group Identity

UDP
User Datagram Protocol


3rd Change

5.3.2
Activate MBMS Bearer Procedure

The Activate MBMS Bearer procedure may be used by the GCS AS to cause allocation of resources for MBMS bearer(s).

To apply this procedure, the GCS AS shall send a GCS‑Action‑Request (GAR) command including one MBMS‑Bearer‑Request AVP for each bearer that is to be activated. Within the MBMS‑Bearer‑Request AVP, the GCS AS shall include the MBMS‑StartStop‑Indication AVP set to "START", the MBMS‑Service‑Area AVP and the QoS‑Information AVP, and the GCS AS may include the TMGI AVP, the MBMS‑Start‑Time AVP and the MB2U‑Security AVP.

Upon reception of a GCS‑Action‑Request (GAR) command including the MBMS‑Bearer‑Request AVP with the MBMS‑StartStop‑Indication AVP set to "START", the BM‑SC shall determine whether the GCS AS is authorized to use the TMGI. If so, the BM‑SC shall allocate MBMS resources to support content delivery of the MBMS bearer to the requested MBMS service area using the Session Start procedure defined in TS 23.246 [3]. If no TMGI AVP is included in the MBMS‑Bearer‑Request AVP, the BM‑SC shall allocate a new TMGI. The BM‑SC shall allocate a new Flow Identifier. The BM‑SC shall decide whether to use MB2‑U Security, and shall take into account related requests of the GCS AS, as received within the MB2U‑Security AVP in the MBMS‑Bearer‑Request AVP.
The BM‑SC shall then send GCS‑Action‑Answer (GAA) command including an MBMS‑Bearer‑Response AVP. The BM‑SC shall include an MBMS‑Bearer‑Response AVP for each MBMS‑Bearer‑Request AVP that was included in the GAR. The MBMS‑Bearer‑Response AVP shall be included in the same position in the GAA that the corresponding MBMS‑Bearer‑Request AVP had in the GAR.
For a successful MBMS bearer activation, the MBMS‑Bearer‑Response AVP shall include the TMGI AVP, the MBMS-Flow-Identifier AVP, the MBMS‑Session‑Duration AVP, the BMSC‑Address AVP and BMSC‑Port AVP, and may include Radio‑Frequency AVP(s) as MBMS bearer related service description. If MB2‑U Security is applied, the MBMS‑Bearer‑Response AVP shall also include the MB2U‑Security AVP.
4th Change

6.4.1
General

Table 6.4.1‑1 describes the Diameter AVPs defined for the MB2‑C reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 6.4.1‑1: MB2‑C specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (Note 1)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not

	BMSC‑Address
	3500
	6.4.2
	Address
	M,V
	P
	
	

	BMSC‑Port
	3501
	6.4.3
	Unsigned32
	M,V
	P
	
	

	MB2U‑Security
	3517
	6.4.xx
	Unsigned32
	M,V
	P
	
	

	MBMS‑Bearer‑Event
	3502
	6.4.4
	Unsigned32
	M,V
	P
	
	

	MBMS‑Bearer‑Event‑Notification
	3503
	6.4.5
	Grouped
	M,V
	P
	
	

	MBMS‑Bearer‑Request
	3504
	6.4.6
	Grouped
	M,V
	P
	
	

	MBMS‑Bearer‑Response
	3505
	6.4.7
	Grouped
	M,V
	P
	
	

	MBMS‑Bearer‑Result
	3506
	6.4.8
	Unsigned32
	M,V
	P
	
	

	MBMS‑Start‑Time
	3507
	6.4.9
	Time
	M,V
	P
	
	

	Radio‑Frequency
	3508
	6.4.10
	Unsigned32
	M,V
	P
	
	

	TMGI‑Allocation‑Request
	3509
	6.4.11
	Grouped
	M,V
	P
	
	

	TMGI‑Allocation‑Response
	3510
	6.4.12
	Grouped
	M,V
	P
	
	

	TMGI‑Allocation‑Result
	3511
	6.4.13
	Unsigned32
	M,V
	P
	
	

	TMGI‑Deallocation‑Request
	3512
	6.4.14
	Grouped
	M,V
	P
	
	

	TMGI‑Deallocation‑Response
	3513
	6.4.15
	Grouped
	M,V
	P
	
	

	TMGI‑Deallocation‑Result
	3514
	6.4.16
	Unsigned32
	M,V
	P
	
	

	TMGI‑Expiry
	3515
	6.4.17
	Grouped
	M,V
	P
	
	

	TMGI‑Number
	3516
	6.4.18
	Unsigned32
	M,V
	P
	
	

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [14].


For all AVPs which contain bit masks and are of the type Unsigned32 or Unsigned64, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used.

Every AVP of type Grouped is defined by means of the ABNF syntax in IETF RFC 2234 [13] and according to the rules in IETF RFC 3588 [14].

5th Change

6.4.6
MBMS‑Bearer‑Request AVP

The MBMS‑Bearer‑Request AVP (AVP code 3504) is of type Grouped. It is used by the GCS AS to request the activation, modification, or deactivation of an MBMS bearer.

The MBMS‑StartStop‑Indication AVP shall indicate if an activation, modification, or deactivation of an MBMS bearer is requested.

For the activation of an MBMS bearer, the TMGI AVP, the MBMS‑Flow‑Identifier AVP, and the MBMS‑Start‑Time AVP may be included, and the MBMS‑Service‑Area AVP and the QoS‑Information AVP shall be included, and the MB2U‑Security AVP may be included.

For the modification of an MBMS bearer, the TMGI AVP, and the MBMS‑Flow‑Identifier AVP shall be included and the MBMS‑Service‑Area AVP and the QoS‑Information AVP may be included. However, at least one of the MBMS‑Service‑Area AVP and the QoS‑Information AVP shall be included. The QoS‑Information AVP shall only be used to modify the priority and pre-emption chracteristics, and shall otherwise indicate the same values that were supplied when the activation of the MBMS bearer was requested.

For the deactivation of an MBMS bearer, the TMGI AVP and the MBMS‑Flow‑Identifier AVP shall be included.

AVP Format:

MBMS-Bearer-Request::=


 < AVP Header: 3504 >









 { MBMS-StartStop-Indication }









 [ TMGI]









 [ MBMS-Flow-Identifier ]









 [ QoS-Information ]









 [ MBMS-Service-Area ]









 [ MBMS-Start-Time ]








 [ MB2U-Security ]








*[ AVP ]

6th Change

6.4.7
MBMS‑Bearer‑Response AVP

The MBMS‑Bearer‑Response AVP (AVP code 3505) is of type Grouped. It is used by the BM‑SC to inform the GCS AS about the result of a MBMS bearer request.

For a successful MBMS bearer activation, the TMGI AVP, the MBMS‑Flow‑Identifier AVP, the MBMS‑Session‑Duration AVP, the BMSC‑Address AVP and the BMSC‑Port AVP shall be included, and Radio‑Frequency AVP(s) and the MB2U‑Security AVP may be included.

For a successful MBMS bearer modification or deactivation, the TMGI AVP and the MBMS‑Flow‑Identifier AVP shall be included.

For an unsuccessful MBMS bearer request, the MBMS-Bearer-Result AVP shall be included.

AVP Format:

MBMS-Bearer-Response::=


 < AVP Header: 3505 >









 [ TMGI]









 [ MBMS-Flow-Identifier ]









 [ MBMS-Session-Duration ]









 [ MBMS-Bearer-Result ]









 [ BMSC-Address ]









 [ BMSC-Port ]









*[ Radio-Frequency ]









 [ MB2U-Security ]








*[ AVP ]

7th Change

6.4.X
MB2U-Security AVP

The MB2U‑Security AVP (AVP code 3517) is of type Unsigned32. It is used to indicate whether the usage of a security protocol for the MB2‑U interface is requested (when send by the GCS AS) or decided (when send by the BM‑SC).
The following values are defined in this specification:

0 (No security):

This value shall be used to indicate that the usage of no security protocol for the MB2‑U interface is requested or decided. "0" is the default value that shall be used if the AVP is omitted.
1 (Security):

This value shall be used to indicate that the usage of a security protocol for the MB2 U interface is requested or decided.
8th Change

7.1
Protocol Stack.
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Figure 7.1-1: The user plane protocol stack without security protocols on the MB2-U reference point and in the EPC
Figure 7.1‑1 depicts the MB2‑U protocol stack without security protocols. The stack shall include:

-
User plane data, for instance an IP layer and UDP layer. The user plane data are transparently transported between the GCS AS and the UE. The BM‑SC shall forward these protocol layers transparently.

NOTE:
The user plane data can contain data related to several services, which are transported in the same MBMS bearer. The multiplexing protocol is transparent to the BM-SC.

-
UDP according to IETF RFC 768 [12]. UDP shall be terminated at the GCS AS and BM‑SC.

-
IP transported by lower layers L1 and L2. These layers shall be terminated at the GCS AS and BM‑SC.

Figure 7.1‑1 also depicts the Sgi-mb protocol stack defined in 3GPP TS 29.061 [6] and the M1 protocol stack as defined in 3GPP TS 29.274 [8] and 3GPP TS 29.281 [9] for informational purposes.
The security solutions for the MB2‑U reference point in Annex N.3 of 3GPP TS 33.246 [10] shall apply. The MB2‑U protocol stack is augmented depending on the selected security protocol:
-
If DTLS (IETF RFC 6347 [5]) is used, it resides in the MB2‑U protocol stack between UDP and the user plane data as shown on Figure 7.1‑2.

-
If IPsec is used without UDP encapsulation for NAT traversal, IKE (IETF RFC 5996 [X1]), is transported on top of UDP during the security association establishment, and ESP (IETF RFC 4303 [X4]), resides in the MB2‑U protocol stack between IP and UDP, as shown on Figure 7.1‑3.
-
If IPsec is used with possible UDP encapsulation for NAT traversal, IKE (IETF RFC 5996 [X1]), is transported on top of UDP during the security association establishment. IKE is used according to IETF RFC 3947 [X2] to negotiate if UDP encapsulating of ESP is used for NAT-Traversal. If UDP encapsulating of ESP ( IETF RFC 3948 [X3]), is used, a lower IP layer, a lower UDP layer and ESP reside in the MB2‑U protocol stack between L1/L2 and the IP layer shown in Figure 7.1‑1; see Figure 7.1‑4. Otherwise, ESP (IETF RFC 4303 [X4]), resides in the MB2‑U protocol stack between IP and UDP.
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Figure 7.1-2: MB2-U Protocol stack with DTLS Security
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Figure 7.1-3: MB2-U Protocol stack with IPSec Security without UDP encapsulation
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Figure 7.1-4: MB2-U Protocol stack with IPSec Security with UDP encapsulation
9th Change

7.2
Procedures

When receiving an MBMS bearer allocation request via the MB2‑C reference point, the BM‑SC shall select an own IP address to receive user plane data from the GCS AS sending the request. The BM‑SC shall also allocate a value for the UDP port that is unique on the selected IP address for the MBMS bearer to be activated. The BM‑SC shall decide whether to use MB2‑U Security. The BM‑SC shall send the IP address (within the BMSC‑Address AVP), the UDP port value (within the BMSC‑Port AVP), and, if MB2‑U Security is applied, a request to use user plane security (within the MB2U‑Security AVP), in the response to the MBMS bearer allocation request via the MB2‑C reference point to the GCS AS.
If security was requested by the BM‑SC, the GCS AS shall either establish a new security association or reuse an existing security association towards the BM‑SC. The security protocol (DTLS or IKE/Ipsec) to be used over MB2‑U needs to be configured in the GCS AS, possibly dependent on BM‑SC and/or target network.
For IPSec, the IP address shall also apply to the transport of IKE.

NOTE 1: Well-known UDP ports are used for IKE.

For UDP encapsulation of ESP, IETF RFC 3948 [X3], the IP address shall apply both to the lower IP layer and the upper IP layer layer shown in Figure 7.1-4. The UDP port shall apply to the upper IP layer layer shown in Figure 7.1-4.
NOTE 2: A well-known UDP port for ESP is used in the lower layer.

The BM‑SC shall then transparently forward any user plane data within UDP packets, which are received over the MB2‑U reference point at the allocated UDP port on the selected IP address, to the corresponding MBMS bearer at the Sgi-mb interface. The BM‑SC shall continue forwarding received payload until the corresponding MBMS Bearer is deallocated.

When receiving an MBMS bearer allocation response via the MB2‑C reference point, the GCS AS shall store the contained IP address and UDP port and may send user plane data for the corresponding MBMS bearer until the MBMS Bearer is deallocated. 
NOTE 3:
The GCS AS will be informed about the MBMS bearer deallocation by MB2‑C procedures defined in clause 6.

To send user plane data towards the MBMS bearer, the GCS AS shall encapsulate them in UDP; it shall use the UDP port signalled by the BM‑SC as destination UDP port, and it shall send the resulting packets towards the IP address signalled by the BM‑SC.

End of Changes
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