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Introduction

This contribution aims to achieve a protocol selection for the GCSE MB2-C Reference Point.

For a stage 3 completion in Rel-12, it is highly desirable that CT3 agrees a protocol at the current #76bis meeting.

Summary of relevant Requirements as described in TS 23.468
1. The MB2-C reference point can traverse the boundary of the operator's network, as the GCSE AS is supposed to reside in the "application domain" and the BM-SC resides in the H-PLMN (for non-roaming cases) or the V-PLMN (for roaming cases).

2. Need for interactions triggered by both peers (although most interactions are triggered by GCSE AS)

· GCSE AS triggered interactions:

· allocation of a set of TMGIs (TS 23.246 [3]) by the BM-SC,

· deallocation of a set of TMGIs by the BM-SC 

· activating an MBMS bearer, (see clause 5.1.2.3.1),

· deactivating an MBMS bearer that is configured, (see clause 5.1.2.3.2), and

· modifying characteristics of an MBMS bearer.

· BM-SC triggered interactions:

· reporting of MBMS bearer status.
3. Topology:

· Within one PLMN, an MBMS session is supported by exactly one BM-SC and provided for only one GCS AS
· The GCS AS needs to be configured with the IP addresses or a FQDN of the contact points of MB2-C. The MB2-C contact points need to be configured per PLMN ID.
Protocol Candidates:

1. Diameter (RFC 6733)
· Transported over TCP [RFC0793] or SCTP [RFC4960]. TLS [RFC5246] and DTLS [RFC6347] security supported.
· Supports interactions triggered by both peers.
· Supports traversing domain boundaries.
· The SGmb protocol defined in 3GPP TS 29.061 also uses Diameter. Thus, Diameter at MB2‑C would allow for an easy reuse of suitable AVPs between those interfaces.
· The protocol communalities would simplify interworking procedures at the BM-SC.
· 3GPP has lots of experience with Diameter based protocols.
· Smooth and Speedy protocol work to be expected.
· However, small Diameter experience in the Internet community may place a higher challenge on third party GSC AS developers.
2. XML based protocol over HTTP
· Various variants exist:
· XML or JSON as application level protocol
· Restfull HTTP transport or SOAP
· HTTP is a client server protocol that requires "tricks" to enable interactions triggered by both peers, e.g.:
· Long polling and streaming
· Both peers act as client and server and link related interactions via Request URIs. Two separate TCP connections are used.
· CT3 is about to conclude a study on Study on XML based access of AF to the PCRF in TR 23.817 (that aims to add an alternative to the existing Diameter Rx protocol), and considerations regarding the selection of the XML based protocol variant in this study can possibly be reused; see subsequent Clause.

· Widespread experience with XML based in the Internet community may simplify the development of a third party GSC AS.
3. XML based protocol over Websocket (RFC 6455)
· Various variants exist, e.g. XML or JSON as application level protocol
· Websocket masquerades as HTTP during setup but then enables bidirectional communication.
· There are certain issues with HTTP proxy traversal, see e.g. http://en.wikipedia.org/wiki/WebSocket.
· Widespread experience with XML based in the Internet community may simplify the development of a third party GSC AS.
Reuse of TR 23.817 conclusions regarding XML based protocols
CT3 is about to conclude a study on Study on XML based access of AF to the PCRF (that aims to add an alternative to the existing Diameter Rx protocol).

Many of the considered requirements are similar as for the MB2-C reference point:
· Interface between application domain and PLMN.

· Need for interactions triggered by both peers.

· For MB2‑C, ease of interoperability with the SGmb interface Diameter protocol may be one criterion influenxing the protocol selection. Ease of interoperability with Diameter interfaces was also central in the study on XML based access of AF to the PCRF, as a protocol converter was considered.

As a possible difference, many separate sessions for multiple users are required on Rx between AF and PCRF. In contrast, for the MB2-C reference point it is still to be decided if a session concept (e.g. per MBMS bearer) is required (as an alternative, the applicable bearer can be indicated as a protocol parameter).

Still, considering the ambitious time frame it appears reasonable to reuse the considerations regarding the selection of the XML based protocol variant in this study rather than starting a new investigation from the scratch.

The following conclusions were reached regarding the protocol:
· In CT3#76bis, there are proposals to select XML rather than JSON as application level protocol.

· REST as transport solution on application level;

· HTTP optionally layered over a security layer (HTTPS);

· Two TCP connections solution for bidirectional transport;

Summary and Conclusions:
Diameter simplifies the BM-SC interworking procedures and provides native support for bidirectional communication. Due to the huge related experience within 3GPP, simple and speedy protocol work is expected.
However, widespread experience with XML based in the Internet community may simplify the development of a third party GSC AS, if an XML based protocol is selected.

As there are various protocol variants for an XML based protocol, further work regarding the selection of a variant may be required.
HoweverCT3 is about to conclude a study on Study on XML based access of AF to the PCRF in TR 23.817 (that aims to add an alternative to the existing Diameter Rx protocol), and it is suggested to reuse the consideration regarding the selection of the XML based protocol variant in this study, should an XML based protocol be selected.
NSN is proposing the selection of Diameter as protocol for the MB2-C Reference Point, but could also accept an XML based protocol.

Annex: Excerpts from TR 23.817

7.1
Transport solutions for Rx messages

Rx related information has to be transported between the AF and the PC or the PCRF web server. It can be transported by different protocols as content on top of them. 
RESTful HTTP and SOAP are interpreted as a transport protocols. Bidirectional communication has to be possible between the PCRF and the AF.
7.1.1
Transport protocols

7.1.1.1
RESTful HTTP

Representational State Transfer (REST) style was developed by W3C Technical Architecture Group (TAG) in parallel with HTTP/1.1, based on the existing design of HTTP/1.0. The World Wide Web represents the largest implementation of a system conforming to the REST architectural style. REST exemplifies how the Web's architecture emerged by characterizing and constraining the macro-interactions of the four components of the Web, namely origin servers, gateways, proxies and clients, without imposing limitations on the individual participants. As such, REST essentially governs the proper behaviour of participants.
REST defines a set of architectural principles, which can be used to design Web services. REST is described in chapter 5 of Fielding's dissertation "Representational State Transfer (REST)" [9] in detail. Therein it is described as an architectural style consisting of the set of constraints applied to elements within the architecture that better reflects the desired properties of a modern Web architecture.

The following constraints can be listed 

-
Client-Server

-
Stateless

-
Cacheable

-
Layered system

-
Code on demand

-
Uniform interface

The goals of REST are 

-
scalability of component interactions

-
generality of interfaces

-
independent deployment of components

-
reduction of latency, enforce security and encapsulate legacy systems

REST is based on the strict usage of the following main HTTP methods:

-
POST: May create a resource state

-
PUT: May modify a resource state

-
GET: May query a resource state

-
DELETE: May delete a resource state
There is no restriction concerning to the information that the HTTP methods may transport in comparison to the definition of HTTP in RFC 2616 [10]. Therefore, XML or JSON based Rx information can be transported easily by RESTful methods. 

REST facilitates the transaction between web servers by allowing loose coupling between different services. REST is less strongly typed than its counterpart, SOAP. The REST language uses nouns and verbs, and has an emphasis on readability. Unlike SOAP, REST does not require XML parsing and does not require a message header to and from a service provider. This ultimately uses less bandwidth. REST error-handling also differs from that used by SOAP.
RestFul HTTP may be used to design an easy-to-use interface from application developer point of view.  
7.1.1.2
SOAP

SOAP is a W3C recommendation. SOAP, originally defined as Simple Object Access Protocol, is a protocol specification for exchanging structured information in the implementation of Web Services. It relies on  for its message format, and uses other Application Layer protocols, which may be the Hypertext Transfer Protocol (HTTP) or the Simple Mail Transfer Protocol (SMTP), for message negotiation and transmission.
SOAP can construct the foundation layer of the web service protocol stack for providing a basic messaging framework upon which web services can be built. This XML based protocol consists of three parts:
· an envelope, which defines what is in the message and how to process it

· a set of encoding rules for expressing instances of application-defined data types

· a convention for representing procedure calls and responses.
As an example of how SOAP procedures can be used in Rx interface, a SOAP message is sent to the web site (i.e. the PCRF in this scenario) in which web services are enabled, with the parameters needed for multiple kinds of requirements. The PCRF then returns an XML-formatted document with the result data. The data are returned in a standardized machine-parsable format.
The disadvantage of SOAP is its high complexity. It can be slow due to the complex XML format. Therefore the complexity may be too high for the Rx application.

7.1.2
HTTP and bidirectional communication

7.1.2.1
Long polling and streaming

Standard HTTP was not defined for bidirectional communication. It uses short polling. The client sends regular request and in case of no data the server returns an empty response.
The server cannot initiate a connection with a client and cannot send unrequested HTTP response to the client. Therefore, clients need to poll the server periodically. This consumes bandwidth and is not efficient due to reduction of responsiveness of the application.
Solutions for mechanism that work within the current scope of HTTP 1.0/1.1 are HTTP long polling or HTTP streaming.
With HTTP long polling the server responds to a request when a particular event, status or timeout has occurred. The server defers the response and holds open a long poll request. The server is able to asynchronously initiate communication. 
HTTP streaming keeps a request indefinitely open and never terminates the request or close the connection after server pushes data to the client.

7.1.2.2
Two connections

In case that the full control of the Diameter Rx application shall be used the PC or the PCRF web server must be able to sent notifications to the AF. This could be reached by the definition of a notification URL to which the notification can be send. In this sense the endpoints can be interpreted as a server or a client in dependence of the action required. The notification URL can be created during session set-up. The following shows an example dialogue in which the notification URL is sent to the PC or the PCRF using the HTTP POST method:

HTTP POST https://pcrfserver/rxapplication/fullcontrol/settings
<settings>


<notificationURL>http://notificationserver/rxnotify</notificationURL>

</settings>
The settings dialogue may contain further parameters in order to prepare the session. The session itself is set-up by a further HTTP POST dialogue, which may contain a complete Rx message mapped to XML, for example.

7.2
Application level protocols and data structures

7.2.1
Proposal a: XML

The Extensible Markup Language (XML) is a generally accepted code of practice developed by W3C.
With XML it is possible to describe complex content in a hierarchical model and it is a format to exchange information between different applications and platforms. It does not have a defined tag list and it is expandable. Tags may be defined by Document Type Definitions (DTDs) or XML schemas.

A part of content of an AA-Request (AAA) command may look like as reflected in the following figure:
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Figure 7.2.1.1: AAR command (incomplete example) as XML message  

This example only shows independent of whether all information is meaningful or something is missing that XML can be used to transport already defined data structures between the AF and the PCRF.

The XML schema (XSD) may be used to define the conditions of validity for the XML document. Thus it defines the data types, elements and attributes that are allowed to be used in the document.

7.2.2
Proposal b: JSON
JSON or JavaScript Object Notation, is a text-based open standard which is designed for human-readable data interchange format. It is derived from the JavaScript scripting language for representing simple data structures and associative arrays, called objects. Despite its relationship to JavaScript, it is language-independent, with parsers available for many languages.

The JSON format is described in IETF RFC 4627[7]. The official Internet media type for JSON is application/json. The JSON filename extension is .json.

The JSON format is often used for serializing and transmitting structured data over a network connection. It is used primarily to transmit data between a server and web application, serving as an alternative to XML.
An example of a JSON based AA Request (AAR) command is shown in the following:

{ “AAR”:

{

 “Auth-Application-Id”:  “Value1”,

“Session-Id”: “Value2”,

“Origin-Host”: “Value3”

“Origin- Realm”: “Value4”

“Destination- Host”: “Value5”

“Destination-Realm”: “Value6”

“AF-Application-Identifier”: “Value7”

“Media-Component-Description”: 

{

“Optional”: “YES”

“Media-Component-Number”: “Value8”,

“AF-Application-Identifier”: Value9,

“Media-Sub-Component”: 

{

     “Flow-Number”: “Value10”,

     “Flow-Status”: “Value11”,

     “Flow-Usage”: “Value12”,

     “Max-Requested-Bandwidth-UL”: Value13,

     “Max-Requested-Bandwidth-DL”: Value14,

     “AF-Signalling-Protocol”: “Value15”,

     “Flow-Description: “Value16”,

}

}
}
7.2.3
Data type mapping

XML is a technology-independent language of data format as Diameter, the main data types are represented by the two languages as in figure 7.2.3.1.

	
	XML 
	Diameter 

	String
	String 
	OctetString 

	Integer
	Int/NegativeInteger 
	Integer/Unsigned 

	Float 
	Float 
	Float 

	Enumeration
	Enumerations 
	Enumerated 

	Group
	Compound types 
	Grouped 


Figure 7.2.3.1: Data types in XML and Diameter.
The data types of Float, Enumeration and Group have the same definition in both languages. And the Integer of XML is a 32-bit signed while the Integer of Diameter is a 32-bit unsigned. The String of XML is just normal string, and for Diameter, OctetString specifies octets of binary or textual information. 
Different from XML and Diameter, JSON is a data-interchange format. It is capable of representing numbers, Booleans, strings, null, and arrays (ordered sequences of values) and objects (string-value mappings) composed of these values (or of other arrays and objects).  It doesn't natively represent more complex data types like functions, regular expressions, dates, and so on.  If the developers need to preserve such values, they can transform values since they are serialized, or prior to de-serialization, to enable JSON to represent additional data types.
7.3
Session management

7.3.1
General
For the Diameter based Rx interface, both the PCRF and the AF can initiate an Rx procedure. However, XML based protocols such as SOAP or RESTful are one-way protocols, which means only one network element can initiate a Rx procedure. In this case, the AF acts as the client and the PCRF acts as the server and the interaction request can only be initiated by the client AF.

In the 3GPP TS 29.214 [5], when the traffic plane events happen, PCRF needs to inform the AF by ASR or RAR messages, and then the AF takes corresponding actions. However, in context of XML based Rx, the behaviour that the server (i.e. PCRF) sends requests to the client (i.e. AF) doesn’t fulfil the rules of SOAP or is treated as un-RESTful. Therefore, the traffic plane events reporting mechanism should be adapted to XML based protocols.

The keep-alive technology should be applied for messages pushing from the PCRF. Depending on different pushing mechanism, there are several candidate solutions to traffic plane events reporting.
7.3.2
HTTP streaming

For the stream based solution, the PCRF (or the PC in case the PC is involved)  and the AF are connected by HTTP based protocol (such as SOAP), and the stream based keep-alive technology is applied for messages pushing from the PCRF/PC. The client sends a request firstly, and then the server replies multiple messages as responses. Those responses for the same request can be treated as a stream without terminating the HTTP connection. The responses will stop when the connection is released. The one request-multiple responses mode is in favour of the scenario that the PCRF can detect multiple traffic plane events and report them to the AF under one HTTP connection without requesting it for multiple times. The procedure is shown in figure 7.3.1:
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 Figure 7.3.1. Procedure of stream based solution
In case that the keep-alive stream based AF session has been established, the AF initiates traffic plane events reporting procedure by sending a Traffic plane event reporting request to the PCRF/PC. The PCRF/PC acknowledges the AF after it receives the request. The PCRF/PC subscribes to the corresponding event and waits for the occurrence of corresponding traffic plane events. When the PCRF/PC detects one of the traffic plane events, it responds corresponding parameters to the AF. After that, the PCRF/PC will keep the connection and repeat the steps 5 to 6 of traffic plane event reporting. In the end, the connection is released when the AF session terminates.
7.3.3
HTTP long polling

For the solution of long-polling, the PCRF (or the PC in case the PC is involved) and the AF are connected by HTTP based protocol (such as SOAP), and the long-polling based keep-alive technology is applied for PCRF messages pushing. The client sends a request firstly, and the server doesn’t reply the request immediately, but keeps the connection for a while and then responds until the preconfigured events happened. The response will stop when the connection is released. The procedure is shown in figure 7.3.2:
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Figure 7.3.2. Procedure of long-polling based solution
In case that the keep-alive based AF session has been established and the AF has subscribed to the required traffic plane events, the PCRF/PC will subscribe to the corresponding traffic plane events in the PCEF/PCRF. The AF optionally sends HTTP Connection Availability Request to the PCRF/PC, to check whether the long-polling based HTTP connection between the AF and the PCRF/PC is available . The PCRF/PC responds the AF by a HTTP Connection Availability Response message. The AF initiates traffic plane events reporting procedure by sending a Traffic plane events reporting Request message to the PCRF/PC, and the PCRF/PC keeps the connection. When the PCRF/PC detects one of the traffic plane events, it reports corresponding event to the AF. After that, the steps 5 to 7 repeat until the connection is released when the AF session terminates.
NOTE:
The mechanism of stream based solution is the same as “HTTP Streaming” mentioned in IETF RFC 6202 [6] section 3, and the mechanism of long-polling based solution is the same as “HTTP Long Polling” mentioned in IETF RFC 6202 [6] section 2.
7.3.4
Two TCP connections

The PCRF/PC and AF both support the HTTP client and HTTP server role.  There are two TCP connections between the PCRF/PC and the AF. One is initiated by the AF, while the other is initiated by the PCRF/PC. If the AF establishes an AF session (i.e. initiates the initial provisioning of session information), the AF sends the HTTP request to the PCRF/PC. The HTTP request can re-use the existing TCP connection. The AF assigns an AF session id which is used to identify the AF session. The PCRF/PC stores the AF session id and service information, and then responds to the AF. After this transaction, the HTTP connection can be released but the TCP connection is kept. When the AF modifies the AF session (i.e. initiates modification of session information), the AF sends an HTTP request including the AF session id assigned in the AF session establishment procedure. The PCRF/PC updates stored session information according to the AF session id. When the PCRF/PC reports the traffic plane event corresponding to the AF session, the PCRF/PC sends an HTTP request to the AF. The HTTP request can re-use current existing TCP connections. The request includes the AF session id assigned by the AF and stored by the PCRF/PC during AF session establishment.
7.3.5
Evaluation

The table below summarizes the pros and cons of the solutions for session management over XML based Rx:

	
	Pros
	Cons

	HTTP Long Polling/HTTP Streaming
	1. Simplicity of the entity role (The AF only acts as HTTP client and the PCRF/PC only acts as HTTP server). 
	1. In the case where one TCP connection serves one Rx session there is a latency problem in relation with delayed HTTP responses and the closing of HTTP connections where outstanding modifications of the same Rx session will be further delayed. Even procedures could fail because of this delay.
2. The maximum number of simultaneously supported UEs is limited with regards to the limited number of TCP connections in the network.

	Two TCP connections
	1. The TCP resources can be well saved and reused on demand for all of the Rx sessions with the provisioning of two TCP connections for the interaction of both directions between the AF and the PCRF.
2. Low transmission latency due to its asynchronous transmission in two directions.
	1. More complexity of the entity role (Both the AF and the PCRF/PC should support the role of HTTP client and HTTP server).




7.3.6
Conclusion

With the consideration that the TCP resources can be well saved and reused for multiple end users on demand, it is recommended to use the “two TCP connections” as the way forward solution of session management.  
7.5
Evaluation

7.5.1
Comparison among XML based technologies
The relationship among several XML based technologies is described as follows.


[image: image4.emf]TCP

SOAP

XML

TCP

REST

XML/JSON


Figure 7.5.1.1: The relationship among XML based technologies
XML or JSON is a technology-independent data format which represents the information exchanged between two entities in the Internet. SOAP protocol and REST architectural style are technologies which are used for exchanging the information formatted by XML. When constructing a XML based communication solution, SOAP is always tightly coupled with XML while both XML and JSON can be applied over REST architectural style.

The table below have a summary of comparison among SOAP, REST, XML and JSON. The following aspects are recommended when evaluating XML based technologies over Rx.
-
Readability.

-
Complexity of data processing in both the client and the server.

-
Extensibility.

-
Performance.

-
Security.

	
	SOAP
	REST
	XML
	JSON

	Readability
	Complex
	REST is easy and understandability.
	
	Simple and almost no modification of the client.

	Complexity of data processing in both the client and the server
	Based on any protocol such as HTTP, HTTPS, SMTP (Simple Mail Transfer Protocol), and even JMS (Java Messaging Service).
	REST interfaces are much easier to design and implement
	Complex
	Simpler than XML.

	Extensibility
	Tightly coupled with XML
	High expandability
	-
	-

	Performance
	Inefficient
	High response rate depending on the cache.
	
	Less consumption and more powerful.

	Security
	Safe
	
	Safer than JSON.
	Less safe than XML.


11.4
Recommendation for an XML based access of AF to the PCRF

It is recommended to use the following elements to provide an equivalent to the Diameter based Rx interface: 

· Protocol converter architecture: (1) Protocol converter located in the PCRF realm; (2) Protocol converter located in the PLMN but outside of the PCRF realm;(3) There is only one logic protocol conveter in both above cases.
· REST as transport solution on application level

· HTTP optionally layered over a security layer (HTTPS)
· Two TCP connections solution for bidirectional transport

NOTE: The procedures of protocol converter by using two TCP connections are described in Annex C.

Although PCRF web server architecture can be applied as a complementary use case of XML based Rx in the real network, it’s excluded from standardization effort in the following WI phase due to the deployment restriction and left for implementation issue.
Editor’s NOTE:
The final decision concerning to the language (XML, JSON) has to be added.

These elements will enable a 3rd party web application developer to use the Rx functionality.  
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