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*** 1st Change ***

1
Scope

The Technical Report describes solutions for an XML based protocol (e.g. SOAP, Restful HTTP, etc.) between the AF and the PCRF for the case of non IMS applications. The scope of this work will be to provide an XML based equivalent to the Diameter based signalling that is presently specified in 3GPP TS 29.214 [5]. 

This Study will cover the following alternatives:

-
XML based protocol between AF and PCRF

-
Adding a new protocol converter (as a stand-alone entity) between PCRF and AF

Investigate a suitable transport protocol for XML, charging issues in case of 3rd party SPs, security issues.

Roaming in both home routed and local breakout and signalling routing aspects (e.g. DRA handling and others aspects) will also be included.

It will be investigated whether changes to 3GPP specifications are needed and if so which ones.
*** 2nd Change ***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, Accounting
AF
Application Function
API
Application Programming Interface
BBERF
Bearer Binding and Event Reporting Function

DRA
Diameter Routing Agent
HTTP
HyperText Transfer Protocol
IP‑CAN
IP Connectivity Access Network
JSON
JavaScript Object Notation
OFCS
Offline Charging System

OCS
Online Charging System
PC                        Protocol Converter
PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rules Function
PDN
Packet Data Network
PLMN
Public Land Mobile Network
QoS
Quality of Service
REST
Representational State Transfer
SOAP                  Simple Object Access Protocol
SPR
Subscription Profile Repository
UDR
User Data Repository
UE
User Equipment
XML
Extensible Markup Language

*** 3rd Change ***

4.2
Functions

When the AF of the 3rd party is access to the PCC architecture, the entity function should be considered.

-
For proposal 1, the functional entity over Rx interface (e.g. PCRF, AF, DRA, etc) should be considered according to the issues about information provision, charging, security, routing, etc. 

-
For proposal 2, the interworking entity functionality between PCRF and AF should be considered according to the issues about information provision, charging, security and routing, as well as the existing entity function of PCRF, AF, DRA and etc. 

When the PCRF connects with AF of the 3rd party it should be investigated whether it is reasonable to provide a subset of the functionality of the Diameter based Rx interface. The following information and capabilities over Rx interface should be considered. 

From the PCRF perspective, the AF could provide the information including:

-
UE information (IP address, identity).

-
The required service quality for the data transport (e.g. QoS and the corresponding service data flows).

-
The correlation information between the application traffic and the corresponding SDFs.

From the AF perspective, the PCRF could provide the information as a web services including:

-
The acceptable authorized resources (e.g. QoS bandwidth) in the unsuccessful procedure.

-          AF session management including the traffic plane events report.
*** 4th Change ***

4.3
  Protocols and languages
The following information should be considered. 

-
The information and procedures needs to be provided by the 3rd party application provider based on Rx interface should be considered. Whether all the information over the Rx interface shall be provided by 3rd party applications should be considered

-
The proposed protocols and languages should be considered.

-
The comparison of the proposed protocols and languages. 

The following protocols and languages may be studied:

-
SOAP

-
REST

-
XML

-
JSON

The possible candidate languages and protocols will be presented, and the relationships of these concepts will be clarified. XML and JSON are considered as languages, SOAP and REST are considered as protocols. The protocols (SOAP or REST) are specified for exchanging structured information (XML or JSON).

Editor’s Note: The impact from http transmitting characteristic is FFS.
*** 5th Change ***

6.2.2.5
Subscription to Notification of Signalling Path Status
An AF may subscribe to notifications of the status of the AF Signalling transmission path. And it will be reported to the AF through the PC when the subscribe event happened.

[image: image1.emf]PC

2. AAR

3. AAA

AF

1.Subscription request

4.Subscription response

PCRF


Figure 6.2.2.5.1: Subscription to Notification of Signalling Path Status
1. The AF sends the subscription request to the PC including the UE IP address and the event Information for the subscription. UE identity, PDN information and domain identity may be provided if available.

2. The PC converts the request to AAR command. The PC provides the subscribe event information to the PCRF by sending a Diameter AAR for a new Rx Diameter session.

3. The PCRF stores the received Service Information, performs session binding as described in 3GPP TS 29.213 [4] and acknowledge that request by sending an AAA to the PC. Afterwards, the corresponding procedures specified at 3GPP TS 29.214 [5].

4. .The PC converts the AAA and provides the acknowledge information to the AF.

NOTE:
The AF may subscribe other traffic plane events, such as IP-CAN session termination, IP-CAN type changer and access network charging information notification, etc.  The procedures are similar with the subscription to Notification of Signalling Path Status.

Editor’s Note: The protocol between the PC and AF is FFS.

Editor’s Note: It is FFS whether there are multiple PCs in one Diameter domain. And whether the PCRF discovery needs to be enhanced is FFS.

Editor’s Note:
The protocol converter converts the 3rd party application layer protocol to Diameter in order to get an access to the PCC architecture.
*** 6th Change ***

6.2.3.1.1
General

This subclause specifies the roaming and routing when PC is deployed, including the routing for application level session information between the PCRF and PC, between the PC and the AF. 
Editor's Note: The routing between the AF and PC, i.e. how the AF finds the PC, is FFS.

Subclause 6.2.3.1.2, routing between the PCRF and the PC, describes the scenario that multiple and separately addressable PCRFs are present in one Diameter Realm. The PC may use pre-configured information to find the PCRF for single addressable PCRF in one Realm scenario. 

The principles for PCRF selection and discovery are as the description in 3GPP TS 23.203[2] clause 7.Within such a deployment, DRA as specified in 3GPP TS 29.213[4] clause 7 is needed. 

The messages between PC and PCRF are based on Diameter protocol as specified in IETF RFC 3588 [8]. All the procedures between PC and PCRF involve the DRA functional element. The DRA mode in which it operates (i.e. proxy or redirect) shall be based on operator’s requirements.
*** 7th Change ***

6.2.4.2.1
Option A: Protocol Converter within 3GPP PLMN
In this option the protocol converter is within the 3GPP PLMN.
In this option it is possible that:
-
there is one logical Protocol Converter per PLMN, see figure 6.2.4.2.1.1;

-
there is one logical Protocol Converter per Diameter realm, see figure 6.2.4.2.1.2;

Editor's note: The logical Protocol Converter may consist of multiple entities.

Editor's note: It is FFS whether CT3 intends to study other possibile locations of the protocol converter within a 3GPP PLMN.
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Figure 6.2.4.2.1.1: Protocol Converter placed within 3GPP PLMN, one logical Protocol Converter to a PLMN
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Figure 6.2.4.2.1.2: Protocol Converter placed within 3GPP PLMN, one logical Protocol Converter per Diameter realm

With Option A, there are the following Pros and Cons.

	Pros 
	Cons

	· No change to 3GPP architecture

· Scoped and worked on by 3GPP to 3GPP domain

· Quick and easy adoption by 3rd party applications providers

· Standardised version of protocol conversion

· Operator ease of managing 3rd party providers
	· impact to CT3 specifications, total impacts yet to be analysed and determined 



*** 8th Change ***

6.2.4.2.2
Option B: Protocol Converter within AF (3rd party) server domain
In this option, the protocol converter is placed within the AF domain, see Figure 6.2.4.2.2.
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Figure 6.2.4.2.2: Protocol Converter within 3rd party server domain
With Option B, there are the following Pros and Cons.
	Pros 
	Cons

	· No likely impacts to CT3 interfaces and specifications
	· Defeats the purpose of 'opening' the Rx to 3rd party application providers familiar with XML

· Opens up many (non-standardised) variants of protocol conversion

· Increases difficulty for operator's to manage 3rd party providers

· Fragments market


Editor's note:

The pros and cons given in table above is incomplete and requires further studies.

*** 9th Change ***

6.2.4.2.3
Option C: Protocol Converter between AF domain and 3GPP domain
For this option, the protocol converter is independently placed to bridge between the AF and 3GPP domain, see Figure 6.2.4.2.3.
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Figure 6.2.4.2.3: Protocol Converter bridging AF and 3GPP
With Option C, there are the following Pros and Cons.

	Pros 
	Cons

	· No likely impact to CT3 interfaces and specifications

· Facilitate use of XML for 3rd party providers 
	· Opens up many (non-standardised) variants of protocol conversion

· Increases difficulty for operator's to manage 3rd party providers

· Fragments market


Editor's note:

The pros and cons given in table above is incomplete and requires further studies.\

*** 10th Change ***
7.1.1.1
RESTful HTTP

Representational State Transfer (REST) style was developed by W3C Technical Architecture Group (TAG) in parallel with HTTP/1.1, based on the existing design of HTTP/1.0. The World Wide Web represents the largest implementation of a system conforming to the REST architectural style. REST exemplifies how the Web's architecture emerged by characterizing and constraining the macro-interactions of the four components of the Web, namely origin servers, gateways, proxies and clients, without imposing limitations on the individual participants. As such, REST essentially governs the proper behaviour of participants.

REST defines a set of architectural principles, which can be used to design Web services. REST is described in chapter 5 of Fielding's dissertation "Representational State Transfer (REST)" [9] in detail. Therein it is described as an architectural style consisting of the set of constraints applied to elements within the architecture that better reflects the desired properties of a modern Web architecture.

The following constraints can be listed 

-
Client-Server

-
Stateless

-
Cacheable

-
Layered system

-
Code on demand

-
Uniform interface

The goals of REST are 

-
scalability of component interactions

-
generality of interfaces

-
independent deployment of components

-
reduction of latency, enforce security and encapsulate legacy systems

REST is based on the strict usage of the following main HTTP methods:

-
POST: May create a resource state

-
PUT: May modify a resource state

-
GET: May query a resource state

-
DELETE: May delete a resource state

There is no restriction concerning to the information that the HTTP methods may transport in comparison to the definition of HTTP in RFC 2616 [10]. Therefore, XML or JSON based Rx information can be transported easily by RESTful methods. 

REST facilitates the transaction between web servers by allowing loose coupling between different services. REST is less strongly typed than its counterpart, SOAP. The REST language uses nouns and verbs, and has an emphasis on readability. Unlike SOAP, REST does not require XML parsing and does not require a message header to and from a service provider. This ultimately uses less bandwidth. REST error-handling also differs from that used by SOAP.

RestFul HTTP may be used to design an easy-to-use interface from application developer point of view.
*** 11th Change ***

7.1.1.2
SOAP

SOAP is a W3C recommendation. SOAP, originally defined as Simple Object Access Protocol, is a protocol specification for exchanging structured information in the implementation of Web Services. It relies on  for its message format, and uses other Application Layer protocols, which may be the Hypertext Transfer Protocol (HTTP) or the Simple Mail Transfer Protocol (SMTP), for message negotiation and transmission.
SOAP can construct the foundation layer of the web service protocol stack for providing a basic messaging framework upon which web services can be built. This XML based protocol consists of three parts:
· an envelope, which defines what is in the message and how to process it

· a set of encoding rules for expressing instances of application-defined data types

· a convention for representing procedure calls and responses.

As an example of how SOAP procedures can be used in Rx interface, a SOAP message is sent to the web site (i.e. the PCRF in this scenario) in which web services are enabled, with the parameters needed for multiple kinds of requirements. The PCRF then returns an XML-formatted document with the result data. The data are returned in a standardized machine-parsable format.

The disadvantage of SOAP is its high complexity. It can be slow due to the complex XML format. Therefore the complexity may be too high for the Rx application.

*** 12th Change ***

7.3.1
General

For the Diameter based Rx interface, both the PCRF and the AF can initiate an Rx procedure. However, XML based protocols such as SOAP or RESTful are one-way protocols, which means only one network element can initiate a Rx procedure. In this case, the AF acts as the client and the PCRF acts as the server and the interaction request can only be initiated by the client AF.

In the 3GPP TS 29.214 [5], when the traffic plane events happen, PCRF needs to inform the AF by ASR or RAR messages, and then the AF takes corresponding actions. However, in context of XML based Rx, the behaviour that the server (i.e. PCRF) sends requests to the client (i.e. AF) doesn’t fulfil the rules of SOAP or is treated as un-RESTful. Therefore, the traffic plane events reporting mechanism should be adapted to XML based protocols.

The keep-alive technology should be applied for messages pushing from the PCRF. Depending on different pushing mechanism, there are several candidate solutions to traffic plane events reporting.
*** 13th Change ***

7.3.3
HTTP long polling

For the solution of long-polling, the PCRF (or the PC in case the PC is involved) and the AF are connected by HTTP based protocol (such as SOAP), and the long-polling based keep-alive technology is applied for PCRF messages pushing. The client sends a request firstly, and the server doesn’t reply the request immediately, but keeps the connection for a while and then responds until the preconfigured events happened. The response will stop when the connection is released. The procedure is shown in figure 7.3.2:
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Figure 7.3.2. Procedure of long-polling based solution
In case that the keep-alive based AF session has been established and the AF has subscribed to the required traffic plane events, the PCRF/PC will subscribe to the corresponding traffic plane events in the PCEF/PCRF. The AF optionally sends HTTP Connection Availability Request to the PCRF/PC, to check whether the long-polling based HTTP connection between the AF and the PCRF/PC is available. The PCRF/PC responds the AF by a HTTP Connection Availability Response message. The AF initiates traffic plane events reporting procedure by sending a Traffic plane events reporting Request message to the PCRF/PC, and the PCRF/PC keeps the connection. When the PCRF/PC detects one of the traffic plane events, it reports corresponding event to the AF. After that, the steps 5 to 7 repeat until the connection is released when the AF session terminates.
NOTE:
The mechanism of stream based solution is the same as “HTTP Streaming” mentioned in IETF RFC 6202 [6] section 3, and the mechanism of long-polling based solution is the same as “HTTP Long Polling” mentioned in IETF RFC 6202 [6] section 2.
*** End of Changes ***
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