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	The Tsp Interface Security requirements are contained in TS 23.682, Rel-11. Normative text on Tsp Interface Security procedures is still missing. 

Simply pointing to the pertinent DIAMETER RFC is not sufficient as 3GPP-specific profiling of security mechanisms would be missing and mutual authentication would be underspecified.

	
	

	Summary of 
change:                (

	It is stated that the security mechanism from the pertinent DIAMETER RFC (either 3588 or 3588bis) shall apply, with a profiling given at the end of the new text. 
For mutual authentication, additional provisions are introduced for the case where a DIAMETER message on the Tsp interface between MTC-IWF and SCS passes through at most one DIAMETER agent in the security domain, in which the MTC-IWF resides, and one DIAMETER agent in the security domain, in which the SCS resides.
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if not agreed:
	No Tsp Interface Security procedures specified in Rel-11.
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	affected(if any):
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	Other comments (

	Note that the security WG, SA3, has no TS under their responsibility for SIMTC security in Rel-11.  Note also that stage 2 SIMTC security has been included in TS 23.682.
This CR is identical to the PCR in S3-120777 endorsed by SA3, which was received attached to the LS C3-121476.


Additional discussion(if needed):
Please see the LS in C3-121476 from SA3#68, and the documents attached to this LS, for further justification of this pseudo CR.
Proposed changes: 
*** 1st Change ***
2
References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[3]
3GPP TS 29.329: “Sh Interface based on the Diameter protocol”.

[4]
IETF RFC 791: "Transmission Control Protocol".
[5]
IETF RFC 2234: "Augmented BNF for syntax specifications".
[6]
IETF RFC 3588: "Diameter Base Protocol"..

[7]
IETF RFC 4006: "Diameter Credit Control Application".

[8]
IETF RFC 4960: "Stream Control Transmission Protocol".

[9]
IETF RFC 5719: "Updated IANA Considerations for Diameter Command Code Allocations".

[x1]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[x2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
*** Next Change ***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AVP
Attribute Value Pair
CEA
Capabilities Exchange Answer
CER
Capabilities Exchange Request
ESP
Encapsulating Security Payload
IKE 
Internet Key Exchange
IWF
Inter Working Function

MTC 
Machine Type Communication
PKI
Public key infrastructure
SCS
Service Capability Server
TLS
Transport Layer Security
*** Next Change ***

6.x
Security on the Tsp interface 

6.x.1
General
The Diameter security mechanisms as specified in IETF RFC 3588 [6] shall apply.

6.x.2
Mutual authentication
The present document covers only Tsp interface security procedures for deployments where a DIAMETER message on the Tsp interface between MTC-IWF and SCS shall pass through at most one DIAMETER agent in the security domain, in which the MTC-IWF resides (called ‘MTC-IWF-side agent’ in the sequel), and one DIAMETER agent in the security domain, in which the SCS resides (called ‘SCS-side agent’ in the sequel).
NOTEx1: Other deployments are possible, but they are not recommended for the purposes of the Tsp interface. 
Mutual authentication between a node in the security domain, in which the MTC-IWF resides, and a node in the security domain, in which the SCS resides, shall be performed using TLS or IPsec as specified in IETF RFC 3588 [6], with the exception that the security profiles specified in clause 6.x.3 of the present document shall apply.

The following rules shall apply:

-
There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the MTC-IWF and the security domain of the SCS.

-
In the security domain of the MTC-IWF, the node performing the Tsp-related mutual authentication shall be the MTC-IWF-side agent, if present, and the MTC-IWF otherwise.

-
In the security domain of the SCS, the node performing the Tsp-related mutual authentication shall be the SCS -side agent, if present, and the SCS otherwise.

-
The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS or IPsec.  
-
Domain authorization check: a suitable node in the security domain receiving a Tsp-related DIAMETER message shall check that the originator of this message, i.e the SCS (or MTC-IWF respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating SCSs (or MTC-IWFs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the MTC-IWF or the MTC-IWF-side agent for messages destined to the MTC-IWF and either the SCS or the SCS-side agent for messages destined to the SCS.

NOTEx2: The MTC-IWF can perform the domain authorization check even in the presence of an MTC-IWF-side agent as the latter includes the verified peer identity in the Record-Route AVP. (Analaguously for the SCS side.) The concept of domain authorization check is defined by the bullet above and not taken from another normative document. 
-
The MTC-IWF-side agent (the SCS-side agent respectively) shall perform egress filtering in that it only forwards (Tsp-related) DIAMETER messages originating from MTC-IWFs (SCSs respectively) in its own security domain.

6.x.3
Security profiles
The support of TLS on Tsp is mandatory. The support of IKE/IPsec is optional.

Security profiles for IKE, IPsec, and TLS shall be according to the following provisions:

-
The profile for TLS implementation and usage shall follow the provisions given in TS 33.310 [x2], Annex E. The mutual authentication shall be based on certificates according to the profiles given in TS 33.310 [x2], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.

-
If IKE/IPsec is supported then the implementation of IKEv2 is mandatory with mutual authentication based on certificates according to the profile given in TS 33.310 [x2]. The certificate profiles shall follow TS 33.310 [x2], clauses 6.1.3 and 6.1.4. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.

-
If IKE/IPsec is supported then IPsec ESP shall be implemented according to the profile in TS 33.210 [x1]. Tunnel mode is mandatory to support. Transport mode is optional to support.

*** End of Changes ***
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