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Introduction

CT3 is tasked ro define the Tsp protocol. This contribution aims to provide some initial analysis related to the Tsp protocol choice.

Requirements from TS 23.682
4.3.3.1
Tsp Reference Point Requirements

The Tsp reference point shall fulfil the following requirements:

-
connect a MTC-IWF to one or more SCSs;

-
supports the following device trigger functionality:
-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery; and
-
provides congestion/load control information to SCS as part of the response to trigger requests.
-
support ability for security and privacy protection for communication between the MTC-IWF and SCS; and

Editor's Note:
Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

-
Domain Name System procedures similar to what is specified in TS 29.303 [9] may be used by the SCS for lookup and selection of which specific MTC-IWF to be used.
Suggested Additional Requirements for Protocol Choice
1. The SCS may be located in a network outside the 3GPP operators network and be implemented by third-parties providing MTC applications.
It is therefore desirable to use a protocol that is well known in the IP application developers community.

2. Although the initial requirements for the Sp interface protocol are small, extensibility for future extended functionality is important.

3. The protocol needs to provide security and privacy protection
4. The protocol should also allow for a traversal of firewalls at network boundaries.

5. The protocol should support communication related to a large number of devices in an efficient manner.
6. The protocol needs to support two replies to one request, with the second reply potentially delayed by hours or even days. (The first reply confirms that an SMS for derive triggering has been accepted at the SMS-SC, and the second reply confirms that the device triggering request has been delivered)
HTTP with XML body as proposed protocol
Most of the above requirements are well addressed with HTTP using an XML message body:
1. Those protocols are very frequently used in the IP application developers community.

2. XML is extensible
3. security for HTTP can be provided via IPsec, TLS or HTTPS
4. Most firewalls support HTTP traversal (also in incoming direction via configuration)

5. HTTP allows to use so-called persistent TCP connection, that remain open for many HTTP request-response pairs

However, Requirement 6 is difficult to address for HTTP, which is designed a simple request-response protocol without the need to maintain state in the server. This will be discussed below.
How to provide a delayed response in HTTP?
The Tsp protocol needs to support two replies to one request, with the second reply potentially delayed by hours or even days. (The first reply confirms that an SMS for derive triggering has been accepted at the SMS-SC, and the second reply confirms that the device triggering request has been delivered)

HTTP usually assumes that a response for a request is delivered quickly. Otherwise the client might attempt to re-send the request or use the context of the request. Furthermore, there is only normally only one response for a request.

HTTP allows for 1xx provisional responses before a final response. However, new HTTP responses require IETF consensus and are thus hard to define. The existing 102 (Processing) HTTP response defined in RFC 2518 might thus be of interest. It also informs the client that the processing of a request will take longer.

As an alternative or in addition, the notification mechanism defined by ETSI for their machine-to-machine communication work might be of interest. This mechanism is described in Annex C.4 of ETSI TS 102.921 "Machine-to-Machine communications (M2M); mIa, dIa and mId interfaces":

· In HTTP requests, specific new headers (X-etsi-correlationID and X-etsi-contactURI) are added by the client. The X-etsi-contactURI provides an URL under which the client can be addressed as HTTP server. The client assigns a unique correlation ID to the sent HTTP request that allows the client to correlate a later received HTTP request.

· The HTTP server answers the HTTP request with a HTTP 202 response if a final response cannot be provided immediately and stores the information within the (X-etsi-correlationID and X-etsi-contactURI). Once a final "response" becomes available, it sends this as HTTP request toward the reveived URI and includes the X-etsi-correlationID with the received value.
For instance, the first response of the Tsp protocol could be sent using the HTTP 102 provisional response. If the second response becomes available before a timeout, it can be sent as normal 200 OK HTTP response. If a timeout occurs, an 202 could be sent and the above ETSI defined mechanism could then be used to deliver the final response.
Summary of proposals
In addition to Requirements for the TsP interface procedures from TS 23.682 some protocol selection requirements for the Tsp protocol choice are suggested.

HTTP with XML bodies is suggested as basis for the Tsp protocol.

The Tsp protocol needs to support two replies to one request, with the second reply potentially delayed by hours or even days. The existing 102 (Processing) HTTP response and/or mechanisms defined in Annex C.4 of ETSI TS 102.921 could allow to address this requirement for HTTP.

Annex: Tsp related callflows from TS 23.682
5.2
Device triggering procedures

5.2.1
Device triggering procedure over Tsp
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Figure 5.2.1-1: Device triggering procedure over Tsp

1.
The SCS determines the need to trigger the device. If the SCS has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier of the UE to be triggered.

2.
The SCS sends the Device Trigger Request (External Identifier or MSISDN, SCS Identifier, Trigger Reference Number, validity period, priority and trigger payload) message to the MTC-IWF. The SCS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application.

3.
The MTC-IWF checks that the SCS is authorised to send trigger requests and that the SCS has not exceeded its quota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.

4.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS to determine if SCS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the identities of the UE's serving CN node(s).

NOTE 1:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.

5.
The HSS sends the Subscriber Information Response (IMSI and serving node(s) identities) message. HSS policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS is not allowed to send a trigger message to this UE or valid subscription information was not returned by the HSS, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 6a.

6a.
The MTC-IWF selects trigger delivery procedure based on the information received from HSS and local policy. If T5 delivery procedure is selected, MTC-IWF attempts T5 trigger delivery procedure.

NOTE 2:
The T5 delivery is not supported in this version of the specification.
6b.
If T5 delivery is unsuccessful or not supported by the serving nodes(s) or by the UE or if T4 delivery is selected during step 6a, the MTC-IWF attempts T4 trigger delivery procedure according to clause 5.2.2. Otherwise, this flow continues with step 7.

7.
The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number) message to the SCS with a cause value indicating whether the trigger delivery succeeded or failed and the reason for the failure. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.

8.
In response to the received device trigger, the UE takes some action that takes into consideration the content of the trigger payload. This response typically involves initiation of immediate or later communication with the SCS or an AS.

5.2.2
Trigger Delivery using T4
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Figure 5.2.2-1: T4 Trigger Delivery Flow

1.
The MTC-IWF selects a suitable SMS-SC based on configured information. The MTC-IWF sends a Submit Trigger (External Identifier or MSISDN, IMSI, SCS Identifier, Trigger Reference Number, validity period, priority, serving node ID(s) , SMS Application port ID, trigger payload) message to the SMS-SC. The SMS-SC should avoid an additional HSS interrogation (SRI for SM) and receives necessary parameters in the Submit Trigger message from the MTC-IWF. The SMS Application port ID is set to address the triggering function in the UE (the SMS Application port ID shall be reserved for trigger messages). The SMS-SC does any necessary segmentation for larger messages.

2.
The SMS-SC sends a Submit Trigger Confirm message to the MTC-IWF to confirm that the submission of the SMS has been accepted by the SMS-SC.

3.
The MTC-IWF sends a Device Trigger Confirm message to the SCS to confirm that the Device Trigger Request has been accepted for delivery to the UE.

4, 5, 6.
The short message is delivered to the UE (see MT SMS procedures specified in TS 23.040 [12]). This may involve delivery attempts in MSC, SGSN and/or MME. This may involve delivery attempts over IMS (as specified in TS 23.204 [13]).

The SMS-delivered trigger payload is processed and handled by the triggering function in the UE. Any information contained within the trigger payload is forwarded to the related or addressed UE-application.

7.
The SMS-SC generate the necessary CDR information and includes the SCS Identifier. The SMS Application port which is included in the SM User Data Header is included in the CDRs, i.e. it is possible to perform differentiated charging for an SMS used for triggering purposes.

8.
The SMS-SC shall always send a Message Delivery Report (cause code, trigger reference number, SCS Identifier) to the MTC-IWF.
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