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Introduction

This document shall initiate the discussion concerning to the Tsp interface which is the control plane reference point between the MTC-IWF and the SCS. It is proposed to use the REST architectural style for the implemen​tation of the Tsp protocol on the HTTP level in order to integrate the 3GPP domain into the hypermedia application architecture for M2M applications.
Figure 1 illustrates the MTC architecture and indicates the mapping of the ETSI end-to-end M2M functional architecture [ETSI TR 102 690], which uses transport and communication services provided by the 3GPP domain and the SMS domain, in relation to the 3GPP architecture.  
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Figure 1: 3GPP Architecture for Machine-Type Communication [based on 3GPP TS 23.682]

ETSI TS 102 690 mentions the mId reference point in its reference architecture, which allows M2M Service Capabilities residing in an M2M Device or M2M Gateway to communicate with the M2M Service Capabilities in the Network Domain and vice versa. The mId reference point uses core network connectivity functions as an underlying layer and shall support RESTful interface capabilities.
The network operator provides network connectivity to the SCS, via the MTC reference points:
· Tsp: Reference point used by an entity outside the 3GPP network in order to communicate with the MTC-IWF control plane.

· Gi/SGi: It is assumed that user plane communication with the M2M Management Functions is achieved using existing protocols.
Tsp interface

The Tsp reference point is closely related to the mId reference point. Therefore it is meaningful to study the introduction of the HTTP REST architecture on the Tsp reference point in order to provide a REST API for accessing the Network Management Functions respectively to integrate the 3GPP domain into the hypermedia application architecture for M2M applications.

In relation to MTC applications a stateless communication scenario on the Tsp interface should allow the design of loosely coupled systems that makes possible the independence of the 3GPP domain and the system components outside the 3GPP domain as far as possible. Some properties resulting out of the stateless character and the selection of HTTP on the Tsp level:

· easy possibility to optimize the interface for MTC applications

· easy extension to future requirements

· improved failure tolerance

· easy transport of MIME type content to the MTC application

· no upper limit on the amount of data that can be sent  

· system may not manage resource usage across requests (scalability of applications, requests may easily be distributed to different entities due to load aspects)

· communication need not talk to the same entity in two consecutive requests
· communication with a large number of devices or users

· communication with an unknown number of users and objects
· resource update may be de-correlated from the resource read (device can be on or off)
· many devices may be triggered in one request
· system is able to access and manage changeable, widely distributed data elements

· MTC Devices may belong to multiple systems targeting different applications
Style guides for the Tsp protocol based on HTTP
This section illustrates style guides of control messages, which are exchanged between the Service Capability Server (SCS) and the MTC-IWF. It takes into account some ideas of the OMA push architecture [OMA-AD-Push-V2_2-20110809-A] that proposes a push protocol in a Push Initiator (PI)/Push Proxy Gateway (PPG) model. In this model delivery instructions exchanged between the PI (SCS acts as the PI) and the PPG (MTC-IWF acts as the PPG) are expressed as an XML language.

Architecture
The Tsp reference point shall fulfil the following requirements among others [3GPP TS 23.682]:
· connect the MTC-IWF to one or more SCSs;

· supports the following device trigger functionality:

· reception of a device trigger request from SCS;
· report to the SCS the acceptance or non-acceptance of the device trigger request;
· report to the SCS the success or failure of a device trigger delivery; and
· provides congestion/load control information to SCS as part of the response to the trigger requests.
Figure 2 shows the possible protocol stack of the Tsp interface in case of HTTP transport.
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Figure 2: Tsp protocol stack
HTTP 1.1 [RFC2616] is used as the transport medium for the Tsp protocol. Note that other content can be transported in the same request or response message by HTTP as well. The transport concept should be based on the REST architectural style [Architectural Styles and the Design of Network-based Software Architecture, Dissertation, University of California, Irvine, Roy Thomas Fielding].
The optional TLS/SSL [RFC5246] layer provides confidentiality and data integrity, although HTTP may be used directly over the TCP connection.

TCP/IP [RFC793/RFC791, RFC2460] provides reliable, ordered delivery of the stream of bytes through the network.

MTC device trigger procedure based on TS 23.682
Figure 3 shows the MTC Device trigger procedure for SMS based triggering using the T4 interface, in which the Tsp part is pointed out. The T5 option is postponed to a later release.

[image: image3.emf]MTC 

Device

MSC

/

SGSN/

MME

PGW/

GGSN

HSS

SCS DNS

SMS-SC MTC-IWF

2

. 

Device Trigger Request

9

. 

Device Trigger Report

5. Subscriber Information Response

1. Query DNS

4. Subscriber Information Request

8.  Action in response to the device trigger

6a. Trigger delivery 

selection

3. Authorization & 

load control

4. Forward Message

5. Transfer Message

6. Delivery Report

1. Submit Trigger

2. Submit Trigger Confirm

8. MessageDelivery Report

3. DeviceTrigger Confirm 

7. CDR 

Generation

Tsp

T4

Triggers the 3GPP domain in order to establish a connection to the MTC device and to provide information to the MTC decive . 

Message includes: External identifier or MSISDN, SCS identifier, trigger reference number, validity period, priority, trigger payload

Finds out the IP addresses/ports of the MTC-IWF.

MTC-IWF authorizes the trigger request and checks that the submissions  does not 

exceed the rate allowed.

It is find out whether SCS is authorized to trigger the MTC device . The external identifier or the MSISDN is 

resolved to the IMSI., Identities of MTC device serving CN nodes are retrieved.

Message includes: External identifiers, MSISDN, SCS identifier 

Message includes: IMSI, serving node identities,  HLS policies

Device Trigger Confirm

SCS will be informed, if the SCS is not allowed to send trigger requests or a valid subscription information is 

not received by the MTC-IWF.

Device Trigger Confirm

If the checks are not successful  a message including the reason to refuse the request is send to the SCS .

A suitable SMS-SC is selected in order to initiate the SMS transport.

Message includes: External identifier or MSISDN, IMSI, SCS identifier, trigger 

reference number, validity period, priority, serving node IDs, SMS application port ID 

(adresses the triggering function in the UE), trigger payload

MTC-IWF is informed that submission has been accepted by SMS -SC.

SCS is informed that the 

submission has been accepted for 

delivery to the MTC device.

SMS is delivered to the MTC device.

SMS was delivered to the MTC device.

SMS-SC generates CDR information and includes the SCS identifier .

The SMS application port (SM user data header) is included in the CDR.

MTC-IWF is Informed that the message was delvered to the MTC device .

Message includes: Cause code, trigger reference number, SCS identifier

SCS is Informed that the message was delivered to the MTC device .

Message includes: External identifier or MSISDN, trigger reference number, cause value (trigger delivery 

failed (reason) or succeeded)

The MTC device  takes actions based on the trigger payload , e.g. immediate or later communication with SCS or AS.

M2M 

management 

functions 

SMS

domain

M2M 

device 

domain 

3GPP 

domain

3GPP 

domain


Figure 3: MTC Device trigger procedure over Tsp using T4 [based on 3GPP TS 23.682, V1.0.0 (2012-02), section 5.2.1 and 5.2.2]

The Tsp messages are:

· Device Trigger Request: The SCS sends the Device Trigger Request (External Identifier or MSISDN, SCS Identifier, Trigger Reference Number, validity period, priority and trigger payload) message to the MTC-IWF. The SCS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application.
· Device Trigger Confirm: The MTC-IWF sends a Device Trigger Confirm message to the SCS to confirm that the Device Trigger Request has been accepted for delivery to the UE.
· Device Trigger Report: The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number) message to the SCS with a cause value indicating whether the trigger delivery succeeded or failed and the reason for the failure. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.
Usage of HTTP
The following assumptions are taken into account:

· The message cycle request, confirm and report can be realized by the HTTP protocol with two status codes in response to the request. The first status code is 102 Processing to indicate that the MTC-IWF has successfully received the request and it may take a longer time to complete the request. This prevents the system from timing out and assuming the request was lost. The second status code is 200 OK. It is send after the request has been processed.
· The different information entities (control information and trigger payload) are represented by different body parts of the HTTP message body in order to structure the message. The multipart/related content-type provides a common mechanism for representing compound objects consisting of several inter-related body parts [RFC2112]. HTTP and the usage of the multipart/related content-type make possible a flexible and extensible message structuring. In case the control entity is only used the format of the HTTP message is defined as application/XML.
· The HTTP messages transport in different multipart/related entities:
· Control information, which makes possible the communication of M2M Service Capabilities residing in the M2M Device domain and the M2M Management Functions. This control information has to be processed by the MTC-IWF and represents the Tsp protocol in the narrower sense. The Tsp protocol is introduced as an XML language and it is included as a Tsp element in the HTTP message.
· Trigger payload, which contains information destined for MTC applications (e.g. content and/or capability information), may be forwarded to the MTC Device in one or more message entities. It is not in the scope of this paper to describe this optional payload that could be presented as any MIME type content.
As an example the HTTP POST message (main method, because it is foreseen to submit data that should be processed by the receiver) could get the following structure:
POST requestedURI HTTP/1.1

<!-- Header -->
HOST: www.wirelessoperator.com
Content-Type: multipart/related; boundary=”PARTITION”; type=”application/xml”

<!-- message body with three body parts -->

--PARTITION

Content-Type: application/xml; …

<Tsp>

   Content-Type: application/xml

   <!-- Tsp control protocol -->

</Tsp>

--PARTITION

Content-Type: …

<!-- content entity -->

--PARTITION

Content-Type: …

<!-- capability entity -->

--PARTITION--
The response message has the following structure:

HTTP/1.1 xxx …

<!-- header -->
<!-- message body -->
The following discussion is restricted to the Tsp element (<Tsp>…</Tsp>, because this element will include the Tsp messages defined in 3GPP TS 23.682. The final specification has to define the complete HTTP message exchange as well. 
Example structure of the Tsp element
<!--

    ==================================================================

    ===Basic structure of Tsp messages================================

    ==================================================================

-->

<!--

    The Tsp protocol is defined as an XML language. This description

    defines the basic structure (control elements and attributes)

    of the XML documents representing the Tsp messages.

    Reference: 3GPP TS 23.682, V1.0.0 (2012-02), section 5.2.1 and

    5.2.2

    <?XML version="1.0"?>

    <!DOCTYPE Tsp PUBLIC "...">

    <Tsp>

        This is the Tsp element.

    </Tsp>

-->

<!--

    ==================================================================

    TSP ELEMENT

    ==================================================================

    The Tsp element lists the messages of the Tsp protocol.

-->

<!ELEMENT Tsp (Device-Trigger-Request

              |Device-Trigger-Confirm

              |Device-Trigger-Report)

>

<!--

    =================================================================

    DEVICE-TRIGGER-REQUEST ELEMENT

    =================================================================

    The Device-Trigger-Request element defines the layout of the

    Device-Trigger-Request message. The message is transmitted from

    the SCS to the MTC-IWF and triggers further actions in the 3GPP

    domain (e.g. authorization procedures, identifier resolution,

    transport selection, etc.). It contains control information that

    makes possible the exchange of further content between the SCS and

    the MTC device.

-->

<!ELEMENT Device-Trigger-Request (external-identifier | MSISDN)+>

<!ATTLIST Device-Trigger-Request

          SCS-identifier                    CDATA           #REQUIRED

          trigger-reference-number          CDATA           #REQUIRED

          validity-period                   CDATA           #IMPLIED

          priority                          CDATA

                                            (high|normal|low)   "high"

                                                            #IMPLIED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        SCS-IDENTIFIER ATTRIBUTE

            The SCS identifier uniquely labels the SCS. The MTC-IWF

            can respond to the right SCS based on this identifier.

        TRIGGER-REFERENCE-NUMBER ATTRIBUTE

            The trigger-reference-number serves as a trigger request

            identification. The SCS allocates the number and is

            responsible for its uniqueness.

        VALIDITY PERIOD ATTRIBUTE

            Indicates the expiration time, after which the message

            should be discarded if not delivered to the destination.

            It can be defined in the absolute time format or the

            relative time format (SMPP definition).

        PRIORITY ATTRIBUTE

            The attribute defines the delivery priority of the message

            to the MTC device. The SCS may request a fast delivery of

            content to the MTC device by a high priority. The example

            allows the values high, normal and low. The default vaule

            is defined to high priority. High priority could be the
            default value for SMS only transport (different to SMPP

            definition).

-->

<!ELEMENT external-identifier>

<!ATTLIST external-identifier

          external-id-value                 CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        EXTERNAL-IDENTIFIER-VALUE ATTRIBUTE

            The external identifier value defines the MTC device

            address. It may be an URL.

-->

<!ELEMENT MSISDN>

<!ATTLIST MSISDN

          msisdn-value                     CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        MSISDN-VALUE ATTRIBUTE

            The MSISDN value uniquely identifies the subscription of a

            device in a mobile network.

-->

<!--

    ==================================================================

    DEVICE-TRIGGER-CONFIRM ELEMENT

    ==================================================================

    The Device-Trigger-Confirm element defines the layout of the

    Device-Trigger-Confirm message. This message is transmitted from

    the MTC-IWF to the SCS. It informs the SCS about the refusal or

    the acceptance of the device trigger request.

-->

<!ELEMENT Device-Trigger-Confirm (external-identifier | MSISDN)+>

<!ATTLIST Device-Trigger-Confirm

          trigger-reference-number         CDATA          #REQUIRED

          refusal-value                    CDATA          #IMPLIED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        TRIGGER-REFERENCE-NUMBER ATTRIBUTE

            The trigger-reference-number serves as a trigger request

            identification. It maps the device trigger confirm element

            to the device trigger request element.

        REFUSAL-VALUE ATTRIBUTE

            The refusal value will only be included in the message if

            the device trigger request is refused by the MTC-IWF. It

            may provide details concerning to the refusal (e.g. rate

            of trigger requests exceeded, SCS is not authorized to

            trigger the MTC device due to HSS response, no valid

            subscription information available, etc.) in order to make

            possible meaningful reactions by the SCS.

-->

<!ELEMENT external-identifier>

<!ATTLIST external-identifier

          external-id-value                CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        EXTERNAL-IDENTIFIER-VALUE ATTRIBUTE

            The external identifier value defines the MTC device

            address. It may be an URL.

-->

<!ELEMENT MSISDN>

<!ATTLIST MSISDN

          msisdn-value                     CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        MSISDN-VALUE ATTRIBUTE

            The MSISDN value uniquely identifies the subscription of a

            device in a mobile network.

-->

<!--

    ==================================================================

    DEVICE-TRIGGER-REPORT ELEMENT

    ==================================================================

    The Device-Trigger-Report element defines the layout of the

    Device-Trigger-Report message. This message is transmitted from

    the MTC-IWF to the SCS. It informs the SCS about the delivery of

    the complete information (including the payload foreseen for the

    MTC device) to the MTC device.

-->

<!ELEMENT Device-Trigger-Report (external-identifier | MSISDN)+>

<!ATTLIST Device-Trigger-Report

          trigger-reference-number         CDATA          #REQUIRED

          cause-value                      CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        TRIGGER-REFERENCE-NUMBER ATTRIBUTE

            The trigger-reference-number serves as a trigger request

            identification. It maps the device trigger report element

            to the device trigger request element.

        CAUSE-VALUE ATTRIBUTE

            The cause value always indicates whether the delivery of

            information to the MTC device was successful or not. It

            may provide conditions related to the successful delivery.

            In case of an unsuccessful delivery it may provide failure

            reasons, etc.).

-->

<!ELEMENT external-identifier>

<!ATTLIST external-identifier

          external-id-value                CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        EXTERNAL-IDENTIFIER-VALUE ATTRIBUTE

            The external identifier value defines the MTC device

            address. It may be an URL.

-->

<!ELEMENT MSISDN>

<!ATTLIST MSISDN

          msisdn-value                     CDATA          #REQUIRED

>

<!--

    DESCRIPTION OF ATTRIBUTES

        MSISDN-VALUE ATTRIBUTE

            The MSISDN value uniquely identifies the subscription of a

            device in a mobile network.

-->
Examples of Tsp messages

<!--

    This section illustrates the layout of the some possible Tsp

    messages, which could be included as child elements in the Tsp

    element of a HTTP message.

-->

    <Device-Trigger-Request

        SCS-identifier="..."

        trigger-reference-number="..."

        validity-period="..."

        priority="high">

        <external-identifier external-id-value="..."></external-identifier>

        <external-identifier external-id-value="..."></external-identifier>

    </Device-Trigger-Request>

    <Device-Trigger-Request

        SCS-identifier="..."

        trigger-reference-number="...">

        <MSISDN MSISDN-value="..."></MSISDN>

    </Device-Trigger-Request>

    <Device-Trigger-Confirm

        trigger-reference-number="...">

        <external-identifier external-id-value="..."></external-identifier>

    </Device-Trigger-Confirm>

    <Device-Trigger-Report

        trigger-reference-number="..."

        cause-value="...">

        <external-identifier external-id-value="..."></external-identifier>

    </Device-Trigger-Report>
Conclusion

This document illustrates the realization of the Tsp interface based on HTTP transport in which the 3GPP Tsp messages are transported as XML documents within Tsp elements of HTTP messages. The HTTP message may also transport any other MIME type content that needs not be defined by 3GPP. As a result the HTTP transport makes possible a stateless, flexible and extensible protocol architecture and allows to integrate the 3GPP domain into the ETSI hypermedia application architecture for M2M applications. 
Therefore it is proposed to select the HTTP transport as a solution for realization of the Tsp interface. 

The full details of all requirements (e.g. performance and security aspects, HTTP message exchange, representation of the XML language by DTD or XSD, what data should be defined as elements and what as attributes, can existing parameter definitions be reused (e.g. from SMPP), default values, etc.) have to follow in the next design steps.
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