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1. Problem statement
The current Gx , Gxx and Sd specifications rely on Diameter base functionality to detect PCEF/TDF/BBF to PCRF Diameter level failure, using

· Diameter base Origin-State-Id between diameter peers to notify completed reboots/restarts from a logical node (e.g. PCRF) to its peer (e.g. PCEF)
· Either subscriber-related session , carrying Origin-State-Id within Gx/Gxx/Sd sessions 

· Or using periodig DWR/DWA,between peers.

a) In a scenario where Diameter agents exists in the path between peers the possibility and procedures to propagate failure detection between a Diameter-based application client and server is left to vendors implementation

b) Failure detection is , as per current 3GPP specifications, either bound to a subscriber session or to the Diameter base protocol. However, failure can be due to application specific (software or hardware) failures on a node. The current specifications do not allow detection of an application-specific failure irrespective of subscriber-related messages exchange 

c) There are PCC/ADC deployment scenarios where long-lived sessions exist in the PCEF with limited mid session PCC/ADC procedures (modification, event triggers). The current specification does not allow a timely detection of application-specific client-server transport failure in such scenarios.

2. Proposal
(1) Introduction of Application level heartbeat on Gx and Sd and Rx
The proposal is to introduce non-subscriber related message exchange at application level. When the traffic conditions , e.g. due to limited mid session updates or long lived subscriber sessions, or due to unfrequent session creation&deletion, may not allow a timely detection of a failure at the application specific level , then the application specific client would send a CCR-Event message to the server, to detect application-level reachability.
(2) Introduction of application-specific failure handling exchange on Gx, Sd, Rx
3GPP Gy for online charging supports the Diameter Gy client and server exchange of information on how the client should behave upon detection of Diameter Credit control session failure  between them.
This relies on specific AVPs (Credit-Control-Failure-Handling and Direct-Debit-Failure-Handling)  being passed by the server to the client, so that, once failure occurs and is detected by the client, the client can take a consistent action in respect to subscriber related sessions.

The proposal is to extend the usage of 3GPP 32.299 Gy AVP such as Credit-Control-Failure-Handling to PCC and ADC protocols (Gx, Sd,Rx) to ensure a consistent functional alignment as well to simplify the IOT procedures between different vendors, since lack of standardization may lead to inconsistent behaviours on the client and the server side upon failure detection.
3. Conclusion

From above analysis we can see
(1) Standardization of failure detection at application level will ensure a consistent behaviour across different vendors to detect and propagate failure information, irrespective of type and frequency of subscriber sessions

(2) Extension of PCC/ADD protocols to support communication of failure handling simplifies the network-level IOT for PCC and ADC control.
