3GPP TSG-CT WG3 Meeting #68bis
                                                            C3-120693
Taipei, Taiwan, 16 – 20 April 2012
Source:
Huawei
Title:
Discussion on PCC impact for SIRIG
Agenda item:
x.x
Document for:
INFORMATION

1. Introduction
During CT4#56 and CT3#68 meeting, CT4 and CT3 had two joint sessions on CN aspects of Service Identification for RRC Improvements in GERAN (SIRIG), it was agreed to have two conference calls before the April Taipei meeting, one of them is discussing the PCC impact for SIRIG, this paper will analysis the possible impact to PCC.

2. Discussion
(1) PCC impact for GTP-based 3GPP access with combined node (PCEF enhanced with ADC function)
If the PCC rule or ADC rule is pre-configured in the PCEF, the PCEF can detect the application by the pre-configured PCC/ADC rule; the only enhancement to the PCEF is mapping the Application Identifier to the Service Class Identifier and insert SCI to the GTP-U header;
If the PCC rule or ADC rule is provided by the PCRF:

A) The enhancement to the PCRF is including the indicator in the PCC/ADC rule that the PCEF should detect specific application and map the Application Identifier to the Service Class Identifier;
B) The enhancement to the PCEF is mapping the Application Identifier to the Service Class Identifier based on the PCC/ADC rule provided by the PCRF;

(2) PCC impact for GTP-based 3GPP access with standalone TDF
If the ADC rule is pre-configured in the TDF, and the PCC rule is the pre-configured in the PCEF, TDF can detect the application by the pre-configured ADC rule; 
A) The enhancement to the TDF is mapping the Application Identifier to the Service Class Identifier;

B) The enhancement to the PCEF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;
If the PCC rule and ADC rule are provided by the PCRF:

A) The enhancement to the PCRF is including the indicator in the ADC rule that the TDF should detect specific application and map the Application Identifier to the Service Class Identifier; and the PCRF is also include the indicator in the PCC rule that the PCEF should detect the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;
B) The enhancement to the TDF is mapping the Application Identifier to the Service Class Identifier based on the ADC rule provided by the PCRF;

C) The enhancement to the PCEF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header based on the PCC rule provided by the PCRF;

(3)   PCC impact for PMIP-based 3GPP access with combined node & standalone TDF
The PCC impact for combined node is as (1), the PCC impact for standalone TDF node is as (2), and additionally:

If the QoS rule is pre-configured in the BBERF; 

A) The enhancement to the BBERF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;

If the QoS rule is provided in the PCRF:

A) The enhancement to the PCRF is including the indicator in the QoS rule that the BBERF should detect the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;

B) The enhancement to the BBERF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header based on the QoC rule provided by the PCRF;

NOTE:  
It was agreed by the conference call that the PCC impact for PMIP-based 3GPP access is not considered in the current Release.
(4) PCC impact for DSCP solution terminating in P-GW/GGSN
For standalone TDF, refer to (2), and for PMIP-based 3GPP access, refer to (3).
3. The progress of two conference calls before the meeting
There are 3 conference calls for this issue, the following are the meeting minutes for the 1st and 2nd conference calls:

[image: image2.emf]2nd Conference  Call Minutes on PCC Impact for SIRIG V2.doc
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In the 3rd conference call, the CR for TS 23.203 was discussed, the main controversial issue is whether we can use the pre-defined PCC rule, it was agreed to have a discussion paper to address the pros and cons of the pre-defined PCC rule, which will be decided by SA2.

4. Conclusion

To simplify the procedure, it’s suggested to use pre-defined ADC rule to implement the SIRIG functionality in the current Release, and whether to use the pre-defined PCC rule can be discussed in Rel-12.
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1. Company contributions on the following issues: 

a. PCC impact for GTP-based 3GPP access with combined node (PCEF enhanced with ADC function); 


b. PCC impact for GTP-based 3GPP access with standalone TDF;


c. PCC impact for PMIP-based 3GPP access with combined node & standalone TDF; 


d. PCC impact for DSCP solution terminating in P-GW/GGSN;


e. PCC impact for DSCP solution terminating in SGSN;
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3. Work plan for the next meeting;
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Agreement:

It was agreed that there’s less PCC impact for the combined node, if the PCC rule or ADC rule is pre-configured in the PCEF;


It was agreed that both pre-configured PCC/ADC rule and dynamic PCC/ADC rule (i.e. provided by the PCRF) can be used for the PCEF/TDF for application detection and DSCP marking. However, it still need be discussed if and how to extend the PCC/ADC rule to include the indicator which can be used to indicate the need for DSCP marking. 


Further Questions for email discussion before the next conference call:

(1) If and how to extend the PCC/ADC rule to include the indicator which can be used to indicate the DSCP marking/GTP-U header extension need?


(2) Whether we need to use QCI for SIRIG?


(3)  If we use QCI, how to map to the SCI?


(4)  How the stand-alone TDF decides to do the marking? 

(5)  The PCRF and PCEF may not have the packet filter information for the applications with non-deducible service data flows, in such case, how to define the PCC rule for e.g. ToS marking, charging etc.?

(6) Is there any impact on charging/usage monitoring as a result of actions performed by SIRIG in the radio network? 

(7) For handover from other access type (e.g. UTRAN) to GERAN or vice versa, how to support the SIRIG functionality?


(8) How can a PCEF decide if traffic passed an external TDF?


(9) How can a PCEF identify DSCP marks applied by a TDF, in contrast to DSCP marks bypassed by a TDF?


(10) If the DSCP marking is applied, which granularity should be, for ADC rule level, per UE level, or for all user level?

(11) How can different SIRIG application marking depending on user subscription be achieved?

(12) In case of standalone TDF, which entity (TDF or PCEF) should be responsible for making a decision whether to apply marking/following translation e.g. only for GERAN? (TDF can get session parameters including e.g. RAT and IP-CAN type at the beginning of the session from the PCRF; this part already exists in standards)

It was agreed to schedule a second conference call.  


Next Conference Call


Date:  
21st March 2012


Time:  09:00 – 11:00 Central European Time


Conference bridge:  Same as for the call today

The invitation will be sent out later.
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Abstract of the contribution:


This contribution proposes principles for the PCC aspect of a solution to the SIRIG WI. The intention with the proposed enhancements is to provide a flexible solution with minimal impact on the existing interfaces and functions. 


1
Discussion


1.1
PCC impact for GTP-based 3GPP access with PCEF 


For the scenario when a stand-alone TDF is not deployed to inspect application traffic for SIRIG purposes the PCEF could be used both to detect application traffic and to perform marking of SCI in GTP-U for the GERAN access.


NOTE:
The PCEF and the TDF have the same capabilities to do packet detection in 3GPP standards. 



There are two possibilities for the PCRF to instruct the PCEF to perform GTP-U marking when the user is in GERAN: The PCRF control for SIRIG may use ADC-rules or, alternatively, PCC-rules may be used. 


A) For the case when ADC-rules are used for SIRIG control:



· The PCEF maintains an operator configurable mapping between ADC-rules and SCI. 


· At mobility to/from GERAN from/to UTRAN/LTE the PCRF removes or installs ADC-rules to control the GTP-U marking.



· The marking may be configured as an access dependent action to further optimize the solution.



· When a packet received over Gi/SGi is received that is classified through packet inspection to an installed ADC-rule that has a pre-configured SIRIG packet marking action, the PCEF performs GTP-U marking based on the mapping between ADC-rule and SCI.


· PCC-rules are used for Flow Based Charging and bearer management as per normal procedures.



B) For the case when PCC-rules are used for SIRIG control:



· The PCEF maintains an operator configurable mapping between operator defined QCIs and SCI. 


· For the applicable QCIs no secondary PDP-context procedures are initiated, but instead the GTP-U marking is applied by the PCEF.



· At mobility to/from GERAN from/to UTRAN/LTE the PCRF may remove, install or modify PCC-rules to control the GTP-U marking. Both pre-defined PCC-rules dynamically provisioned PCC-rules are applicable.


· The marking may be configured as an access dependent action to further optimize the solution. A polymorph interpretations of the QCI could be defined in the PCEF where GTP-U packet marking by the PCEF is performed in GERAN, but in UTRAN/E-UTRAN the PCEF would establish secondary PDP-contexts/dedicated bearers as per existing procedures for the same QCI. 



· When a packet received over Gi/SGi is received that is classified through packet inspection to an installed PCC-rule with an associated QCI that has a pre-configured SIRIG packet market action, then the PCEF performs GTP-U marking based on the mapping between the QCI of the PCC-rule and SCI.


·  PCC-rules are used for Flow Based Charging and bearer management as per normal procedures.



Which alternative to apply should be up to an operator to decide. 



In case an operator is already using Application Detection and Control in their network it may be easier from a configuration point of view to re-use the same definition of ADC-rules for SIRIG both in parts of the network where a TDF is used and when a PCEF is used for SIRIG purposes. 


In case an operator is not deploying Application Detection and Control in (part of) their network for other purposes than SIRIG, then the PCC-rule option may be preferable (note that the PCC-rule option does not mandate support for ADC-rules over Gx). 



1.2
PCC impact for GTP-based 3GPP access with standalone TDF 



For the scenario when a stand-alone TDF is deployed to inspect application traffic for SIRIG purposes it is proposed that the PCRF instructs the TDF to perform DSCP marking (from a reserved set of DSCP from now referenced to as DSCPr in this document) by using ADC-rules. The following principles should apply:



· The TDF keeps a mapping between ADC-rules and DSCPr



· When a (DL) packet is received to the TDF that is classified to an ADC-rule that has an associated DSCPr marking action defined the TDF re-marks the IP-packet with the DSCPr.


· The PCRF should install PCC-rules into the PCEF with a service data flow template that match the DSCPr (i.e. the Type of Service (TOS) (IPv4) / Traffic class (IPv6) are used in the service data flow template as described in TS 23.203, chapter 6.2.2.2)



· The PCEF maintains a mapping between operator defined QCIs and SCI.



· When a packet received at the PCEF over Gi/SGi that is classified through the DSCPr to an installed PCC-rule with an associated QCI that has a pre-configured SIRIG packet market action, then the PCEF performs GTP-U marking based on the mapping between the QCI of the PCC-rule and SCI [same mechanism as in 1.1B is used]



· Flow based charging and mobility is handled as per normal procedures as already described in section 1.2 of this discussion paper.


· In case of a RAT-change between GERAN and UTRAN/E-UTRAN the PCRF could optionally enable/disable the DSCPr marking by installing/removing ADC-rules.



· Since the PCEF is aware of the current RAT-type it could ignore (or re-mark the DSCP) for the case when a UE is currently in UTRAN/E-UTRAN so the requirement for the PCRF to keep the TDF updated all the time is not needed from a PCEF point of view.


1.3 PCC impact for PMIP-based 3GPP access with PCEF 


The same principles apply as described in section 1.1 in this discussion paper with the following exceptions:



· For the case when ADC-rules are used the PCEF maintains a mapping between ADC-rules and DSCPr (instead of SCI).



· For the case when PCC-rules are used the PCEF maintains a mapping between operator defined QCIs and DSCPr (instead of SCI).



· The PCRF should install QoS-rules into the BBERF that has a service data flow template that match the DSCPr (i.e. the Type of Service (TOS) (IPv4) / Traffic class (IPv6) are used in the service data flow template as described in TS 23.203, chapter 6.2.2.2)



· The BBERF maintains a mapping between operator defined QCIs and SCI.



· When a packet received at the BBERF over S5 that is classified through the DSCPr to an installed QoS-rule with an associated QCI that has a pre-configured SIRIG packet market action, then the BBERF performs BSSGP marking based on the mapping between the QCI of the QoS-rule and SCI.


· At mobility to/from GERAN from/to UTRAN the PCRF may remove, install or modify QoS-rules to control the BSSGP marking.



· Polymorph QCIs may of course be used as described in section 1.1 of this discussion paper also for QoS-rules to make the solution more efficient.



1.4 PCC impact for PMIP-based 3GPP access with standalone TDF


The same principles apply as described in section 1.3 in this discussion paper with the following exceptions: 



· The PCEF does not perform DSCPr marking of the incoming Gi/SGi traffic.



· There is no need for the PCEF to maintain a mapping between QCI and DSCPr.



NOTE: 
Flow Based Charging can still be applied by the PCEF by using PCC-rules with a service data flow template that match the DSCPr for this scenario.



2 
Analysis



2.1
Summary of the alternatives


The scenarios described in section 1 in this discussion paper are based on a relation between the service, the ADC-rule, the QCI of the PCC/QoS Rule, the DSCPr and the SCI. 


The main enhancements to the PCC standard needed to support the solution descriptions in section 1 in this discussion paper could be summarized to:


· Allow for operator defined QCIs to be defined in the PCEF and in the BBERF in a way so that they need not be bound to a secondary PDP-context with the same QCI in GERAN access, but instead the rule may be bound by the BBF to an existing bearer with a different QCI with the addition that user plane marking is applied: 



· An associated mapping in the PCEF from QCI to a SCI (for GTP) and to a DSCPr (for PMIP) exists and is used for the user plane marking of SIRIG traffic.


· An associated mapping in the BBERF from QCI to SCI (for BSSGP) exists and is used for the user plane marking of SIRIG traffic.


· Also allow for ADC-rules to be defined with an associated action for user plane marking in the DL in the TDF and in the PCEF enhanced with ADC:


· An associated mapping in the TDF between an ADC-rule and a DSCPr exists and is used for the user plane marking of SIRIG traffic.



· An associated mapping in the PCEF enhanced with ADC between an ADC-rule and a SCI (for GTP) or a DSCP (for PMIP) and is used for user plane marking of SIRIG traffic.


The DSCP is limited in its value range to a maximum of 64 values, while the QCI provides a maximum of 255 values. Therefore the QCI provides better mapping possibilities to the SCI compared to the DSCP.


Figure 1 visualizes the proposed architecture for SIRIG in the PCC architecture (non-roaming scenario). The related scenarios have been numbered in the Figure 1 to simplify readability. 
[image: image1]


Figure 1. Proposed PCC architecture for SIRIG.


NOTE:
The PCC-rule in the PCEF is of course applicable also for packets that are subject to ADC-rules in Figure 2 for Flow Based Charging purposes. However this relation has been left out to keep the figure simple.


2.1 Roaming aspects



The proposed solution requires roaming agreements on SCI and/or DSCPr marking in order to support SIRIG for inbound roamers with Home Routed access. 



For roaming with Visited Access and for roaming with Home routed access via PMIP, no additional functionality is needed for S9 in order to support SIRIG, however roaming agreements for operator defined QCIs and/or Access Control Rules are needed in case S9 is deployed.


2.2
Charging



Regardless if the QCI or the ADC-rule is mapped to SCI (for GTP) or DSCPr (for PMIP) PCC-rules must still be applied in the PCEF in order to apply Flow Based Charging. Since Release-8 reporting into PGW-CDRs and over Gy in the PCEF is performed per Rating Group (or per combination of Rating Group and Service Identifier) as stated in TS 32.251. For the case when ADC-rules are used to map to SCI (for GTP) or DSCP (for PMIP) a PCC-rule with the same service data flow template still needs to be installed in the PCEF in order to report SIRIG flows into PGW-CDRs. Consequently there is no need to introduce any changes to the existing Gy and Gz interfaces for SIRIG purposes with the proposed solution.


SGW-CDRs are reported per QCI/ARP pair. Therefore with a mapping between QCI of the QoS-rule and SCI it is still possible to perform reporting per SIRIG flow into SGW-CDRs if needed without any additions. 


Proposal



It is proposed that CT3 discuss the principles described in this discussion paper. If the principles can be agreed the associated changes to TS 23.203 are provided in CR xxxx.


1.2, 1.4
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1. Introduction


During CT4#56 and CT3#68 meeting, CT4 and CT3 had two joint sessions on CN aspects of Service Identification for RRC Improvements in GERAN (SIRIG), it was agreed to have two conference calls before the April Taipei meeting, one of them is discussing the PCC impact for SIRIG, this paper will analysis the possible impact to PCC.



2. Discussion


(1) PCC impact for GTP-based 3GPP access with combined node (PCEF enhanced with ADC function)


If the PCC rule or ADC rule is pre-configured in the PCEF, the PCEF can detect the application by the pre-configured PCC/ADC rule; the only enhancement to the PCEF is mapping the Application Identifier to the Service Class Identifier and insert SCI to the GTP-U header;


If the PCC rule or ADC rule is provided by the PCRF:



A) The enhancement to the PCRF is including the indicator in the PCC/ADC rule that the PCEF should detect specific application and map the Application Identifier to the Service Class Identifier;


B) The enhancement to the PCEF is mapping the Application Identifier to the Service Class Identifier based on the PCC/ADC rule provided by the PCRF;



(2) PCC impact for GTP-based 3GPP access with standalone TDF


If the ADC rule is pre-configured in the TDF, and the PCC rule is the pre-configured in the PCEF, TDF can detect the application by the pre-configured ADC rule; 


A) The enhancement to the TDF is mapping the Application Identifier to the Service Class Identifier;



B) The enhancement to the PCEF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;


If the PCC rule and ADC rule are provided by the PCRF:



A) The enhancement to the PCRF is including the indicator in the ADC rule that the TDF should detect specific application and map the Application Identifier to the Service Class Identifier; and the PCRF is also include the indicator in the PCC rule that the PCEF should detect the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;


B) The enhancement to the TDF is mapping the Application Identifier to the Service Class Identifier based on the ADC rule provided by the PCRF;



C) The enhancement to the PCEF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header based on the PCC rule provided by the PCRF;



(3)   PCC impact for PMIP-based 3GPP access with combined node & standalone TDF


The PCC impact for combined node is as (1), the PCC impact for standalone TDF node is as (2), and additionally:



If the QoS rule is pre-configured in the BBERF; 



A) The enhancement to the BBERF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;



If the QoS rule is provided in the PCRF:



A) The enhancement to the PCRF is including the indicator in the QoS rule that the BBERF should detect the Service Class Identifier based on the filter information and insert SCI to the GTP-U header;



B) The enhancement to the BBERF is detecting the Service Class Identifier based on the filter information and insert SCI to the GTP-U header based on the QoC rule provided by the PCRF;



(4) PCC impact for DSCP solution terminating in P-GW/GGSN


For standalone TDF, refer to (2), and for PMIP-based 3GPP access, refer to (3).


(5) PCC impact for DSCP solution terminating in SGSN;



For standalone TDF, refer to (2), and for PMIP-based 3GPP access, refer to (3), the only difference is the TDF need insert SCI to the DSCP header after mapping the Application Identifier to the Service Class Identifier, and the P-GW/GGSN just forward the IP packet transparently.


3. Conclusion



From above analysis we can see


(1)  There’s less PCC impact for the combined node, if the PCC rule or ADC rule is pre-configured in the PCEF;



(2)  For the PMIP-based 3GPP access with standalone TDF, PCC/ADC/QoS rule provided by the PCRF is more efficient than pre-configured rules.
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Introduction



At the last CT4/CT3 meeting, the working assumption has been agreed that a GTP-U header extension is used between PCEF and SGSN to convey application Ids for SIRIG, and that IP DSCP markings are used between a standalone TDF and the PCEF. However, details of the related PCC control have been left for further study. Also, concerns have been raised that the PCEF should not convert DSCP markings from other sources than a TDF, in particular from external networks, to application IDs in GTP-U headers. The present contribution provides some analysis into those topics.


DSCP values received from operator-controlled network



It is a frequent policy in networks where Diffserv is used to prioritize traffic, that DSCP markings from unknown 


external networks are removed at the network border. This is also required as DSCP values are not completely standardised but their usage is left to network policies. In a 3GPP network, this could e.g. happen in an edge router or firewall; however the behaviour of such entities is not standardised by 3GPP and depends on operator configuration. In particular, if the PCEF connects the PS domain to an operator controlled IP network that uses Diffserv (e.g. used for IMS related traffic), all DSCP values received from that network at the PCEF can be trusted. 
Operator controlled networks might e.g. be used for IMS related traffic. However, such traffic is likely to be identified to PCC by an AS via the Rx interface, and a TDF might thus not be required in such a deployment scenario.


DSCP values received from untrusted external network



However, normal IP traffic is likely to be offloaded to external networks close to the PCEF, and in many deployments DSCP markings from external networks might thus be received at the PCEF (and forwarded on to the UE, as 3GPP did not assign any significance to DSCP markings in the "inner" IP layer transported by GTP-U in the PS domain). In such a deployment scenario, DSCP markings cannot be trusted unless they are provided by a TDF in front of the PCEF.



How can a PCEF decide if traffic passed an external TDF?



It is not standardised how downlink traffic is routed through a standalone TDF. However, such a standalone TDF does not modify the IP addresses of traffic it passes. It is thus very likely that the TDF is inserted by means of IP routeing, i.e. that all traffic towards a given range of IP address destinations (assigned to UEs by the PCEF) is routed through the TDF. Deployments with and without TDF may still be used at the same PCEF; the PCEF would assign separate IP address ranges and/or connect to different IP address domains (e.g. external network or operator controlled IP domain). Selection of the address domain for a new IP CAN session at the PCEF could e.g. be based upon APN or user subscription details (received via Gi AAA). However, it is very likely that either all or none of the downlink traffic of a given IP CAN session passes a TDF. 



How can a PCEF identify DSCP marks applied by a TDF, in contrast to DSCP marks passed by a TDF?



For downlink traffic from untrusted networks only TDF supplied DSCP marks should be mapped at the PCEF. However for traffic passing a TDF, a PCEF can hardly decide if the TDF applied DSCP marking or passed received DSCP marks, unless the TDF behaviour is well defined and the PCEF behaviour is aligned. Also, the PCEF requires means to decide if the traffic passed the TDF.


TDF behaviour



The author of this contribution has considered several alternatives for the TDF behaviour:



A.1
It is a configuration option for the TDF (i) to apply or (ii) not to apply DSCP marking, but this option applies to all users and all application detection rules (application detection rules vary only in the applicable DSCP marking; also traffic with no matching application detection rule obtains a default DSCP marking).


A.2
It is a configuration option at the TDF (i) either to apply DSCP marking to all received downlink packets, (ii) or to pass all received DSCP markings, (iii) or to apply DSCP markings only to some downlink packets as identified by application detection rules and otherwise pass received DSCP marks. 

Compared to proposal (1), option (iii) has been added. This option might be of interest if the TDF is receiving downlink traffic from within a trusted network, and DSCP markings from other network elements than the TDF are also desired to be mapped to SIRIG GTP-U application identifiers. However, this scenario is regarded as less important.



A.3
The PCRF controls on a per-user basis if a TDF applies DSCP marking or not.

This proposal is not recommended because:



· The proposal would not work for unsolicited application reporting at the TDF.



· The physical placement of the TDF decides if it will handle traffic from trusted or untrusted networks, so it is likely that the same DSCP marking policy applies for all users.



· The control if SIRIG GTP-U application identification is done for a given user and access network (SIRIG only applies to GERAN) can be left to the PCEF without negative impacts on the TDF, assuming that DSCP marking does not lead to any significant load at the TDF compared to the deep packet inspection it performs.



· A finer granularity of control on a per user basis might be more useful and will be discussed below: The TDF may control which DSCP marking to perform within application detection rules.



· Some unnecessary complexity is added to the Sd interface protocol.


A.3
The PCRF controls on a per-application rule basis if a TDF applies DSCP marking or not.

This proposal is not recommended because a PCEF is not able to perform a comparable granularity of filtering without deep packet inspection and would thus not be able to identify packets where the TDF performed DSCP marking. (Passing IP filters from TDF via PCRF to PCEF upon application detection is too slow.)


Alternative A.1 for the TDF behaviour is considered simplest and suggested.


 PCEF behaviour



The author of this contribution has considered several alternatives for the PCEF behaviour:


B.1
For GERAN access, a PCEF decides based on configuration (based e.g. on APN or assigned IP address of an UE) to map or not to map received DSCP values into GTP-U application identifiers for an IP CAN session. For other access types, a PCEF shall not map received DSCP values.



This proposal fits to proposal A.1 or A.2


B.2
The PCRF controls on a per-user basis if a PCEF applies DSCP mapping. The PCRF shall only configure the PCEF to apply DSCP mapping for GERAN access.





This proposal fits to proposal A.3


An advantage of this proposal would be that it supports scenarios where the TDF is inserted for more users than the users that should receive SIRIG application marking. (However, this scenario could also be addressed by selecting appropriate application detection rules at the TDF, see below).



This proposal is not recommended because:


· A per user distinction is likely to require suitable IP address assignment as a prerequisite to guarantee that a TDF is inserted, and this is controlled by the PCEF at IP CAN session establishment before the PCRF is contacted. So the proposal would require double administration of related information at the PCRF.



· The physical placement of the TDF decides if it will handle traffic from trusted or untrusted networks, so it is likely that the TDF either applies DSCP marking for all or no users (different users might still obtain different DSCP marks).


· Some unnecessary complexity is added to the Gx interface protocol.



B.3
The PCRF controls on a PCC rule basis if a PCEF applies DSCP mapping. The PCRF shall only configure the PCEF to apply DSCP mapping for GERAN access.

This proposal is not recommended because:



· It is hardly possible to decide with the help of IP filters if a TDF has processed the IP packet.


· It is very likely that either all or none of the downlink traffic of a given IP CAN session passes a TDF.



· Unnecessary complexity is added to the Gx interface protocol.


Alternative B.1 for the PCEF behaviour is considered simplest and suggested.


How can different SIRIG application marking depending on user subscription be achieved?


Some interest in use cases, where SIRIG application marking depends on user description details, has been expressed in past SIRIG related discussions. For instance, only a user with a "gold" subscription might be entitled to get a special SIRIG application marking for a certain application that gives some priority handling within GERAN.


Only the PCRF can access a subscriber profile and thus needs to configure the TDF and/or PCEF accordingly. As the PCEF only performs mapping of DSCP codepoints, a finer granularity of control can be achieved by controlling the TDF functionality


The author of this contribution has considered several alternatives for the signalling between PCEF and TDF:



C.1
Existing application rules are extended with applicable DSCP markings as part of their preconfigured information.
To achieve user profile specific behaviour, the PCEF may use solicited TDF control to enable application detection rules with suitable preconfigured DSCP marking information.



This proposal fits to proposal A.1 or A.2. For application rules without configured information, a default DSCP marking could be applied. If DSCP marking is disabled at the TDF, DSCP marking information within application detection rules is ignored.




An advantage is that there are no impacts on Rx signalling.

Preconfigured DSCP marking information within application detection rules is likely to be required in any case to support a TDF with unsolicited application reporting (that does not allow for per-user distinctions). 
This option is thus likely to be possible in any case.





A possible disadvantage could be that use cases where detection of the same application is required for several different user profiles, but different user-profile dependent DSCP markings for that application are desired, the same preconfigured application detection rule apart from different DSCP marking would be required several times.
However, it is unclear if such use cases, where the simpler approach to only enable an application detection rule if a special DSCP marking is required for certain subscriber profiles is not sufficient, are frequent.




C.2
Using solicited TDF control, the PCEF indicates with a new IE added to the application detection rule the DSCP marking to apply.



This proposal can be an extension on top of proposal C.1. 
This proposal fits to proposal A.1 or A.2. For application rules without DSCP information, a default DSCP marking could be applied. If DSCP marking is disabled at the TDF, DSCP marking information within application detection rules is ignored.





It addresses the use cases where detection of the same application is required for several different user profiles, but different user-profile dependent DSCP markings for that application are desired.





A drawback is that this proposal is not well suited to control a combined PCEF and TDF, where GTP-U application IDs rather than DSCP marking is performed.



C.3
Using solicited TDF control, the PCEF indicates with a new IE added to the application detection rule an application marking category (e.g. enumerated values A, B , C , ...). The mapping of those categories categories to DSCP markings is preconfigured at the TDF.



This proposal can be an extension on top of proposal C.1 and an alternative to C.2. This proposal fits to proposal A.1 or A.2. For application rules without application marking category information, a default DSCP marking could be applied. If DSCP marking is disabled at the TDF, the application marking category within application detection rules is ignored.





It addresses the use cases where detection of the same application is required for several different user profiles, but different user-profile dependent DSCP markings for that application are desired.




This proposal is equally well suited to control a combined PCEF and TDF, where GTP-U application IDs rather than DSCP marking is performed.



Alternative C.1 for the TDF behaviour is considered simplest and suggested.


Summary of proposals


It is very likely that either all or none of the downlink traffic passes a TDF a given IP CAN session.


A TDF that applies SIRIG application marking replaces all received downlink DSCP marks with new DSCP values. It is a configuration option for the TDF to apply or nor apply DSCP marking, but this option applies to all users and all application detection rules. Application detection rules vary only in the applicable DSCP marking; also traffic with no matching application detection rule obtains a default DSCP marking.


For GERAN access, a PCEF decides based on configuration (based e.g. on APN or assigned IP address of an UE) to map or not to map received DSCP values into GTP-U application identifiers for an IP CAN session. For other access types, a PCEF shall not map received DSCP values



Existing application rules are extended with applicable DSCP markings as part of their preconfigured information.



To achieve user profile specific behaviour, the PCEF may use solicited TDF control to enable application detection rules with suitable preconfigured DSCP marking information.
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2. Conclusions

This conference call has good progress and has reached the following agreements:


For the separate TDF case


1) The entire TDF is configured to either perform DSCP marking or not for all passed IP packets (to guarantee that no DSCP marks from un-trusted sources are forwarded).

2) The applicable DSCP marking for an application is part of the preconfigured information within the corresponding pre-defined ADC rules at the TDF.

3) The PCRF can control the applicable DSCP marking at the TDF depending on user profile by activating suitable pre-defined ADC rules (existing PCC functionality).  

Editor’s Note: It is FFS whether the dynamic ADC rule can be used to control the applicable DSCP marking at the TDF.

4) For ADC rules without DSCP marking information and packets not matching any ADC rule, the TDF applies a DSCP marking with a default value. In this case, the PCEF does not perform the mapping between DSCP values and SCI for the default DSCP value.

5) The PCEF decides based upon APN if any mapping of received DSCP values to SIRIG GTP-U application IDs (SAI) is to be performed.

6) The mapping between DSCP values and SCI values is also configured at the PCEF.

For the combined TDF/PCEF case


1) The applicable SIRIG GTP-U application IDs (SAI) marking can be part of the preconfigured information within pre-defined ADC rules at the TDF/PCEF.

Editor’s Note: It is FFS if pre-defined PCC rules can also be used.

2) The PCRF can control the applicable DSCP marking at the TDF/PCEF depending on user profile by activating suitable pre-defined ADC rules (existing PCC functionality).

Editor’s Note: It is FFS whether the dynamic ADC rule can be used to control the applicable DSCP marking at the TDF/PCEF.

For both the separate TDF case and the combined TDF/PCEF case

1) The impact to charging is out of scope of SIRIG in Rel-11;


2) It is optional for the PCEF to perform GTP-U marking only when the user is under GERAN. For handover from other access type (e.g. UTRAN to GERAN or vice versa), the PCEF is aware of the RAT type and only supplies GTP-U extension headers for GERAN access. The PCRF does not need to control the applicable DSCP marking at the TDF/PCEF for handover. This also avoids service interruption when the RAT changes

3. Work plan for the next step;


1) Based on the agreement reached today, it’s agreed the draft TS 23.203 CR will be submitted to CT3 & CT4, and then further sent to SA2 via a joint CT4/CT3 LS together with the other CRs (e.g. 23.060) & papers providing background information on the CT4/CT3 design choices. Thomas voluntarily to draft these contributions; except the CR, it’s also suggested to draft a discussion paper to address the conclusion from CT3; the draft contributions will be available before 27th March for comments; and will be discussed at the next conference call on 29th March;

2) Before the next SA2 meeting, it’s suggested to coordinate SA2 colleagues at the company level for the draft contributions of TS 23.203, which can make this work more smooth in SA2;

3) In order to have more time for CT3 before June plenary meeting, it’s suggested to have parallel work in CT3, Weihua voluntarily to draft contributions for CT3 April meeting, which will depend on SA2 CR.

4) It was agreed to schedule a third conference call.  


Next Conference Call


Date:  
29st March 2012


Time:  09:00 – 11:00 Central European summer Time

Conference bridge:  Same as for the call today

The invitation will be sent out later.
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Introduction



The 1st conference call has discussed the PCC impact for SIRIG, however, there are some questions have been left for further study. The present contribution provides some analysis into those topics.



Further Questions for email discussion before the next conference call:



(1) If and how to extend the PCC/ADC rule to include the indicator which can be used to indicate the DSCP marking/GTP-U header extension need?



If the dynamic ADC rule is used for a stand-alone TDF to start the IP DSCP marking, the ADC rule can be extended to include a SIRIG indication to indicate:



A) Whether to take the DSCP marking;


B) The related DSCP value for the DSCP marking corresponding to the TDF-Application-Identifier.


(2) Whether we need to use QCI for SIRIG?



The objective of the SIRIG is providing SCI to the GERAN, in order to have a simple solution, it’s not recommended to use QCI for SIRIG. 



(3) If we use QCI, how to map to the SCI?



Refer to (2)


(4)  How the stand-alone TDF decides to do the marking? 



A) If the Dynamic ADC rule is used:  TDF decides to do the DSCP marking according to the SIRIG indication in the ADC rule provided by the PCRF; 


B) If the pre-defined ADC rule is used:  TDF decides to do the DSCP marking based on the preconfigured information.


(5)  The PCRF and PCEF may not have the packet filter information for the applications with non-deducible service data flows, in such case, how to define the PCC rule for e.g. ToS marking, charging etc.?


The current PCC rule definition includes the ToS (IPv4) and Traffic Class & Flow Label (IPv6), which may be used for the non-deducible service data flows. However, we may also need consider the drawback (e.g. complexity) if we use dynamic PCC rule for the SIRIG. 


(6) Is there any impact on charging/usage monitoring as a result of actions performed by SIRIG in the radio network? 


A) If the Dynamic PCC rule is used, and in case of the network perform the specified charging/usage monitoring to the application related to the SIRIG, the PCRF can provide specific charging key to the PCEF;


B) If the pre-defined PCC is used, the charging key can be pre-configured in the PCEF for the charging/usage monitoring. The charging/usage monitoring can be taken as a separated issue which does not depend on the SIRIG. 


(7) For handover from other access type (e.g. UTRAN) to GERAN or vice versa, how to support the SIRIG functionality?



A) If the Dynamic PCC rule is used, when the UE handover from other access type to GERAN the PCRF can activate or modify the ADC rule to launch the SIRIG which is described in the question 1).


B) If the pre-defined PCC is used, the TDF mark the packet data using the application id preconfigured. If GGSN/PGW is aware that the UE handover to GERAN it can decide to use the GTP-U header to convey the SCI between GGSN/PGW and SGSN.


(8) How can a PCEF decide if traffic passed an external TDF?



Agree with Thomas, we can assume that either all or none of the downlink traffic of a given IP CAN session passes a TDF.


(9) How can a PCEF identify DSCP marks applied by a TDF, in contrast to DSCP marks bypassed by a TDF?



A) For the separate TDF/PCEF


Agree with Thomas, that entire TDF is configured to either perform DSCP marking or not for all passed IP packets. The applicable DSCP marking can be part of the preconfigured information within ADC rules. For ADC rules without DSCP marking information and packets not matching any ADC rule, the TDF applies a DSCP marking with a default value.


The PCEF decides based upon APN if any mapping of received DSCP values to SIRIG GTP-U application IDs (SAI) is to be performed. The mapping between DSCP values and SCI values is also configured at the PCEF per APN.



B) For the combined TDF/PCEF


The applicable SIRIG GTP-U application IDs (SAI) marking can be part of the preconfigured information within ADC rules. 


(10) If the DSCP marking is applied, which granularity should be, for ADC rule level, per UE level, or for all user level?


For stand-alone TDF, it is configured to perform DSCP for all the user level; and for the PCEF, the mapping between DSCP values and SCI values can be configured per APN, or per UE level. 


(11) How can different SIRIG application marking depending on user subscription be achieved?


For SIRIG, it’s unlikely to change the SIRIG related user subscription information frequently, so, the user subscription information can be part of the pre-defined ADC rule, and then different SIRIG application marking can depend on the user subscription information.


(12) In case of standalone TDF, which entity (TDF or PCEF) should be responsible for making a decision whether to apply marking/following translation e.g. only for GERAN? (TDF can get session parameters including e.g. RAT and IP-CAN type at the beginning of the session from the PCRF; this part already exists in standards)


The TDF can get the RAT and IP-CAN type at the beginning of the Sd session from the PCRF, so, based on the pre-defined ADC rule, the TDF can decide whether to apply marking for GERAN access;



The PCEF can also get the RAT and IP-CAN type at the beginning of the IP-CAN session from the SGSN, based on the pre-defined PCC rule, the PCEF can decide whether to apply DSCP to SCI mapping for GERAN access.
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Introduction



This contributions suggests answers for the questions identified at the last SIRIG PCC Telko and also suggest a technical solution for the PCC SIRIG handling.


Answers to questions


(1) If and how to extend the PCC/ADC rule to include the indicator which can be used to indicate the DSCP marking/GTP-U header extension need?


Information that requests DSCP marking (for a standalone TDF) or marking with application Ids in GTP-U header extensions (for a combined PCEF and TDF) should be added as part of the preconfigured information in ADC rules and predefined PCC rules.



Nokia Siemens Networks is open if signalling extensions that allow the PCRF to indicate this information are defined in addition.



The mapping of received DSCP markings to GTP-U header extensions (for a combined PCEF and GGSN) is performed independent of PCC rules.



(2) Whether we need to use QCI for SIRIG?


QCIs are not appropriate to control DSCP marking (for a standalone TDF) or marking with application Ids in GTP-U header extensions (for a combined PCEF and GGSN) in ADC rules or PCC rules.



QCIs are also not appropriate to control the mapping of DSCP values to application Ids in GTP-U header extension within the PCEF.



Reasons:



The QCI is about quality of service class, rather than application identifications as requested by SIRIG.



An important anticipated GERAN usage of application Ids relates to bandwidth/timeslot number reservation; while this usage has something to do with QoS, bandwidth is controlled by other parameters than QCI according to PCC principles. 


Further, the PCC principle that PCC rules are bound to bearers with the same QCI would be broken as different SIRIG applications are expected to be transported in the same bearer.



Further, many IP Flows related to WEB browsing identified by SIRIG may be too short lived for bearer reconfiguration that could be triggered by QCIs.


Only PCC rules contain QCIs, but ADC rules should also be used to control SIRIG marking. However, it is desirable to request DSCP/GTP-U marking in a similar manner in both cases.


DSCP values and SIRIG applications ID need to be configured in many network entities (also BSCs, IP routers) and their mapping is thus unlikely to change frequently or be user dependent (For a standalone TDF, per user differentiation can rather be controlled by the PCEF by activating appropriate ADC rules in the TDF).



(3)  If we use QCI, how to map to the SCI?


We should not use QCI for SIRIG



(4)  How the stand-alone TDF decides to do the marking? 


The TDF is configured to perform DSCP marking for all downlink IP packets that pass it.



Information that requests a specific DSCP marking should be added as part of the preconfigured information in ADC rules.


For ADC rules without such information and IP packets not matching any ADC rules a configurable default DSCP value is used.


(5)  The PCRF and PCEF may not have the packet filter information for the applications with non-deducible service data flows, in such case, how to define the PCC rule for e.g. ToS marking, charging etc.?



For a standalone TDF, it is not possible to define a PCC rule that selects at the PCEF exactly the IP flows matching one ADC rule at the TDF unless the ADC rule uses a specific DSCP value not assigned to any other ADC rule.


However, it is possible to define a PCC rule with a TOS filter to select all IP flows matching any of the applications that the TDF marks with that DSCP value. It also needs to be guaranteed that the IP packets have passed the TDF and that the DSCP marking comes from the TDF; see questions 8 and 9.


For a combined PCEF/TDF, the PCRF cannot supply filter information for deep packet inspection. However, the PCEF can activate suitable ADC or predefined PCC rules with preconfigured DPI information.



(6) Is there any impact on charging/usage monitoring as a result of actions performed by SIRIG in the radio network? 



The SIRIG WID says there are no charging impacts.


Operators desiring to collect SIRIG specific charging information could use existing PCC mechanisms, using predefined PCC rules for a combined TDF/PCEF or PCC rules with ToS filters for a standalone TDF.



(7) For handover from other access type (e.g. UTRAN) to GERAN or vice versa, how to support the SIRIG functionality?


The PCEF is aware of the RAT type and only supplies GTP-U extension headers for GERAN access. The PCRF does not need to perform any related reconfigurations. This also avoids service interruption when the RAT changes.



(8) How can a PCEF decide if traffic passed an external TDF?


It is a per-APN configurable option at the PCEF to map received DSCP values to GTP-U header extension SIRIG application IDs.


(The APN decides upon IP address assignment at the PCEF and interconnected network. The downlink traffic is routed through the TDF by means of IP routeing depending on the assigned IP address)



(9) How can a PCEF identify DSCP marks applied by a TDF, in contrast to DSCP marks bypassed by a TDF?


The TDF is configured to perform DSCP marking for all downlink IP packets that pass it.



(10) If the DSCP marking is applied, which granularity should be, for ADC rule level, per UE level, or for all user level?


At the standalone TDF: For all users.


For the mapping at the PCEF: Per APN.



(It is assumed that the APN decides about an interconnected network and if a given TDF is inserted.)



(11) How can different SIRIG application marking depending on user subscription be achieved?



The PCRF activates suitable ADC or predefined PCC rules.


(12) In case of standalone TDF, which entity (TDF or PCEF) should be responsible for making a decision whether to apply marking/following translation e.g. only for GERAN? (TDF can get session parameters including e.g. RAT and IP-CAN type at the beginning of the session from the PCRF; this part already exists in standards)


The PCEF shall only apply mapping for GERAN access.



This rules out configuration failures and avoids temporal service interruptions during handover. 


It is anticipated that DSCP marking at the TDF does not require significant processing load and thus no harm is done if the TDF always performs DSCP marking. However, operators can still choose in addition to configure the PCRF to enable or disable ADC rules with DSCP marking at the TDF using existing PCC mechanisms. 


Summary of Technical Proposal



For the separate TDF case



1. The entire TDF is configured to either perform DSCP marking or not for all passed IP packets (to guarantee that no DSCP marks from untrusted sources are forwarded.) (For discussion) As a third configuration option for a TDF within a network with trusted DSCP values could be that the TDF passes received DSCP marks unless an ADC rule demands DSCP marking.


2. The applicable DSCP marking for an application is part of the preconfigured information within the corresponding ADC rules.


3. The PCRF can control the applicable DSCP marking at the TDF depending on user profile by activating suitable ADC rules (existing PCC functionality)  (For discussion: and possibly by providing new information (format TBD) within the ADC rule activation to request a certain DSCP/SAI marking.)


4. For ADC rules without DSCP marking information and packets not matching any ADC rule, the TDF applies a DSCP marking with a default value.



5. The PCEF decides based upon APN if any mapping of received DSCP values to SIRIG GTP-U application IDs (SAI) is to be performed.



6. The mapping between DSCP values and SCI values is also configured at the PCEF.


Note: If the PCEF desires any specific PCC functionality (e.g. requesting related FBC or indicating an applicable QCI to influence bearer mapping) related to flows marked by the TDF with some specific DSCP value, it may use the existing PCC functionality of a PCC rules with a TOS filter set to that DSCP value.



For the combined TDF/PCEF case



1. The applicable SIRIG GTP-U application IDs (SAI) marking can be part of the preconfigured information within ADC rules or predefined PCC rules.


2. The PCRF can control the applicable DSCP marking depending on user profile by activating suitable ADC or PCC rules (existing PCC functionality)  (For discussion: and possibly by providing new information (format TBD) within the ADC or PCC rule activation to request a certain SAI marking).


Note:  If the PCEF desires any specific PCC functionality (related to flows obtaining a specific SAI marking e.g. requesting related FBC or indicating an applicable QCI to influence bearer mapping), it will use PCC rules rather than ADC rules to request SAI marking.









