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1. Introduction

This is a discussion of the SIMTC impacts on CT3 and specifically the Tsp interface protocol choice
2. Output from SA2#89

The SIMTC SA2 work was closed at this meeting. No Exemption will be requested to SA from SA2. As usual quite a few SA2 category F CRs can be expected the coming year. 

The Rel-11 SIMTC can be summarized as:

· Architecture for Machine-Type Communication

· New interfaces are specified for machine-type communication. 

· One new reference point is in the scope of CT3, Tsp.

· IP addressing
· It is recommended to use IPv6 for MTC devices (IPv4 is deprecated). 
· No CT3 further impacts are expected than an already submitted and agreed CR, C3-120388. 
· On-line Device trigger 

· A SMS-MT based Device Triggering procedure over Tsp and delivery using T4 is specified in TS 23.682. 

· The optimized interface T5 between MTC-IWF and MME/SGSN/MSC and also generic NAS delivery have both been postponed. 
· Tsp is in the scope of CT3.
· External Identifiers

· The HSS stores the External Identifier in the subscription information

· The MTC-IWF queries the HSS to translate External Identifier into IMSI at Tsp based Device Triggering procedure
· The MTC AAA queries the HSS to translate IMSI into External Identifier at  RADIUS/Diameter communication on the Gi/SGi interfaces when MSISDN cannot be used

· PS-only 
· A PS-only solution has been outlined, with two subscription modes (PS-only preferred and PS-only enforced). But some stage 2 specification work should remain.
· The possibility to transfer MT and MO SMS between SMS-SC/SMS-GMSC/SMS-IWMSC/SMS Router and MME in PS-only modes.
· Tsp interface not impacted. 

3 Architecture for Machine-Type Communication
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 Figure 3-1: 3GPP Architecture for Machine-Type Communication

The description of the MTC related reference points:
Tsms:
Reference point used by an entity outside the 3GPP network to communicate with UEs used for MTC via SMS.

Tsp:
Reference point used by a SCS to communicate with the MTC-IWF related control plane signalling.

T4:
Reference point used by MTC-IWF to route device trigger to the SMS-SC in the HPLMN.

T5a:
Reference point used between MTC-IWF and serving SGSN.

T5b:
Reference point used between MTC-IWF and serving MME.

T5c:
Reference point used between MTC-IWF and serving MSC.

S6m:
Reference point used by MTC-IWF to interrrogate HSS/HLR
NOTE 1: Tsp is in scope of CT3.

NOTE 2: T4, T5a/b/c, S6m are in the scope of CT4.

NOTE 3: In this release of the specification, T5a/b/c reference points are not specified.
4. CT3 impacts, Rel-11
4.1 On-line Device Triggering

4.1.1 Tsp reference point 
4.1.1.1 Tsp reference point requirements

The Tsp reference point shall fulfil the following requirements:

· connect a MTC-IWF to one or more SCSs;
· supports the following device trigger functionality:
· reception of a device trigger request from SCS;
· report to the SCS the acceptance or non-acceptance of the device trigger request;
· report to the SCS the success or failure of a device trigger delivery; and
· provides congestion/load control information to SCS as part of the response to trigger requests.
· support ability for security and privacy protection for communication between the MTC-IWF and SCS; and

Editor’s Note: Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

· Domain Name System procedures similar to what is specified in TS 29.303 [9] may be used by the SCS for lookup and selection of which specific MTC-IWF to be used.
4.2 Definition External Identifiers

CT4 shall specify the External Identifier in TS 23.008. Ericsson has resubmitted a CR on 23.008. The tdoc number is C4-12xxxx.
CT3 impact

· External Identifier is the device identifier to be carried over Tsp reference point.
· “IMSI to External Identifier” translation at egress signalling and “External Identifier to IMSI” translation at ingress signaling is needed with help of RADIUS/Diameter communication on the Gi/SGi interfaces when MSISDN cannot be used.
4.3 Tsp protocol choice
The protocol choice for Tsp reference point should meet the requirements (functionality, capacity, characteristics and security) of today but it should also have to possibility meet future requirements. The protocol chosen shall serve the purpose of the Tsp reference point in the best possible way considering above mentioned parameters furthermore the “ease of use” should be considered when choosing a suitable protocol.. 

Also to consider is the complexity and synergies in the selected protocol when interworking with other surrounding reference points and their protocols. 

Another parameter to consider is the location of the SCS, will it most commonly be located in the operator domain or outside it.
Extract from TS 23.682,
“The SCS is either
· MTC Service Provider controlled: The SCS is an entity outside of the operator domain and Tsp is an external interfaces (i.e. to a third party MTC Service Provider); or
· 3GPP network operator controlled: The SCS is an entity inside the operator domain and Tsp is internal to the PLMN;”
The following sub clauses contain information and conclusions from a selected number of protocols that Ericsson has investigated as possible Tsp protocol choices.
4.3.1 DIAMETER/SCTP

The DIAMETER protocol is commonly used for control plane signalling in 3GPP networks on internal and external interfaces and can also be a suitable protocol choice for the Tsp reference point. One of the benefits of using DIAMETER is the freedom to design the protocol from “scratch”. It is fully possible to design the protocol to serve the exact purpose of the Tsp reference point, in terms of using a unique Application Id, unique Commands and AVPs specially designed for MTC functionality.

The DIAMETER protocol can work both in a stateful or stateless mode, the preferred mode needs to be further analysed and future possible functionality should be considered in that analyse.

The SCS would act as Diameter client and the MTC-IWF as server.
· New application id would be used for Tsp
· New dedicated Diameter commands would probably be used.
- Containing mandatory AVPs from Diameter base protocol, re-used AVPs (if suitable) and new Tsp specific AVPs.
· Diameter commands specified will handle both client initiated communication (SCS initiated) and server initiated communication (MTC-IWF initiated).
· Tsp will be able to make use of built in functionality as capability exchange, Diameter routing, Diameter redirect, failure detection etc. 
· A Diameter session will be established peer to peer and used for all communication between SCS and MTC-IWF.
DIAMETER Routing can be used to find the correct MTC-IWF, based on Destination Host or Destination Realm mapped from the FQDN of the External Id. 
Also SIP, DNS or other suitable protocol could be used for “MTC-IWF lookup”, using the External Id as the MTC-IWF lookup key. The result of such lookup would be the destination host to be used when addressing the MTC-IWF over the DIAMETER network.
As an example of interfaces already defined today that have a similar communication model as the Tsp interface I would like to mention, Rx and Sh interfaces (See Annex B and Annex C).

Diameter over SCTP – Pros

· Well known and proven control plane protocol in packet core networks
· One session used for all communication

· Easy to streamline/optimize for the exact purpose of Tsp

· Easy to extend with future functionality

· Session oriented, with possibility to use either stateless or stateful communication

· Should serve any capacity, characteristics and security demands
Diameter over SCTP – Cons

· Maybe not established in the broad "development community“ in the same way as for instance HTTP

· Not as simple as HTTP to implement for an SCS developer
· Session oriented compared to SIP SIMPLE/UDP
· Requires a DIAMETER network between SCSs and MTC-IWFs
4.3.2 HTTP RESTful/TCP

ETSI M2M has adopted the RESTful architecture style. The intention is to use it on interfaces on the “upper side” of the SCS (mId? and mIa reference points) and also for the M2M communication over the User Plane, application server to device (mId).
HTTP RESTful can also be used for Tsp reference point.
The SCS would act as HTTP REST client and the MTC-IWF as HTTP REST server.  

· SCS need to setup one of more TCP sessions between SCS and MTC-IWF.
· These sessions probably need to be kept alive, HTTP has support for that.
· The client (SCS) need to always have at least one HTTP request open towards the server to be able to receive response(s) from the server.
· The MTC specific content of the response from the server do not need to correlate with MTC specific content of the request.
· It is fully possible to have an “open request” (Without any MTC specific content) from the SCS to the MTC-IWF. The request is needed for the SCS to be able to receive also device initiated data or monitoring information.

· Tsp will make use of the HTTP protocol to build wanted content to be carried in the HTTP message. (e.g. XML or JSON (JavaScript Object Notation” (RFC 4627)))
· External Id

· Trigger content

· Etc

· Multiple device trigger information in one request would be technically possible.

SIP, DNS or other suitable protocol could be used for “MTC-IWF lookup”, using the External Id as the MTC-IWF lookup key. The result of such lookup would be the destination IP address to be used when addressing the MTC-IWF.

HTTP over TCP – Pros

· Established in the broad “development community” which should enable all kind of “players” to develop their own SCS.

· Well known protocol, with a lot of tools available
· Re-use of already existing and proven architecture model (REST)
· Adopted by ETSI M2M for their reference points

HTTP over TCP – Cons

· Unclear if capacity, characteristics, security meats the demand from this kind of interface

· Few or many TCP sessions?
· Few or many devices triggered in the same request?
· Sensible to attacks? TCP syn attacks, Port scan

· IPSec or SSL/TLS solve most security problems?

· Will it meet future functional requirements?

· Session oriented
· Large “server parks” needed?
4.3.3 SIP SIMPLE/UDP
SIP SIMPLE is a light weight protocol that could be used over Tsp reference point.
One way to design the network using SIP is to use the MTC-IWF as a SIP User Agent Server, the SCS as a SIP Location Server and the Application Server as User Agent Client.  

· Example of SIP methods suitable to use (incl. the SIP extension SIMPLE methods)

· OPTIONS: Solicits information about a server's capabilities.

· Used for capability exchange

· SUBSCRIBE: Requests current state and state updates from a remote node

· Used for subscribing to services, e.g.  device monitoring

· NOTIFY: Informs a subscriber about the state of a resource

· Used for sending subscribed information from MTC-IWF to Application Server e.g. device monitoring information

· MESSAGE: Transfers instant messages

· Might be used for “small data” over control plane.
SIP/SIMPLE over UDP – Pros

· Lightweight protocol

· Little overhead

· Session less

· Fast

· Re-use of existing methods

· Proxies can be used to route/redirect request and enforce policies like admission and charging

· Session border controllers can be deployed for operator topology hiding
SIP/SIMPLE over UDP – Cons

· UDP is an unreliable protocol. (Even if there are extensions taking care of that.)

· Application need to take care of reliability, flow control, handle large data chunks in multiple packets etc.

· Security? Flood attacks, Port scan, 

· Will it meet future demands?
5. Conclusions
With above considerations and information it is proposed to move forward on a DIAMETER based interface for the Tsp reference point. A DIAMETER based interface meet current requirement and have the possibility to meet future requirements the best. The protocol choice will make it possible to streamline and optimize the interface for the exact purpose of the Tsp reference point.

The following actions are identified so far:

· It needs to be further studied if it shall be a stateless or stateful mode of the interface.

· New application Id will be needed and have to be allocated and defined.
· New commands are recommended to be allocated, defined and used.

· New AVPs will be needed to be allocated and defined for Tsp reference point unique information.

· General Interface requirements, such as failure handling, security, etc. need to be studied and defined.
Annex A: Tsp related call flows from TS 23.682

5.2.1
Device triggering procedure over Tsp
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Figure 5.2.1-1: Device triggering procedure over Tsp

1.
The SCS determines the need to trigger the device. If the SCS has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier of the UE to be triggered.

2.
The SCS sends the Device Trigger Request (External Identifier or MSISDN, SCS Identifier, Trigger Reference Number, validity period, priority and trigger payload) message to the MTC-IWF. The SCS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application.
3.
The MTC-IWF checks that the SCS is authorised to send trigger requests and that the SCS has not exceeded its quota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.

4.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS to determine if SCS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the identities of the UE's serving CN node(s).

NOTE 1:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.

5.
The HSS sends the Subscriber Information Response (IMSI and serving node(s) identities) message. HSS policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS is not allowed to send a trigger message to this UE or valid subscription information was not returned by the HSS, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 6a.

6a.
The MTC-IWF selects trigger delivery procedure based on the information received from HSS and local policy. If T5 delivery procedure is selected, MTC-IWF attempts T5 trigger delivery procedure.

NOTE 2:
The T5 delivery is not supported in this version of the specification.
6b.
If T5 delivery is unsuccessful or not supported by the serving nodes(s) or by the UE or if T4 delivery is selected during step 6a, the MTC-IWF attempts T4 trigger delivery procedure according to clause 5.2.2. Otherwise, this flow continues with step 7.

7.
The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number) message to the SCS with a cause value indicating whether the trigger delivery succeeded or failed and the reason for the failure. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.
8.
In response to the received device trigger, the UE takes some action that takes into consideration the content of the trigger payload. This response typically involves initiation of immediate or later communication with the SCS or an AS.
5.2.2
Trigger Delivery using T4
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Figure 5.2.2-1: T4 Trigger Delivery Flow

1.
The MTC-IWF selects a suitable SMS-SC based on configured information. The MTC-IWF sends a Submit Trigger (External Identifier or MSISDN, IMSI, SCS Identifier, Trigger Reference Number, validity period, priority, serving node ID(s) , SMS Application port ID, trigger payload) message to the SMS-SC. The SMS-SC should avoid an additional HSS interrogation (SRI for SM) and receives necessary parameters in the Submit Trigger message from the MTC-IWF. The SMS Application port ID is set to address the triggering function in the UE (the SMS Application port ID shall be reserved for trigger messages). The SMS-SC does any necessary segmentation for larger messages.

2.
The SMS-SC sends a Submit Trigger Confirm message to the MTC-IWF to confirm that the submission of the SMS has been accepted by the SMS-SC.

3.
The MTC-IWF sends a Device Trigger Confirm message to the SCS to confirm that the Device Trigger Request has been accepted for delivery to the UE.
4, 5, 6.
The short message is delivered to the UE (see MT SMS procedures specified in TS 23.040 [12]). This may involve delivery attempts in MSC, SGSN and/or MME. This may involve delivery attempts over IMS (as specified in TS 23.204 [13]).

The SMS-delivered trigger payload is processed and handled by the triggering function in the UE. Any information contained within the trigger payload is forwarded to the related or addressed UE-application.

7.
The SMS-SC generate the necessary CDR information and includes the SCS Identifier. The SMS Application port which is included in the SM User Data Header is included in the CDRs, i.e. it is possible to perform differentiated charging for an SMS used for triggering purposes.

8.   The SMS-SC shall always send a Message Delivery Report (cause code, trigger reference number, SCS Identifier) to the MTC-IWF.
 Annex B: IP‑CAN Session Modification; PCRF initiated from TS 23.203
7.4.2
IP‑CAN Session Modification; PCRF initiated

This clause describes the signalling flow for the IP‑CAN Session modification initiated by the PCRF. The AF or TDF or the OCS may be involved. An example of PCRF inputs that may trigger the procedure include:

-
Initiation and authorization of a session-based service for which an IP‑CAN Session is modified.

-
A change in the status of a policy counter.

IP‑CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction or TDF-interaction is also applicable here.
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Figure 7.5: IP‑CAN Session Modification; PCRF initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1a.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.
1b.
Alternatively, optionally, for TDF, e.g. the TDF detects the start/stop of an application traffic that matches with one of the activated ADC Rules. Then, in case of solicited application reporting, for the start of traffic detection, in case the enforcement actions were provided as a part of ADC rules, the TDF shall enforce those actions.


For the solicited application reporting, if the start/stop of application traffic detection Event Trigger was received from PCRF, the TDF shall provide application information to the PCRF, including the Application Identifier, start or stop of application traffic detection event trigger and, for the start of application's traffic detection, the service flow data descriptions, if deducible. Additionally, the application instance identifier should be included in the report both for Start and for Stop of application traffic detection, when the service data flow descriptions are provided.


For the unsolicited application reporting, the TDF shall provide application information to the PCRF, including the Application Identifier and the service data flow descriptions, if deducible.

1c.
Alternatively, optionally, the OCS provides a Spending Limit Report to the PCRF as described in clause 7.9.4.

2a.
The PCRF stores the service information if available and responds with the Acknowledgement to the AF. This is applicable to 1a case.

NOTE 3:
Without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the PCEF, e.g. change to configured policy.
NOTE 4:
This procedure could also be triggered by the Gateway Control and QoS Rules Request procedure as described in clause 7.7.3.

3.
If the PCRF determines a change to policy counter status reporting is required, it may alter the subscribed list of policy counters using the Initial, Intermediate or Final Spending Limit Report Request procedures as defined in clauses 7.9.1, 7.9.2 and 7.9.3.

4.
The PCRF makes the authorization and policy decision.

5.
The PCRF may store the application information if available and responds with the Acknowledgement to the TDF (applicable for solicited service reporting as described in case 1b). For the TDF solicited application reporting, the PCRF may provide a new ADC decisions to the TDF within this acknowledge. This may include ADC Rules activation, deactivation and modification. This may also include the list of relevant Event Triggers, according to table 6.2. If the last ADC rule is deactivated, the PCRF requests the TDF to terminate the TDF session toward the PCRF. If there is no active TDF session between the TDF and the PCRF, the PCRF requests the TDF to establish the TDF session towards PCRF and provides Application Detection and Control Rules and Event Triggers to the TDF. In case of local breakout, the V-PCRF shall provide ADC rules as instructed by the H‑PCRF over S9.

5a.
If requested by PCRF, the TDF sends a Provision Ack (accept or reject of the ADC Rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 5. The Provision Ack may also include the list of Event Triggers to report. The Event Triggers indicate to the PCRF what events to be forwarded from the PCRF to the TDF, once PCRF gets the corresponding Event Report from the PCEF/BBERF.

6.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 5 is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

7.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF. The PCRF may also provide all new ADC decisions to the PCEF, enhanced with ADC. If the TDF provided a list of Event Triggers to the PCRF in the previous step, the PCRF shall also provide those Event Triggers to the PCEF.

8.
The PCEF enforces the decision.

9.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

10.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

11.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW (PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 4.


An IP‑CAN bearer termination request is sent by the GW (PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

12.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

13.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

14.
If the AF requested it, the PCRF notifies the AF related bearer level events (e.g. transmission resources are established/released/lost).

15. The AF acknowledges the notification from the PCRF.
Annex C: Sh Call flows from TS 29.328

B.1.1
Data Update, Registration, Notification Subscription.
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Figure B.1.1: Data Update, Registration, Notification Subscription

1.
A user subscribes to a new service. The operator provisions the service in an AS. The AS stores some service data for a user in the HSS, Sh-Update (user identity, updated data) e.g. repository data. 
2.
HSS confirms the data is updated
3.
Some time later, user registers with the network

4.
S-CSCF downloads the data from the HSS (during the procedure S-CSCF Registration Notification on Cx interface). Filter criteria specify that the AS wants to be notified that the end user is registered.

5.
200 OK

6.
S-CSCF sends third party registration message to the application server to notify that user is registered.

7.
200 OK

8.
The AS subscribes to notifications and downloads data needed for providing service from HSS, by means of Sh-Subs-Notif (user identity, requested data, service information and send data indication).

9.
HSS confirms the subscription request and sends data to AS

10.
At some moment, the AS decides to update user’s service data e.g. repository data in the HSS, by means of Sh-Update (user identity, updated data).

11.
The HSS confirms the service data is updated.

12.
At some moment, user data is updated in the HSS. As the AS subscribed to notifications (step 8), the HSS sends to the AS the requested updates, by means of Sh-Notif (user identity, updated data).

13. The AS acknowledges the notification.
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