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Overall description: This paper discusses the P-CSCF failure recovery in case the PMIP protocol is used over the S5 interface.

1. P-CSCF failure recovery in Rel-10 and early releases

The IMS restoration procedures has been standardised in CT4 in Rel-8 time frame and the 3GPP TS 23.380 was generated. This specification basically specifies a set of standardized procedures for automatic restoration for IMS. It can be considered that the 3GPP TS 23.380 covers for IMS restoration all aspects that are similar to those covered in 3GPP TS 23.007 for the restoration procedures in the CS and PS Domains.

 In the 3GPP TS 23.380, there is a standardised procedure for the recovery after P-CSCF failure in section 5. If the P-CSCF failure is detected by the GGSN/PGW, the GGSN/PGW informs alternative P-CSCF addresses to all UEs who have been linked to the failed P-CSCF via SGW and MME. Thereafter once UE receives such data, UE can choose the other (alive) P-CSCF based on the received information by initiating the IMS level registration procedure. By completion of this process, UE can successfully continue the IMS services with minimal service disruption due to the P-CSCF failure.

However according to the latest 3GPP TS 23.380, this P-CSCF failure recovery procedure is only specified for the case where S5 interface is based on the GTP protocols. With this situation, source companies believe that an equivalent functionality that works over the P-MIP based S5 interface needs to be standardised. See below for the P-CSCF failure recovery procedure in 3GPP TS 23.380.
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Figure 1 (Figure 5.1.2a: P-CSCF failure (new list of P-CSCFs in PCO) in 23.380)
2. Discussion

This paper discusses how this functionality can be realized in the EPS where the PMIP is adopted over the S5 interface.

The fundamental issue that source companies see to realize this functionality over the PMIP is that there is no equivalent message sequence in the PMIP protocol as to the Update PDP context request message from the PGW in the GTP protocol.

2.1 　Alternative 1: Use BRI/BRA with bearer modification procedure
In this alternative, it is proposed that the BRI (Binding Revocation Indication)/ BRA (Binding Revocation Acknowledgment) messages be used for conveying the PCO IE from PGW to SGW. Once SGW receives the BRI message, SGW checks its parameter contents and decide whether the SGW performs the PDN-GW-initiated PDN Disconnection procedure as the original purpose of BRI or performs the Bearer Modification Procedure as described in the TS 23.380.
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Figure 2 BRI/ BRA
2.2 　Alternative 2: Use BRI/ BRA with Detach procedure.
In this alternative, it is proposed that the BRI/BRA messages be used for conveying the PCO IE from PGW to SGW by initiating the PDN-GW-initiated PDN Disconnection procedure.
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Figure 3 BRI/ BRA with Detach.
2.3 　Alternative 3: Use PMIP Heartbeat Message with bearer modification procedure
In this alternative, it is proposed that the Heartbeat messages be used for conveying the PCO IE from PGW to SGW. Once SGW receives the PMIP Heartbeat Message with the PCO IE included, The SGW searches all QCI=5 EPS bearers that are being connected to the failed P-CSCF. Once the P-CSCF is matched, the SGW initiates the Bearer Modification Procedure as described in the TS 23.380.
However, according to the current specification, the SGW does not know an associated P-CSCF address to the EPS bearer. In order to make this alternative possible, the PCRF has to inform to the SGW an associated P-CSCF address to a QCI=5 EPS bearer in advance when the IMS registration is performed.
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Figure 4 Heartbeat Message
2.4 　Alternative 4: Use PCC with Dedicated Bearer Modification without Bearer QoS Update procedure
In this alternative, it is proposed that the PCC infrastructure be used for conveying the PCO IE from PGW to SGW via PCRF. Once PGW finds the P-CSCF failure, instead of sending PMIP message the PGW sends CCR message to the PCRF with the PCO IE, then the PCRF relay the PCO IE to the SGW using RAR message. Thereafter the SGW follows the Dedicated Bearer Modification without Bearer QoS Update procedure as described in the section 5.4.4 in TS 23.402.
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Figure 5 PCC
2.5 　Alternative 5: Use Rx interface to monitor P-CSCF failure
In this alternative, it is proposed that the PCRF monitor the P-CSCF failure via Rx. Once the PCRF detects the P-CSCF failure, the PCRF informs the failed P-CSCF address to all associated P-GW in order for the P-GW to remove the failed P-CSCF from the candidate P-CSCF address list in each P-GW.
In addition, if PCRF detects that failed P-CSCF becomes recovered, then the PCRF informs this recovery to all associated PGWs. 
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Figure 6 Rx interface
3. Comparison
See following table for comparison.

	
	Alt.1 BRI/BRA 
	Alt.2 BRI/BRA with Detach
	Alt.3 Heartbeat 
	Alt.4 PCC
	Alt.5 Use Rx to monitor

	Performance
	Same as GTP
	Very bad since UE has to detach once.
	Pretty same as GTP.
	Same as GTP
	Same as GTP

	Similarity with GTP.
	Yes.
	No.
	No.

SGW generates the modify bearer message instead of PGW.
	Yes. 

But Off-path control
	Yes. 



	Impacts to protocols
	No.
	No.
	A little, but new procedure needs to be added to the Gxx interface.
	A little
	A little, but new procedure needs to be added to the Gx interface.

	Impacts to  TS
	CT4 (23.380) 
CT3 (29.061) Section 13a.2.2.1a
	CT4 (23.380)

CT3 (29.061) Section 13a.2.2.1a
	CT4 (23.380)

CT3 (29.061) Section 13a.2.2.1a
CT4 (29.275)
CT3 (29.212)
	CT4 (23.380)

CT3 (29.061) Section 13a.2.2.1a
CT3 (29.212)
	CT4 (23.380)

CT3 (29.061) Section 13a.2.2.1a
CT3 (29.212)

	Others factors.
	Cons: BRI and BRA are used for different purpose from ones originally defined.
	Cons: Too bad service performance.
	Cons: Heartbeat messages are used for different purpose than currently.
	Pros: In line with TS 23.380 design concept since the PCC architecture is used to inform  P-CSCF address to the P-GW.
	Cons:
- Functionality assignment change. In current specification it is defined that  GGSN/P-GW monitors P-CSCF.
-Lack of functionality. See annex A and annex B.



In this table, the colour indicates the assessments. The colour Green is positive assessment while Yellow is negative. As you can see, Alternative 4 has a more green than others.
4. Conclusion
This paper discusses the P-CSCF failure recovery in case the PMIP protocol is used over the S5 interface. Based on the comparison in section 3, source companies would like to propose to adopt the alternative 4 for the way forward for the P-CSCF failure recovery in the PMIP environment.

In addition, source companies also would like to discuss how we should proceed this work in CT working groups. It could be done by the TEI-11 (Category F), the TEI-11 (Category B) or dedicated WID.
Annex A: IMS Specific Procedures in the GGSN/P-GW 
This annex visualizes the P-CSCF monitoring function in “the IMS Specific Procedures in the GGSN/P-GW” as described in the section 13a.2.2 TS 29.061.  The P-CSCF monitoring function is mainly described in the yellow part of specification.

== Start of excerption from the TS 29.061. ==

13a.2.2
IMS Specific Procedures in the GGSN/P-GW

13a.2.2.1
Request for Signalling Server Address

When an MS/UE indicates a request for a P-CSCF address in the PCO IE in a Create PDP Context Request message on GERAN/UTRAN or for E-UTRAN in initial access request (e.g. Attach Request, PDN Connectivity Request), the GGSN/P-GW shall respond with one or more P-CSCF server addresses if preconfigured for this APN. If the GGSN/P-GW has no P-CSCF address available, the GGSN/P-GW shall ignore the request. If the GGSN/P-GW provides more than one P-CSCF IPv4/IPv6 address in the response, the GGSN/P-GW shall sort the addresses with the highest priority P-CSCF server first in the PCO IE. The GGSN/P-GW may use different prioritisations for different MSes/UEs, e.g. for load sharing between the P-CSCF servers. 

The GGSN/P-GW may use a keep alive mechanism and/or other type based on local policy (e.g. statistical monitoring) to be able to detect a failure of P-CSCF address(es) preconfigured in the APN. The keep alive mechanism should make use of STUN or CRLF as specified for the UE in 3GPP TS 24.229 [47], clause K.2.1.5. As an alternative, ICMP echo request/response may be used. The GGSN/P-GW shall then provide only those P-CSCF address(es) that are available in a Create PDP Context Response/Create Bearer Response. 

The coding of the PCO IE is described in the 3GPP TS 24.008 [54]. This procedure shall be followed regardless of whether or not the MS/UE uses a dedicated PDP context/EPS bearer for IMS signalling, and irrespective of the Gx status for the APN.
== End of excerption from the TS 29.061. ==

In our view, the description in the yellow part can be decomposed into two components. One is checking IP reachablillity between GGSN/P-GW and P-CSCF and the other one is alive check of the P-CSCF itself. 
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Figure Annex-1 IMS Specific Procedures in the GGSN/P-GW
According to the TS 23.380, associated UEes to the failed P-CSCF are requested to re-register to the IMS if a failure is detected. Let’s consider case by case.

For the P-CSCF failure case, it is obvious that UE needs to be re-registered to the IMS since any IMS services are suspended due to the P-CSCF failure.

For the transmission failure case, it is still make sense for UE to re-register to the IMS since SIP message traverses the network infrastructures where transmission failure is detected. In this sense, any IMS services are also suspended.

In addition, source companies observe that there is fundamental functionality missing for the P-CSCF failure in current specification such as the P-CSCF restart detection. Since the P-CSCF is the state-full logical node, example the P-CSCF maintains the IPsec tunnel with UE, an association with PCRF over the Rx interface is also needed and etc, the P-CSCF restart must also be a trigger to let UE re-register to the IMS as well.

Annex B: Rx interface to monitor P-CSCF failure  
This annex explains how the current SCTP heartbeat mechanism can be utilized for detecting the P-CSCF failure.

In our view, the current SCTP heartbeat mechanism provides two components. One is checking IP reachablillity between PCRF and P-CSCF and the other one is alive check of the P-CSCF itself. 
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Figure Annex-2 Rx interface to monitor P-CSCF failure
According to the TS 23.380, associated UEes to the failed P-CSCF are requested to re-register to the IMS if a failure is detected. Let’s consider case by case.

For the P-CSCF failure case, it is obvious that UE needs to be re-registered to the IMS since any IMS services are suspended due to the P-CSCF failure.

For the transmission failure case, it is not justified to let UE to re-register to the IMS since there is a case that P-CSCF still alive.
In order to detect the P-CSCF failure only, the Diameter watchdog mechanisms, which operate independent and above SCTP transport may help. 
In addition, the use of RX interface cannot monitor the IP reachability between GGSN/P-GW and P-CSCF while other alternatives can do.
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