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1. Overall Description
SA3 informed CT4 in their LS (S3-110807) that SA3 has conditionally agreed the 33.402 CRs "Authentication with external networks over S2b" in S3-110805 (Rel-10) and S3-110806 (Rel-11 mirror), which describe external authentication when PMIP or GTP signalling is used in the EPC. The 33.402 CRs are aimed to provide the security mechanism for private network access as defined by SA2 in TS 23.402. The condition for final approval of the 33.402 CRs is that CT4 agrees in their August meeting that the approach taken in the CRs is feasible.

SA3 notes that the 33.402 CRs contain a variant where Proxy Mobile IP (PMIP) is used between the ePDG and the PGW and that there is no equivalent for PMIP use in TS 33.234. The issues SA3 asks CT4 to confirm is how to carry multiple EAP exchanges over PMIP or GTP and how to carry EAP messages in subsequent PMIP and GTP messages. 

CT4 has now discussed the matter and would like to inform SA3 and other groups about the conclusions reached.

CT4 agrees it would be possible to support CHAP authentication with external data networks as described in the corresponding part of the 33.402 CRs. CT4 also raises the question why PAP support is removed for S2b only, it seems the service requirement still exists to support PAP along with CHAP, similar to S2a and 3GPP accesses.
However, CT4 think it is not feasible to use EAP over PMIP and GTP as described in the 33.402 CRs for the following reasons:
· There are complex state machines both for GTP/PMIP and EAP and it does not seem advisable to mix them
· GTP and PMIP were not designed to support the EAP protocol which has specific requirements concerning its underlying/transport layer as described in IETF RFC 3748.
It is the understanding of CT4 and also based on CT1 discussions that EAP is not feasible for external authentication using the existing PCO based mechanisms and not even by introducing a new Information Element for that purpose in GTP or PMIP mobility protocols.
Based on the analysis of SA3's 33.402 CRs CT4 would like to give the following feedback to SA3 and other groups:
· Using EAP for external authentication over S2b as described in the tentatively agreed 33.402 CRs using PMIP or GTP would not be feasible.
· The EPC architecture is different from I-WLAN, because in contrast to I-WLAN there is no direct interface between the ePDG and the external AAA server, which could have carried EAP information. Investigating if such an interface should be added in EPS is not in the scope of CT4.

· Providing support for PAP and CHAP external authentication for the S2b interface is straightforward but EAP-based authentication with external private networks would require further investigations regarding the impacts on existing functional architecture and protocol specifications if so requested by SA3 (or SA2).
One possible approach would be to remove the EAP descriptions from the 33.402 CRs and keep at least CHAP support as currently described. In addition CT4 would like to point out that leaving out PAP support for S2b only would make S2b different from the corresponding functionality in S2a and 3GPP accesses, which still support both CHAP and PAP authentication with external networks.
2. Actions:

To: TSG-SA
ACTION: 
Based on CT4's analysis of the referred 33.402 CRs, it does not seem feasible for TSG-SA to approve the 33.402 CRs (S3-110805, Rel-10 and S3-110806, Rel-11 mirror) tentatively agreed by SA3. 
To: SA3

ACTION: 
CT4's advice to SA3 is to remove the EAP descriptions from the 33.402 CRs and to re-evaluate whether support for PAP authentication also should be added to S2b in order to keep S2b functionality aligned with S2a and 3GPP accesses in this respect. 
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