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****************** change *********************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 22.060 [2], 3GPP TS 23.060 [3], 3GPP TS 23.401 [77], 3GPP TS 23.402 [78] and the following apply:

2G- / 3G-: prefixes 2G‑ and 3G‑ refers to functionality that supports only A/Gb mode GPRS or Iu mode, respectively, e.g., 2G‑SGSN refers only to the A/Gb mode GPRS functionality of an SGSN. When the prefix is omitted, reference is made independently from the A/Gb mode GPRS or Iu mode functionality.

A/Gb mode: indicates that the text applies only to a system or sub-system which operate in A/Gb mode of operation, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network.

Iu mode: indicates that the text applies only to a system or a sub-system which operates in Iu mode of operation, i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network.
IP-CAN session: association between a UE and an IP network
The association is identified by a UE represented by an IPv4 address and/or an IPv6 prefix together with a UE identity information, if available, and a PDN identity (e.g. APN). An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the related UE IPv4 address and/or IPv6 prefix are established and announced to the IP network.
EPC based Packet Domain: Packet domain which makes use of EPC nodes (e.g. P-GW, S-GW, etc.).
Packet Domain Bearer: A transmission path between a UE and a GGSN/P-GW, terminating at the User Plane protocol stack under the IP layers.
****************** change *********************

11.3
Numbering and Addressing

In the case of interworking with public IP networks (such as the Internet), the PLMN operator shall use public network addresses. These public addresses can be reserved from the responsible IP numbering body, or from an ISP with which the PLMN operator has an agreement. In case of IPv6, a global IPv6 prefix can be obtained from the same sources.

In the case of interworking with private IP networks, two scenarios can be identified:

1.
the PLMN operator manages internally the subnetwork IPv4 addresses and/ or IPv6 prefixes as applicable. Each private network is assigned a unique subnetwork IPv4 addresses and/ or IPv6 prefixes. Normal routing functions are used to route packets to the appropriate private network;

2.
each private network manages its own addressing. In general this will result in different private networks having overlapping address ranges. A logically separate connection (e.g. an IP in IP tunnel or layer 2 virtual circuit) is used between the GGSN/P-GW and each private network. In this case the IP address alone is not necessarily unique. The pair of values, Access Point Name (APN) and IPv4 address and/or IPv6 prefixes, is unique.

NOTE:
In IPv6, "site-local addresses"were originally designed to be used for addressing inside of a site that is similar to the usage of "private addresses" in IPv4. The usage of "site-local-addresses" is deprecated as specified in RFC 4291 [82]. Existing implementations and deployments may continue using site-local addresses. However, in new implementations the prefix that was allocated for "site local addresses" shall be treated as for "global unicast addresses", see RFC 4291 [82]. 

The PLMN operator allocates the IP addresses for the subscribers in either of the following ways.

-
The PLMN operator allocates a static IPv4 address and/or a static IPv6 prefix when the subscription record is built. The IPv4 address and/or IPv6 prefix are respectively reserved from a pool of free IPv4 addresses and/or IPv6 prefixes. Each external network has its own pool of IPv4 addresses and/or IPv6 prefixes.

-
The PLMN operator allocates (either on its own or in conjunction with the external network) a dynamic IPv4 address and/or a dynamic IPv6 prefix as described in 3GPP TS 23.060 [3], 3GPP TS 23.401 [77] and 3GPP TS 23.402 [78].

****************** change *********************
13.2.1.2
(void)


****************** change *********************

16.4
List of RADIUS attributes

The following tables describe the actual content of the RADIUS messages exchanged between the GGSN/P-GW and the AAA server. Other RADIUS attributes may be used as defined in RADIUS rfc(s). Unless otherwise stated, when the encoding scheme of an attribute is specified as UTF-8 encoding, this shall be interpreted as UTF-8 hexadecimal encoding.

NOTE:
Any digit is converted into UTF-8 character. For example, digit 5 is converted to UTF-8 character ‘5’, which in hexadecimal representation has a value 0x35. Similarly, a hexadecimal digit F is converted to either UTF-8 character ‘F’, which in hexadecimal representation has a value 0x46, or to UTF-8 character ‘f’, which in hexadecimal representation has a value 0x66.
16.4.1
Access-Request message (sent from GGSN/P-GW to AAA server)

Table 1 describes the attributes of the Access-Request message.

Table 1: The attributes of the Access-Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username is provided to the GGSN/P-GW by the user (in Protocol Configuration Options (PCO) received during IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no username is available, a generic username, configurable on a per APN basis, shall be present. 
	String
	Mandatory

	2
	User-Password
	User password is provided to the GGSN/P-GW by the user in the PCO received during IP-CAN session establishment procedure if PAP is used, If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no password is available a generic password, configurable on a per APN basis, shall be present.
	String
	Conditional

Note 1

	3
	CHAP-Password
	CHAP password is provided to the GGSN/P-GW by the user in the PCO received during IP-CAN session establishment procedure, If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase.
	String
	Conditional

Note 2

	4
	NAS-IP-Address
	IPv4 address of the GGSN/P-GW for communication with the AAA server.
	IPv4
	Conditional

Note 3 and 7

	95
	NAS-IPv6-Address
	IPv6 address of the GGSN/P-GW for communication with the AAA server.
	IPv6
	Conditional

Note 3 and 7

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 3

	6
	Service-Type
	Indicates the type of service for this user
	2 (Framed)

or 

17 (Authorize Only)

Note 9
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

Note 8

	8
	Framed-IP-Address
	IPv4 address allocated for this user
	IPv4
	Conditional Note 4

	9
	Framed-IP-Netmask
	Netmask for the user IPv4 address
	IPv4
	Conditional Note 4

	97
	Framed-IPv6-Prefix
	IPv6 prefix allocated for this user 
	IPv6
	Conditional

Note 4

	123
	Delegated-IPv6-Prefix
	IPv6 prefix delegated to the user.
	IPv6
	Conditional Note 10

	96
	Framed-Interface-Id
	IPv6 Interface Identifier provided by the GGSN/P-GW to the UE at Initial Attach.
	64 bits as per IETF RFC 3162 [50]
	Optional

Note 5

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded characters)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded decimal character. (Note 6)
	Optional

	60
	CHAP-Challenge
	CHAP Challenge is provided to the GGSN/P-GW by the user in the PCO received during the IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user durng PPP authentication phase.
	String
	Conditional

Note 2

	61
	NAS-Port-Type
	Port type for the GGSN/P-GW
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according subclause 16.4.7
	See subclause 16.4.7
	Optional except sub-attribute 3 and 27 which are conditional

	NOTE 1:
Shall be present if PAP is used.

NOTE 2:
Shall be present if CHAP is used.

NOTE 3:
Either NAS-IP-Address or NAS-Identifier shall be present.

NOTE 4: 
IPv4 address and/or IPv6 prefix attributes shall be present. The IP protocol version for end-user and network may be different.

NOTE 5: 
As per subclause 9.2.1.1 of 3GPP TS 23.060 [3] and subclause 5.3.1.2.2 of 3GPP TS 23.401 [77] the UE shall use this interface identifier to configure its link-local address, however the UE can choose any interface identifier to generate its IPv6 address(es) other than link-local without involving the network . 

NOTE 6: 
There are no leading characters in front of the country code.
NOTE 7: 
Either IPv4 or IPv6 address attribute shall be present.

NOTE 8: 
Framed-Protocol value of 7 is used by both GGSN and P-GW when interworking with RADIUS AAA servers. When used for P-GW, it represents the IP-CAN bearer.
NOTE 9: 
Service-Type attribute value of "Authorize Only" (RFC 5176 [93]) is only applicable for P-GW/GGSN when deferred IPv4 addressing for a UE needs to be performed for PDN/PDP type IPv4v6. In this use case, the Access Request at UE's initial access shall have Service-Type value "Framed", but the subsequent Access Request shall have Service-Type value of "Authorize Only". In both Access-Request messages, the 3GPP-Allocate-IP-Type sub-attribute shall be present. See subclause 16.4.7.2 for the typical uses cases how 3GPP-Allocate-IP-Type subattribute is utilised in Access-Request messages.
NOTE 10: Delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix from a local pool.


16.4.2
Access-Accept (sent from AAA server to GGSN/P-GW)

Table 2 describes the attributes of the Access-Accept message. See RFC 2548 [51] for definition of MS specific attributes.

Table 2: The attributes of the Access-Accept message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username received in the Access-Request message or a substitute username provided by the AAA server. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

Note 4

	8
	Framed-IP-Address
	IPv4 address allocated for this user, if the AAA server is used to allocate IP address.
	IPv4
	Conditional Note 2

	9
	Framed-IP-Netmask
	Netmask for the user IPv4 address, if the AAA server is used to allocate IP netmask.
	IPv4
	Conditional Note 2

	97
	Framed-IPv6-Prefix
	IPv6 address prefix allocated for this user, if the AAA server is used to allocate IPv6 address prefixes.
	IPv6
	Conditional

Note 2

	123
	Delegated-IPv6-Prefix
	IPv6 prefix delegated to the user.
	IPv6
	Conditional Note 6

	96
	Framed-Interface-Id
	IPv6 Interface Identifier provided by the GGSN/P-GW to the UE at Initial Attach.
	64 bits as per IETF RFC 3162 [50]
	Optional
Note 7

	100
	Framed-IPv6-Pool
	Name of the IPv6 prefix pool for the specific APN
	String
	Optional

Note 2

	12
	Framed-MTU
	Maximum Transmission Unit of the PDP PDUs, between the MS and GGSN/P-GWs (Note 5)
	String
	Optional

	25
	Class
	Identifier to be used in all subsequent accounting messages.
	String
	Optional (Note 1)

	27
	Session-Timeout
	Indicates the timeout value (in seconds) for the user session
	32 bit unsigned Integer
	Optional

	28
	Idle-Timeout
	Indicates the timeout value (in seconds) for idle user session
	32 bit unsigned Integer
	Optional

	26/311
	MS- Primary-DNS-Server
	Contains the primary DNS server address for this APN
	IPv4
	Optional 
Note 3

	26/311
	MS-Secondary-DNS-Server
	Contains the secondary DNS server address for this APN
	IPv4
	Optional 
Note 3

	26/311
	MS-Primary-NBNS-Server
	Contains the primary NetBIOS name server address for this APN
	IPv4
	Optional 
Note 3

	26/311
	MS-Secondary-NBNS-Server
	Contains the secondary NetBIOS server address for this APN
	IPv4
	Optional 
Note 3

	26/10415
/17
	3GPP-IPv6-DNS-Servers

	List of IPv6 addresses of DNS servers for this APN
	IPv6
	Optional 

Note 3

	NOTE 1:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message 

NOTE 2:
IPv4 address and/or IPv6 prefix attributes shall be present.The IP protocol version for end-user and network may be different.

NOTE 3:
Depending on IP address(es) allocated to the user, either or both IPv4 and IPv6 address attributes shall be present.

NOTE 4: 
Framed-Protocol value of 7 is used by both GGSN and P-GW when interworking with RADIUS AAA servers. When used for P-GW, it represents the IP-CAN bearer.
NOTE 5:  In network deployments that have MTU size of 1500 octets in the transport network, providing a link MTU value of 1358 octets to the MS as part of the IP configuration information from the network will prevent the IP layer fragmentation within the transport network between the MS and the GGSN/P-GW. Link MTU considerations are discussed further in Annex C of 3GPP TS 23.060 [3].
NOTE 6:  Delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix.
NOTE 7: 
As per subclause 9.2.1.1 of 3GPP TS 23.060 [3] and subclause 5.3.1.2.2 of 3GPP TS 23.401 [77] the UE shall use this interface identifier to configure its link-local address, however the UE can choose any interface identifier to generate its IPv6 address(es) other than link-local without involving the network.


16.4.3
Accounting-Request START (sent from GGSN/P-GW to AAA server)

Table 3 describes the attributes of the Accounting-Request START message.

Table 3: The attributes of the Accounting-Request START message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username is provided to the GGSN/P-GW by the user in received during IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	4
	NAS-IP-Address
	GGSN/P-GW IPv4 address for communication with the AAA server.
	IPv4
	Conditional

Notes 1 and 7

	95
	NAS-IPv6-Address
	GGSN/P-GW IPv6 address for communication with the AAA server.
	IPv6
	Conditional

Notes 1 and 7

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 1

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

Note 8

	8
	Framed-IP-Address
	User IPv4 address
	IPv4
	Conditional Note 3

	97
	Framed-IPv6-Prefix
	User IPv6 Prefix 
	IPv6
	Conditional

Note 3

	123
	Delegated-IPv6-Prefix
	Delegates IPv6 Prefix to the user
	IPv6
	Conditional Note 9

	96
	Framed-Interface-Id
	IPv6 Interface Identifier provided by the GGSN/P-GW to the UE at Initial Attach.
	64 bits as per IETF RFC 3162 [50]
	Optional

Note 4

	25
	Class
	Received in the Access-Accept
	String
	Conditional (Note 2)

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded decimal character. (Note 6)
	Optional

	40
	Acct-Status-Type
	Type of accounting message
	START
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN/P-GW has been trying to send this record for, and can be subtracted from the time of arrival on the AAA server to find the approximate time (in seconds) of the event generating this Accounting-Request. 
	32 unsigned integer


	Optional

	44
	Acct-Session-Id
	User session identifier. 


	GGSN/P-GW IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal character.

(Note 5)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS or LOCAL
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN/P-GW
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according subclause 16.4.7.
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message

NOTE 3: 
IPv4 address and/or IPv6 prefix attributes shall be present.The IP protocol version for end-user and network may be different.

NOTE 4: 
As per subclause 9.2.1.1 of 3GPP TS 23.060 [3] and subclause 5.3.1.2.2 of 3GPP TS 23.401 [77] the UE shall use this interface identifier to configure its link-local address, however the UE can choose any interface identifier to generate its IPv6 address(es) other than link-local without involving the network .

NOTE 5:
The GGSN/P-GW IP address is the same one that is used in the CDRs generated by the GGSN/P-GW.

NOTE 6: 
There are no leading characters in front of the country code.
NOTE 7: 
Either IPv4 or IPv6 address attribute shall be present.

NOTE 8: 
Framed-Protocol value of 7 is used by both GGSN and P-GW when interworking with RADIUS AAA servers. When used for P-GW, it represents the IP-CAN bearer.
NOTE 9:  Delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix from a local pool.


16.4.4
Accounting Request STOP (sent from GGSN/P-GW to AAA server)

Table 4 describes the attributes of the Accounting-Request STOP message.

Table 4: The attributes of the Accounting-Request STOP message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username is provided to the GGSN/P-GW by the user in the PCO received during IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been received in the Access-Accept message, this username shall be used in preference to the above.
	String
	Optional

	4
	NAS-IP-Address
	IPv4 address of the GGSN/P-GW for communication with the AAA server. 
	IPv4
	Conditional

Notes 1 and 7

	95
	NAS-IPv6-Address
	IPv6 address of the GGSN/P-GW for communication with the AAA server. 
	IPv6
	Conditional

Notes 1 and 7

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 1

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

Note 8

	8
	Framed-IP-Address
	User IPv4 address
	IPv4
	Conditional Note 3

	97
	Framed-IPv6-Prefix
	User IPv6 Prefix 
	IPv6
	Conditional
Note 3

	123
	Delegated-IPv6-Prefix
	Delegated IPv6 Prefix to the user
	IPv6
	Conditional Note 9

	96
	Framed-Interface-Id
	IPv6 Interface Identifier provided by the GGSN/P-GW to the UE at Initial Attach
	64 bits as per IETF RFC 3162 [50]
	Optional

Note 4

	25
	Class
	Received in the Access-Accept
	String
	Optional (Note 2)

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded characters)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded characters. (Note 6)
	Optional

	40
	Acct-Status-Type
	Indicates the type of accounting request
	STOP
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN/P-GW has been trying to send this record for, and can be subtracted from the time of arrival on the AAA server to find the approximate time of the event generating this Accounting-Request
	Second
	Optional

	42
	Acct-Input-Octets
	GGSN/P-GW counted number of octets sent by the user for the IP-CAN bearer
	32 bit unsigned integer
	Optional

	43
	Acct-Output-Octets
	GGSN/P-GW counted number of octets received by the user for the IP-CAN bearer
	32 bit unsigned integer
	Optional

	44
	Acct-Session-Id
	User session identifier. 
	GGSN/P-GW IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal character. 

(Note 5)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS or LOCAL
	Optional

	46
	Acct-Session-Time
	Duration of the session 
	Second
	Optional

	47
	Acct-Input-Packets
	GGSN/P-GW counted number of packets sent by the user
	Packet
	Optional

	48
	Acct-Output-Packets
	GGSN/P-GW counted number of packets received by the user
	Packet
	Optional

	49
	Acct-Terminate-Cause
	Indicate how the session was terminated
	See RFC 2866 [39]
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN/P-GW
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according to subclause 16.4.7.
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message 

NOTE 3: 
IPv4 address and/or IPv6 prefix attributes shall be present. The IP protocol version for end-user and network may be different.

NOTE 4: 
As per subclause 9.2.1.1 of 3GPP TS 23.060 [3] and subclause 5.3.1.2.2 of 3GPP TS 23.401 [77] the UE shall use this interface identifier to configure its link-local address, however the UE can choose any interface identifier to generate its IPv6 address(es) other than link-local without involving the network .

NOTE 5:
The GGSN/P-GW IP address is the same one that is used in the CDRs generated by the GGSN/P-GW.

NOTE 6: 
There are no leading characters in front of the country code.
NOTE 7: 
Either IPv4 or IPv6 address attribute shall be present.

NOTE 8: 
Framed-Protocol value of 7 is used by both GGSN and P-GW when interworking with RADIUS AAA servers. When used for P-GW, it represents the IP-CAN bearer.
NOTE 9:  Delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix from a local pool.


16.4.5
Accounting Request ON (optionally sent from GGSN/P-GW to AAA server)

Table 5 describes the attributes of the Accounting-Request ON message.

Table 5: The attributes of the Accounting-Request ON message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	IPv4 address of the GGSN/P-GW for communication with the AAA server.
	IPv4
	Conditional

Notes 1 and 2

	95
	NAS-IPv6-Address
	IPv6 address of the GGSN/P-GW for communication with the AAA server.
	IPv6
	Conditional

Notes 1 and 2

	30
	Called-Station-ID
	Identifier for the target network.
	APN (UTF-8 encoded characters)
	Optional

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 1

	40
	Acct-Status-Type
	Type of accounting message
	Accounting-On
	Mandatory

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2: 
Either IPv4 or IPv6 address attribute shall be present.


16.4.6
Accounting Request OFF (optionally sent from GGSN/P-GW to AAA server)

Table 6 describes the attributes of the Accounting-Request OFF message.

Table 6: The attributes of the Accounting-Request OFF message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	IP address of the GGSN/P-GW for communication with the AAA server.
	IPv4
	Conditional

Notes 1 and 2

	95
	NAS-IPv6-Address
	IP address of the GGSN/P-GW for communication with the AAA server.
	IPv6
	Conditional

Notes 1 and 2

	30
	Called-Station-ID
	Identifier for the target network.
	APN (UTF-8 encoded characters)
	Optional

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 1

	40
	Acct-Status-Type
	Type of accounting message
	Accounting-Off
	Mandatory

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2: 
Either IPv4 or IPv6 address attribute shall be present.


16.4.7
Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Access-Accept, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update and Disconnect-Request messages. The applicability of each sub-attribute to Gi and SGi reference points is also indicated in Table 7.

16.4.7.1
Presence of the 3GPP Vendor-Specific attribute in RADIUS messages.

Table 7: List of the 3GPP Vendor-Specific sub-attributes
	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicable Reference Points

	1
	3GPP-IMSI
	IMSI for this user
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	2
	3GPP-Charging-Id
	For GGSN, Charging ID for this PDP Context (this together with the GGSN IP Address constitutes a unique identifier for the PDP context).
For P-GW, Charging ID for this IP-CAN bearer (this together with the P-GW IP address constitutes a unique identifier for the IP-CAN bearer).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	3
	3GPP-PDP-Type
	For GGSN, it indicates the type of PDP context, e.g. IP or PPP.

For P-GW, it indicates the PDN Type, i.e. IPv4, IPv6, IPv4v6.
	Conditional

(mandatory if attribute 7 is present)
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

SGi

	4
	3GPP-CG-Address
	Charging Gateway IP address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	For GGSN, it represents the QoS profile for the PDP context.

For P-GW, it represents the QoS profile for the EPS bearer and the authorized APN-AMBR.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

SGi

	6
	3GPP-SGSN-Address
	For GGSN, it represents the SGSN IPv4 address that is used by the GTP control plane for the handling of control messages. 

For P-GW, it represents the IPv4 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 

The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	7
	3GPP-GGSN-Address
	For GGSN, it represents the GGSN IPv4 address that is used by the GTP control plane for the context establishment.

For P-GW, it representsthe P-GW IPv4 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment. The address is the same as the GGSN/P-GW IPv4 address used in the CDRs generated by the GGSN/P-GW.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	8
	3GPP-IMSI-MCC-MNC
	MCC and MNC extracted from the user's IMSI (first 5 or 6 digits, as applicable from the presented IMSI).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update


	Gi,

SGi

	9
	3GPP-GGSN- MCC-MNC
	MCC-MNC of the network the GGSN or the P-GW belongs to.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	10
	3GPP-NSAPI
	For GGSN, it identifies a particular PDP context for the associated PDN and MSISDN/IMSI from creation to deletion.
For P-GW, it identifies the EPS Bearer ID if it is known to the P-GW (i.e. GTP-based S5/S8 is in use). 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update
	Gi, 

SGi

	11
	3GPP-Session-Stop-Indicator
	Indicates to the AAA server that the last PDP context or EPS Bearer of a session is released and that the IP-CAN session has been terminated.
	Optional
	Accounting Request STOP
	Gi,

SGi

	12
	3GPP-Selection-Mode
	For GGSN it contains the Selection mode for this PDP Context received in the Create PDP Context Request message 
For P-GW it contains the Selection mode for this EPS Bearer received in the Create Session Request message.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	13
	3GPP-Charging-Characteristics
	For GGSN, it contains the charging characteristics for this PDP Context received in the Create PDP Context Request Message (only available in R99 and later releases).

For P-GW, it contains the charging characteristics for the IP-CAN bearer.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	14
	3GPP-CG-IPv6-Address
	Charging Gateway IPv6 address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	15
	3GPP-SGSN-IPv6-Address
	For GGSN, it represents the SGSN IPv6 address that is used by the GTP control plane for the handling of control messages.

For P-GW, it represents the IPv6 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 

The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	16
	3GPP-GGSN-IPv6-Address
	For GGSN, it represents the GGSN IPv6 address that is used by the GTP control plane for the context establishment.

For P-GW, it represents the P-GW IPv6 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	17
	3GPP-IPv6-DNS-Servers
	List of IPv6 addresses of DNS servers for an APN
	Optional
	Access-Accept 
	Gi,

SGi

	18
	3GPP-SGSN-MCC-MNC
	For GGSN and PGW connected to a Gn/Gp SGSN, it represents the
MCC and MNC extracted from the RAI within the Create PDP Context Request or Update PDP Context Request message.
For P-GW in GTP/PMIP S5/S8 it represents the MCC and MNC extracted from the Serving Network.  
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi, SGi



	19
	3GPP-Teardown-Indicator
	Indicate to the GGSN/P-GW that all IP-CAN bearers for this particular user and sharing the same user session need to be deleted.
	Optional
	Disconnect Request
	Gi
SGi

	20 
	3GPP-IMEISV
	International Mobile Equipment Id and its Software Version 
	Optional
	Accounting-Request START, Access-Request 
	Gi,

SGi

	21
	3GPP-RAT-Type
	Indicate which Radio Access Technology is currently serving the UE
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	22
	3GPP-User-Location-Info
	Indicate details of where the UE is currently located (e.g. SAI or CGI).

	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi 

	23
	3GPP-MS-TimeZone
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS/UE currently resides.
	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	24
	3GPP-CAMEL-Charging-Info
	Used to copy any CAMEL Information present in S‑CDR(s).
	Optional
	Accounting-Request START, Access-Request
	Gi

	25
	3GPP-Packet-Filter
	Packet Filter used for this PDP context or EPS bearer.
	Optional 
	Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	26
	3GPP-Negotiated-DSCP
	DSCP used to mark the IP packets of this PDP context on the Gi interface or EPS Bearer context on the SGi interface
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	27
	3GPP-Allocate-IP-Type
	Indicates whether the Access-Request is sent for user authentication only and/or for allocation of an IPv4 address and/or of an IPv6 prefix
	Conditional (see subclause 16.4.7.2 for conditions)
	Access-Request
	Gi,
SGi


The information represented by some of the SGi sub-attributes may not be available to the P-GW depending on the UE’s radio access and the S5/S8 protocol type (GTP or PMIP). For example, the P-GW will be aware of the User Location Info (e.g. TAI) if the user is in LTE access and GTP based S5/S8 is used.  However, such information is not passed to the P-GW when PMIP based S5/S8 is utilised. In such scenarios, if a sub-attribute is configured in the P-GW to be transferred to the RADIUS AAA server, but the information in the P-GW is not up to date or not available; the P-GW shall not send the corresponding sub-attribute, unless otherwise stated in the following subclause where the encoding of each sub-attribute is specified. 
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