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Brief Summary
This contribution discusses a network scenario, which might be relevant for the IBCF/TrGW, but not yet supported by correspondent stage 2/3 specifications.
1
Introduction
The existing H.248 technologies for NAT-Traversal support (for remote or far-end NAT devices) are driven primarily by client/server architecture, i.e. the client is located in a customer premises domain and the application control logic of the used communication service is located on a server, residing in a service provider network domain. Such architectures correspond typically NGN or IMS type of networks. It’s an asymmetrical client/server situation, which requires an asymmetrical NAT-Traversal support function. E.g., the usage of H.248.37 is asymmetrical by just enforcing NAT-Traversal in the network domain where the remote NAT device resides (e.g., latching on one particular incoming IP media paths). Similar the scenarios behind H.248.50 NAT-Traversal techniques: asymmetry by trying to traverse a particular NAT device from one side.
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Figure 1: Problem statement – Possible IMS end-to-end model for NAT-Traversal support (by TrGW) in Peer-to-Peer Scenarios

2
Motivation
The situation is slightly different in peer-to-peer (P2P) scenarios: the application control logic is primarily residing in the involved IP host entities (“peers”) itself. The network infrastructure is only involved to a very minimum: mainly during the bearer establishment phase. We’d like to discuss a scenario (see Fig. 1), which may be not addressed by existing H.248 technologies (taking into account network scenarios with H.248 entities located in the IP bearer (or media) and IP signalling paths.

Following use case may be considered, see Figure 2 (“as a further abstraction of the scenario from Fig. 1, by just focusing on the “gateway control” part”):
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Figure 2: Abstracted end-to-end model for NAT-Traversal support in Peer-to-Peer Scenarios
Description:
· the peer nodes (X & Y) are located in home domains with NAT devices and a NAPT function (for IPv4; note: IPv6 may be different, but this is still unclear);

NOTE – There are many different NA(P)T behaviours defined, which represent different NAT device types. Specific NAT behaviour was originally not defined, thus present classification schemes are mainly based on “reverse engineering” methods. RFC 2663 provides a first categorization attempt:

IETF RFC 2663 (1999), IP Network Address Translator (NAT) Terminology and Considerations
The proposed terminology of RFC 2663 is in the meanwhile replaced, primarily RFC 4787 is widely accepted:

IETF RFC 4787 (2007), Network Address Translation (NAT) Behavioral Requirements for Unicast UDP

For instance, the NAT-T study in a TISPAN related TR is based on that scheme (see clause 4.3.1 in this TR):

ETSI TR 187 008 V1.1.1 (2008-03), NAT traversal feasibility study report
Conclusion: we may not take the assumption of a single, specific NAT behaviour, rather the requirement of an “unknown NAT behaviour” for NAT-Traversal support functions.
· multiple IP domains are interconnected, here by the IMS TrGW (or ETSI TISPAN I-BGW) at bearer level;

· the specific translation behaviour of the remote NAT devices (NATX, NATY) is unknown (see also above notes); 

· the IP signalling path, - carrying the IP application control protocol (here SIP) -, is routed via the “MGC entities” (Note: the IP bearer and signalling path may be different in case of Optimal Media Routing (OMR); thus OMR may be an item for consideration for OMR-supporting network solutions);

· the MGC entities are able to “derive some information for control of local NAT-T support” from the IP application control protocol traffic.

NOTE – Figure 2 shows an end-to-end scenario with two interconnecting gateways, however, the case with just a single IBCF/TrGW tandem (and without domain Z) could be also considered.

3
Problem statement

The discussed use case is specific due to:

· symmetry: there are two remote NAT devices, increasing the probability of deadlock situations;

· crucial: successful establishment of end-to-end IP transport connection, particularly in the IP bearer-path (i.e., the E2E UDP or TCP connection, but also other L4 protocols like DCCP or SCTP);

· the involvement of ALG support, e.g. call-level or/and bearer level ALGs (see also H.248.78) may help, but is not necessarily a guarantee for successful IP transport connection establishment (e.g. just due to the plethora of potential P2P services (like file sharing, video sharing, etc services; unidirectional or bidirectional bearer traffic; etc));

4
Possible solution(s) for network level NAT-T
The problem as such is not really new because there a P2P services around since 15 years, with E2E network scenarios and multiple interim NAT devices. There are also many academic paper and research, and of course some work by IETF.

A possible solution may be e.g. based:

· NAT-T by “hole punching”, e.g. according IETF RFC 5128.

Which shall not exclude the consideration of alternatives. The focus on “hole punching” here is just due to the effectiveness and “simplicity” of this method.

5
Summary & Conclusions
Purpose of this document was the indication of a possible 3GPP network scenario, which demands specific NAT-Traversal support by IP-to-IP gateway nodes.

It may be noted that the considered scenario is “already reality” in non-3GPP network environments, and thus in scope of an ITU-T work item, called H.248.NATT-P2P (“NAT-traversal for peer-to-peer services”).

Present work (in ITU-T) limits the problem space by focusing initially on a specific P2P scenario only. Some major details:

· TCP bearer connections (later UDP and other L4 protocols);

NOTE 1 – The case of RTP/UDP applications might be the next interesting scenario, due to the correspondent applications and the potential availability of end-to-end RTCP control flows.

NOTE 2 – The rationale behind is the fact that NAT-T complexity is somehow coupled to the number of IP transport connections per “application”. There is typically one IP transport connection in case of TCP-based applications (from MG perspective). There are typically two IP transport connections in case of RTP (due an RTP media flow and RTCP control flow component; however, there might be also just one in case of RTCP-less applications or more than two …). And the same may be the case with TCP applications: e.g. a single TCP control flow may be established for multiple TCP data flows, resulting in more than two TCP transport connections, etc.

· P2P services with SIP as application control protocol, e.g., SDP elements related to “TCP media description”;

· thus, NAT-T support in H.248 IP-IP gateways with scope on “TCP hole punching” (based on the RFC 5128 indicated TCP spoofing technique”).

Purpose of this document is to create awareness for such kind of NAT-T scenarios, but not requesting any action at this 3GPP meeting.













































_1365838032.vsd
�

�

�

Border Control Functions


H.248 TrGW/I-BGW
 


(Transition Gateway/Interconnect  Border Gateway)


Ix (H.248)


IBCF


NATY


(Home) Domain Y


(Home) Domain X


Domain A



_1351066477.vsd
The height of the text box and its associated line increases or decreases as you add text. To change the width of the comment, drag  the side handle.


�

�

�

�

�

(Home) Domain X



