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Proposed changes:
*** 1st Change ***
6.6.2
Actions required for a soft recovery

6.6.2.1
Procedure
The minimum actions required for a soft recovery from a PCRF restart: 

(
The restarted PCRF and connected/related clients know to act according to the same recovery and restoration rules (e.g. by rules/behaviour agreed through a feature negotiation). 

(
The restarted PCRF informs the related clients about the restart. The clients may respond by sending basic information, like user IDs of Diameter sessions that were active with the PCRF at the failure and restart, to help the PCRF with later restoration actions, e.g. to bind users to Diameter clients.  

(
The restarted PCRF and connected/related clients let the ongoing user sessions go on with no immediate recovery/restoration action towards the restarted element.
(
The clients informed about the PCRF restart rebuild sessions at and with the restarted PCRF, when there is a need for a re-authorization request (e.g. due to an IP-CAN session modification or a user plane event). The client puts the Diameter session related information (e.g. user ID, IP address, PCC/QoS rules or related information), needed by the PCRF to rebuild the lost session status and information, in the re-authorization request message. 
(
The restarted PCRF sends recovery/restoration request message(s) with parameters identifying the user (e.g. user ID, IP address) to related other client(s) to request information for rebuilding the related lost Diameter session(s) with the client(s). 
(
A client receiving a recovery/restoration request message after a PCRF restart uses the user identity information to identify ongoing Diameter session(s) with the PCRF and  responds to the PCRF by sending the Diameter session status and information (e.g. session ID, parameters received from the PCRF before the restart) lost by the PCRF at the failure and restart. 
(
The restarted PCRF rebuilds the Diameter session(s) towards the client(s), based on the session related parameters and information received from the client(s). 
Figure 6.6.2.1.1 describes the soft recovery actions, when a PCEF requests a re-authorization (CC-Request) after a PCRF restart. In addition to AF/P-CSCF, there could be also other clients that should be involved in the session rebuilding towards the PCRF, e.g. BBERF and SPR. Similar session rebuilding actions could be caused also by a BBERF sending a CC-Request or an AF/P-CSCF sending an AA-Request to the PCRF after a PCRF restart. 
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Figure 6.6.2.1.1: Soft recovery actions when PCEF requests re-authorization after a PCRF restart.

1.
Connections between the PCRF and clients are established. The entities may agree/negotiate on the usage of restoration methods to be used in case of a failure.
2.
Diameter sessions are established and ongoing as per established IP-CAN and AF sessions.

3.
The PCRF fails and restarts.
4.
The PCRF indicates the restart to its clients. The clients may send the PCRF some basic information, like user IDs of Diameter sessions that were active with the PCRF at the failure and restart, to help the PCRF with later restoration actions, e.g. to bind users to Diameter clients. (Different alternatives to perform the user-to-clients binding are described in subclause 6.2.2.2).
5.
A PCEF identifies a need to send a CC-Request to the PCRF, e.g. due to an IP-CAN session modification or a user plane event.

6.
The PCEF send a CC-Request to the PCRF. The PCEF may include Diameter session related information (e.g. user ID, IP address, PCC/QoS rules or related information), needed by the PCRF to rebuild the lost Gx session status and information.
7.
The PCRF rebuilds the lost Gx Diameter session based on the information received from the PCEF.
8.
The PCRF sends restoration request message with parameters identifying the user (e.g. user ID, IP address) to the AF/P-CSCF to request information for rebuilding the related lost Rx Diameter session with the AF/P-CSCF.

9.
The AF/P-CSCF acknowledges request and may include Diameter Rx session related information (e.g. user ID, IP address, session information or other related information), needed by the PCRF to rebuild the lost Rx session status and information.
10.
The PCRF rebuilds the lost Rx Diameter session based on the information received from the AF/P-CSCF.
11.
The PCRF authorizes / responds to the CC-Request from the PCEF with a CC-Answer and relevant parameters, e.g. PCC rules.
*** 2nd Change ***
6.6.2.2.2
OPTION 1: Identities exchange with recovery/rebuild messages

In phase 1, the entity (e.g. PCEF/GW or AF or H/V-PCRF) receiving the "PCRF RESTARTED" message (messages 1a in figure 6.6.2.2.2.1) sends (in the response to the "PCRF RESTARTED" message, messages 1b in figure 6.6.2.2.2.1) the user/UE ID of each UE related to a Diameter session (or Diameter sessions) between the entity and the PCRF. This way the restarted PCRF knows/identifies the network element (e.g. PCEF/GW or AF) per user/UE, and is able to contact the correct network elements later, if/when sending “RESTORE SESSION” messages for re-building the Diameter sessions.

In phase 2, if/when the PCRF requests user/UE related Diameter session information from an entity (messages 2a and 2b 8 in figure 6.6.2.2.2.1) including the user/UE identity as a parameter, the reply message includes the UE IP address/addresses and the Diameter session ID/IDs and APN and PDN connection IDs where applicable. The reply may also include a parameter / parameters indicating the role of the Diameter entity, e.g. “AF/Rx-over-S9” or “H-PCRF/S9” to give the restarted PCRF a hint of its own role related to the UE’s sessions. (The PCRF may possibly be able to deduce its role even without extra parameters, using e.g. the IP address, ID, APN and/or related realm information.)

NOTE:
Several addresses and/or Diameter session IDs are possible, when the PCRF has several Diameter sessions with the element, e.g. with an AF having several AF sessions and/or possibly a Diameter Rx session for the signalling path status, or e.g. the UE has several IP-CAN sessions, or e.g. the AF is in a visited network meaning there is an Rx Diameter session and an S9 Diameter session between the H-PCRF and V-PCRF.  

The PCRF deduces from user/UE IDs and IP addresses (and possibly from APNs and PDN connection IDs where applicable) that the Diameter sessions are related to the same UE and IP-CAN session, i.e. linked together, as per 3GPP TS 29.212 [10]. Especially, the PCRF performs session binding and associates the described service IP flows within the AF session information (and therefore the applicable PCC rules) to an existing IP-CAN session as per 3GPP TS 29.213 [11], i.e. by comparing the user IP address/addresses received via the Rx interface with the IP address/addresses received via the Gx interface and possibly using also the UE Identity. 

Editor's Note: It is FFS how the binding is supposed to work, if the AF does not know the user identity used on the user plane. (Operations when the AF does not know the user identity are FFS also in the current Technical Specifications, see Editor’s Notes in 3GPP TS 29.213 [11] and 3GPP TS 29.215 [13]). 
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Figure 6.6.2.2.2.1: PCRF gets User-IDs in restart-response messages (phase 1 / messages 1x), PCRF requests session ID(s), IP address(es), etc. of active sessions of a given user (phase 2 / messages 2x) when needed.

*** 3rd Change ***

6.6.2.2.3
OPTION 2: Restore/rebuild request sent to all candidates

If/when the restarted PCRF requests user/UE related Diameter session information from an entity (e.g. AF), the PCRF sends the request / “RESTORE SESSION” message (messages 1 in figure 6.6.2.2.3.1) to all entities that may possibly handle sessions for the UE, e.g. to all AFs in the network, including the user/UE identity as a parameter. The acknowledgement message, with Diameter session identity/identities and IP address/addresses and APN and PDN connection IDs where applicable, is received from the entity that recognizes the UE/user identity and/or IP address as being related to a Diameter session or Diameter sessions handled by the entity (messages 2 in figure 6.6.2.2.3.1), whereas the other entities reject the request message. 
The PCRF performs session binding as above in option 1. 


[image: image6]
Figure 6.6.2.2.3.1: PCRF sends a restore session request (for a given user) to all candidate entities (step 1). PCRF receives reponse with parameters from entities having session(s) with the user/User-ID (step 2).
*** 4th Change ***

6.6.2.2.4
OPTION 3: Related Diameter identities saved and retrieved

As described in figure 6.6.2.2.4.1, essential parameters (“Params” in the figure) like the Diameter session identities of the Diameter sessions releated to a given UE and the IP addresses of the entities running the Diameter sessions (A, B and X in the figure) are saved in a PCRF-external entity (Client-X in the figure) e.g. upon each IP-CAN session or AF session establishment or upon each Diameter session establishment. Further information to be saved may be a parameter / parameters indicating the role of the Diameter entity, e.g. “AF/Rx-over-S9” or “H-PCRF/S9” to give the restarted PCRF a hint of its own role related to the UE’s sessions. (The PCRF may possibly be able to deduce its role even without extra parameters, using e.g. the IP address, ID, APN and/or related realm information.) The entity saving the information may be one or several or all of the involved entities (e.g. an SPR and/or PCEF/GW and /or AF).

The information to be saved may be included in the UE sessions related Diameter commands/responses from the PCRF to the related entities. The identities and the addresses of the related entities need to be retrieved to the PCRF after a PCRF restart only if/when required by the PCRF. For example, when a PCEF sends a CC Request to the PCRF to modify an IP-CAN session after a restart has taken place, the PCRF may retrieve the related Diameter session identity and IP address information from the SPR. As another example, if the PCEF has saved the information, it may send the information to the PCRF in the CC Request. 
If/when the PCRF needs to request user/UE related Diameter session information from an entity (e.g. AF after receiving a CC Request from a PCEF), the PCRF uses the retrieved IP address of the entity (to send the request to the correct network element) and the retrieved Diameter session identity/identities (to identify the Diameter session/sessions). 
The PCRF performs session binding as above in option 1. 
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Figure 6.6.2.2.4.1: Session identities and IP addresses saved in PCRF external entity, PCRF retrieves the parameters of a given user when needed.

*** End of Changes ***
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