Page 1



3GPP TSG-CT WG3 Meeting #59
(
C3-100990
Xi'an, China, 23 - 27 Aug 2010  
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	29.421
	CR
	002
	(

rev
	1
	(

Current version:
	8.0.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Processing of Fragmentation

	
	

	Source to WG:
(

	Deutsche Telekom

	Source to TSG:
(

	C3

	
	

	Work item code:
(

	IMS-CCR-IWIP
	
	Date: (

	24/08/2010

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	To ensure the end-to-end transport of fragmented user plane IP packets it is necessary to meet the in the IETF standards (RFC 791 chapter 2.3 and RFC2460 chapter 4.5) defined requirements. 
RFC791 states regarding the usage of the Identification field in the IPv4 Header the following “The identification field is used to distinguish the fragments of one     datagram from those of another.  The originating protocol module of an internet datagram sets the identification field to a value that must be unique for that source-destination pair and protocol for the time the datagram will be active in the internet system.”

RFC2460 states regarding the usage of the Identification field in the IPv6 fragmentation Header the following “For every packet that is to be fragmented, the source node generates an Identification value. The Identification must be different than that of any other fragmented packet sent recently* with the same  Source Address and Destination Address.  If a Routing header is present, the Destination Address of concern is that of the final destination.”
Because the TrGW will change source-and-destination IP addresses of the IP packets, the TrGW has to consider these requirements by deriviating the value in the Identification field in the IPv4 header respectively in the IPv6 fragmentation header.
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	Changes regarding the derivation of the of IPv4/v6 fragment header field “Identification”. Editorial changes in table 4 regarding the derivation of the of IPv4 header field “Flag”.

	
	

	Consequences if 
(

not approved:
	When the improvements will not be approved it is not ensured that receiver of the user plane data can distinguish the different fragments of different media streams. The case that a TrGW receives fragments from different media streams or sources with the same value in the Fragment identification field and forward this without changes to the same receiver (IP address) would cause problems regarding the correlation of the fragments to the original media stream. An attacker could use this to  disrupting the service.

	
	

	Clauses affected:
(

	9.2.2.1; 9.2.2.3; 

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x 
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	The WG should discuss if it would be useful to request changes within the UE specifications (e.g. LI to S4) which recommend the avoidance of sending fragmented user plane IP packets as well as to size these packets in a manner that fragmentation of user plane packets will not needed on a end-to-end communication.  


********************  Start of 1st Modification *******************
9.2.2.1
IPv4 to IPv6

When the I-BGF receives an IPv4 message the following codings shall be set in the IPv6 headers of the message sent to the IPv6 network.

· If the DF bit is set and the packet is not a fragment (i.e. the MF flag is not set and the Fragment Offset is zero) The IPv6 headers shall be set as described in table 1.

· If the DF bit is not set or the packet is a fragment the IPv6 headers shall be set as described in table 2.

Table 1: Derivation of IPv6 Header from IPv4 header (no fragmentation)

	IPv6 field
	Value

	Version
	6

	Traffic Class
	The default behaviour is that the value of the IPv6 field Traffic Class field is the value of the IPv4 Type Of Service field (all 8 bits are copied). An im​plementation of a I-BGF should also provide the ability to ignore the value of the IPv4 Type of Service and always set the IPv6 traffic class field to zero.

	Flow label
	The Ipv6 Flow Label Field is set to 0 (all zero bits).

	Payload Length
	The IPv6 Payload Length field value is the IPv4 Total length field value minus the size of the IPv4 header and IPv4 options field length, if present.

	Next Header
	The IPv6 Next Header value is copied from IPv4 Protocol field.

	Hop Limit
	The IPv6 Hop Limit value is The value of IPv4 field Time To Live minus 1.

	Source Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.

	Destination Address 
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.


Table 2: Derivation of IPv6 Header from IPv4 Header (fragmentation)

	IPv6 field
	Value

	Version
	6

	Traffic Class
	The default behaviour is that the value of the IPv6 field Traffic Class field is the value of the IPv4 Type Of Service field (all 8 bits are copied). An im​plementation of a I-BGF should also provide the ability to ignore the value of the IPv4 Type of Service and always set the IPv6 traffic class field to zero.

	Flow label
	The Ipv6 Flow Label Field is set to 0 (all zero bits).

	Payload Length
	The IPv6 Payload Length field value is the IPv4 Total length field value plus 8 for the fragment header minus the size of the IPv4 header and IPv4 options field length, if present.

	Next Header
	The IPv6 Next header field is set to Fragment header (44).

	Hop Limit
	The IPv6 Hop Limit value is The value of IPv4 field Time To Live minus 1.

	Source Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.

	Destination Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.

	Fragments headers
	

	a) next header
	Copied from IPv4 Protocol field.

	b) fragment Offset
	Copied from the IPv4 Fragment offset field.

	c) More fragment bit
	Copied from the value of the more fragment bit in the IPv4 flags field.

	d) Identification
	The value of this field should be mapped from the triple of the source address, destination address and IPv4 identification field of the incoming packet/fragments to a unique value for the source and destination address of the outgoing IPv6 packet/fragments.


********************  End of 1st Modification ******************
********************  Start of 2nd Modification ******************
9.2.2.3
 IPv6 to IPv4

When the I-BGF receives an IPv6 message the following codings shall be set in the IPv4 headers of the message sent to the IPv4 network.

· If there is no IPv6 fragment header, the IPv4 header fields shall be set as described in table 3.

· If there is an IPv6 fragment header, the IPv4 header fields shall be set as described in table 4.

Table 3: Derivation of IPv4 Header from IPv6 Header (no fragmentation)

	IPv4 field
	Value

	Version
	4

	Internet header length
	5 (No IPv4 options).

	Type of Service
	The default behaviour is that the value of the IPv4 field Type of service field is the value of the IPv6 Traffic class field (all 8 bits are copied). An im​plementation of a
I-BGF should also provide the ability to ignore the value of the IPv6 Traffic Class and always set the IPv4 Type of Service field to zero.

	Total length
	The IPv4 Total Length field value is the IPv6 Payload length value plus the size of the IPv4 headers.

	Identification
	All bits are set to zero.

	Flags
	The more fragment flag is set to zero. The Don't fragment flag is set to one.

	Fragment offset
	Set to zero

	Time to live (TTL)
	The value of the field shall be set to the received IPv6 Hop Limit field value minus 1.

	Protocol
	The IPv4 field Protocol shall be set to the value of IPv6 field The next header value.

	Header checksum
	Computed once the IPv4 header has been created.

	Source Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.

	Destination Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.


Table 4: Derivation of IPv4 Header from IPv6 Header (fragmentation)

	IPv4 field
	Value

	Version
	4

	Internet header length
	5 (No IPv4 options).

	Type of Service and Precedence
	The default behaviour is that the value of the IPv4 field Type of service field is the value of the IPv6 Traffic class field (all 8 bits are copied). An im​plementation of a
I-BGF should also provide the ability to ignore the value of the IPv6 Traffic Class and always set the IPv4 Type of Service field to zero. 

	Total length
	The IPv4 Total Length field value is the IPv6 Payload length value plus the size of the IPv4 headers minus 8 for the Fragment header.

	Identification
	The value of this field should be mapped from the triple of the source address, destination address and IPv6 fragmentation header field “identification” of the incoming packet/fragments to a unique value for the source and destination address of the outgoing IPv4 packet/fragments.

	Flags
	The IPv4 More Fragments flag is copied from the IPv6 M flag in the IPv6 Fragment header. The IPv4 Don't Fragments flag is set to zero allowing this packet to be fragmented by IPv4 routers.

	Time to live (TTL)
	The value of the field shall be set to the received IPv6 Hop Limit field value minus 1.

	Protocol
	The IPv4 field Protocol shall be set to the value of IPv6 field The next header value.

	Header checksum
	Computed once the IPv4 header has been created.

	Source Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.

	Destination Address
	Shall be handled as the addresses of the payload message as described in clause 9.2.1.


********************  End of 2nd Modification ***************
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