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	Solution 8 in the current TR has editor’s notes for three issues: 

1. also for linked sessions, to which PCRF client the transparent container should be signaled;
2. for linked sessions, how updates are reflected due to conditions in one PCRF client;
3. amount and type of information in the transparent container.

Also, the intended specification of the procedure and an example DIAMETER coding is missing so far.
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change:                (

	Add above mentioned details to solution 8 in the main body and in annex A of the TR. 

We also give additional clarifications regarding combination with other solutions.
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if not agreed:
	Incomplete description of solution 8; no possibility to evaluate effort and benefit for this solution.
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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
6.8.1
Concept

The overall concept consists in distribution of PCRF relevant information in transparent form to other nodes, in particular to PCRF clients. This helps in later, quick restoration of PCRF session state after a PCRF failure, while avoiding the efforts/costs of e.g. full mirroring of PCRF nodes.

A PCRF session information container is defined for this purpose as shown in figure 6.8.1.1 for the example of a PCEF as PCRF client. PCRF clients, when receiving and storing it, need not understand its detailed contents and internal structure; fig. 6.8.1.1 is thus only an illustration. It is plausible to assume that the leading part of the container consists of information elements which allow to access PCRF the internal database fast and efficiently.  
Since this solution consumes memories in PCRF clients and also makes the recovery process longer, limiting resilience only for higher prioritized sessions could be beneficial. This priority handling can be performed in the PCRF based on the operator policy, for example only for IMS related sessions or based on a subscription; the PCRF does not distribute a PCRF session information container to PCRF clients for sessions which are not subject to explicit resilience handling.

[image: image1]
Figure 6.8.1.1: Contents of PCRF session information container (example of PCEF as PCRF client)
As this is an optional feature for both PCRF clients and servers, it is necessary to indicate the capability in initial signaling between the two.
Because the largest part of  PCRF session information container is transparent to clients, it is up to the PCRF implementation how to apply this scheme to linked sessions, e.g.:

1. per leg, including only leg specific information in a corresponding, specific PCRF session information container; or
2. common for all legs, including  all necessary information from linked sessions in one common PCRF session information container.  
Consequently it is also a PCRF implementation issue when to update the PCRF session information container; the tradeoff between criticality/significance of state change and amount of signaling should be considered. The minimum requirement for the restoration to work to the maximum extent possible is that the PCRF updates the PCRFsession information container whenever the PCRF session state changes, e.g. also due to updates from any leg in case of a linked sessions or an internal PCRF internal update. This may require additional signalling procedures, apart from adding the information in update signaling which is in any case exchanged with PCRF clients (i.e. independent of this resilience scheme).
6.8.2
Signaling procedures

Figure 6.8.2.1 displays the information flow for an initial PCRF session setup in course of an initial attachment in EUTRAN, followed by PCRF failure and PCRF session restoration based on the explicit resilience scheme. This example holds for EPS with GTP as the mobility protocol.
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Figure 6.8.2.1: Information flow for PCRF session setup, PCRF failure and PCRF session state restoration based on the explicit resilience scheme

These steps are performed: 

1)

The first part of initial attachment is executed (up to the request for establishment of bearer sessions).

2)

At the point where IPCAN session establishment takes place from PGW, the DIAMETER message CC-
Request is enhanced by an indication for support of the scheme described here.

3)

If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience, 
handling, it includes in the CC-Answer signaling message additionally a PCRF session information container 
as described in subclause 6.6.1.

4)

The PCRF client (PGW) stores the PCRF session information container but does not interpret it.  

5)

All the rest of steps of initial attachment are executed.

6)

After some time a failure and subsequently recovery occurs at the PCRF.

7)

PGW detects the recovery of the PCRF node by means according to subclause 4.2.

8)

PGW retrieves the stored PCRF session information container and sends an CC-Request message with update 
indication, transferring the PCRF session information container back to the PCRF.  

9)

PCRF node restores the PCRF session data.

10)

PCRF confirms its successful restoration of PCRF session data to PGW with an CC-Answer message 
including a success indication.

For steps 8 to 10 the variant with bulk signaling is easily possible, reducing largely the signaling load; in this case one CC-Request message carries a whole set of PCRF session information containers. 

Note that for additional PDN connections a similar message flow can be used (involving potentially another PGW and another or the same PCRF). In a similar way the PCRF session information container is transferred also when re-authorization of resources by PCRF occurs, with equivalent enhancements for RA-Request and RA-Answer messages.

For the PMIP based EPC case, the same enhancements for the CC-Request and CC-Answer procedure as described in this section shall apply to the signaling on the Gxx interface between PCRF and SGW.
The explicit resilience concept can be applied also to an AF as a PCRF client, this is visible from figure 6.8.2.2 for the example of PCRF-AF interaction in course of the initial attachment in EUTRAN (i.e. based on figure 6.8.2.1). 
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Figure 6.8.2.2: Explicit resilience scheme applied to AF session

The signaling procedure consists of the following steps: 

1)

An attachment in EUTRAN has been performed, including PCRF control (as detailed in the first part of the 
previous flow graph).

2)

An application function requires PCRF support and directs an AA-request message to the PCRF node in 
charge of the bearer session; in this message an indication for support of explicit resilience mechanism is 
included.  

3)

If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience 
handling, it includes in the AA-Answer signaling message additionally a PCRF session information container 
as described in subclause 6.8.1.

4)
 
The PCRF client (AF) stores the PCRF session information container but does not interpret it.  

5)

After some time a failure and subsequently recovery occurs at the PCRF.

6)

AF detects the recovery of the PCRF node by means according to subclause 4.2.

7)

The signaling for restoration of the bearer plane is performed. (For generality also the difference between 
GTP and PMIP case is visualized here.)

8)

AF retrieves the stored PCRF session information container and sends an AA-Request message with update 
indication, transferring the PCRF session information container back to the PCRF.  

9)

PCRF node restores the PCRF session data.

10)

PCRF confirms its successful restoration of PCRF session data to the AF with an AA-Answer message 
including a success indication.

The usage of this concept with DRA is shown in figure 6.8.2.3 for some bearer plane related PCRF session; here it is assumed that failure and recovery of PCRF 1 is detected by PGW indirectly via the DRA (but other means are not excluded). PCRF session information container and other, above described enhanced information elements of DIAMETER signaling messages are passed transparently through the DRA.
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Figure 6.8.2.3: explicit resilience scheme applied with DRA
The signaling procedure consists of the following steps: 

1)

A PGW requires PCRF support and directs a CC-request message to the DRA; in this message an indication 
for support of explicit resilience mechanism is included.
2)

DRA forwards a CC-request message to a PCRF node in charge of the bearer session. 

3)

If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience 
handling, it includes in the CC-Answer signaling message additionally a PCRF session information container 
as described in subclause 6.8.1.

4)

The DRA forwards a CC-Answer message to the PGW. 

5)

The PCRF client (PGW) stores the PCRF session information container but does not interpret it.  

6)

After some time a failure and subsequently recovery occurs at the PCRF 1.

7)

The DRA detects the recovery of the PCRF node by means according to subclause 4.2.
8)

The PGW is informed about the recovery of the PCRF 1 by the DRA. (A particular way of doing this is not 
shown here.)
9)

PGW retrieves the stored PCRF session information container and sends a CC-Request message with update 
indication, transferring the PCRF session information container back to the DRA.
10)

The DRA forwards the CC-Request message to the PCRF 1 if it is known by DRA that it has recovered.  If 
the PCRF 1 has not yet been recovered, the DRA alternatively chooses the PCRF 2 to continue the PCC 
management for the session. This procedure is shown with the dotted lines.
11)

The chosen PCRF node (PCRF1 or PCRF 2, depending on step 10) restores the PCRF session data. 
12)

The chosen PCRF confirms its successful restoration of PCRF session data to the DRA with a CC-Answer 
message including a success indication.
13)

The DRA forwards a CC-Answer message to the PGW. 


This solution can preferably be combined with “bulk signaling” for the restoration part as described in subclause 6; in this manner the efficiency of the restoration process can be greatly enhanced and the time span reduced. This solution should not be combined with “strict termination of services” as described in subclause 6.4, as these two try to achieve opposing goals. 
A possible coding of signaling messages and their parameters in TS 29.212, for the example of including PCRF session information transparent container in the CC Request and CC Answer messages, is given in annex A.4.

*** 2nd Change ***
A.4
Adding explicit resilience to PCRF sessions

An example of additional procedures and a possible coding for the signaling of PCRF session information transparent container defined is given below for the example of PCEF as the PCRF client. 
Note: this listing is not yet exhaustive, and further procedures/message enhancements are required (e.g. with RAR).
>>>>>>>>>>>>>>>>>>>>>>> Proposed change in 3GPP TS 29.212:
…

4.5.x
PCRF Restoration Support

In order to indicate support for PCRF restoration procedures the PCEF may include the corresponding feature bit in Feature-List-ID AVP (see table 5.4.1.1) in CC-Request messages. 
If the PCEF has indicated support for PCRF restoration procedures, the PCRF may include a Transparent-Container AVP in any CC-Answer message. The PCEF shall not interpret the contents of this AVP but only store it for the case that a PCRF recovery is detected. 
After recovery of a PCRF has been detected, the PCEFmay send a CC-Request message with the Transparent-Container AVP to the PCRF. The PCRF may restore session data and answer with a CC-Answer message containing the Restore-Success AVP. 
…
Table 5.3.1: Gx specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (note 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. Type
	Applicability (note 3)

	…
	
	
	
	
	
	
	
	
	
	

	Transparent-Container
	tbd
	5.3.x
	xxx
	?
	?
	?
	?
	?
	All
	Both

	Restore-Success
	tbd
	5.3.y
	yyy
	?
	?
	?
	?
	?
	All
	Both

	…
	
	
	
	
	
	
	
	
	
	


Table 5.4.1.1: Features of Feature-List-ID 1 used in Gx

	Feature bit
	Feature
	M/O
	Description

	0
	Rel8
	M
	This feature indicates the support of base 3GPP Rel-8 Gx functionality, including the AVPs and corresponding procedures supported by the base 3GPP Rel-7 Gx standard, but excluding those features represented by separate feature bits. AVPs introduced with this feature are marked with "Rel8" in table 5.3.1.

	1
	Rel9
	M
	This feature indicates the support of base 3GPP Rel-9 Gx functionality, including the AVPs and corresponding procedures supported by the Rel8 feature bit, but excluding those features represented by separate feature bits.  AVPs introduced with this feature are marked with "Rel9" in table 5.3.1.

	X
	ProvAFsignalFlow
	O
	This feature indicates support for the feature of IMS Restoration as described in subclause 4.5.18. If PCEF supports this feature the PCRF may provision AF signalling IP flow information.

	X
	
	
	This feature indicates support for the feature of PCRF Restoration as described in subclause 4.5.x. If PCEF supports this feature the PCRF may provide, for the purpose of restoration after failure and recovery, data to PCEF in a transparent container.

	Feature bit: The order number of the bit within the Feature-List AVP where the least significant bit is assigned number “0”.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "EPS".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description: A clear textual description of the feature.


…
5.3.x
Transparent-Container AVP (All access types)

The Transparent-Container AVP (AVP code tbd) is of type OctetString. It is sent from PCRF to PCEF or from PCEF to PCRF and contains data encoded by the PCRF for restoring its session data after failure and recovery. 
5.3.y
Restore-Success AVP (All access types)

The Restore-Success AVP (AVP code tbd) is of type Enumerated. It is sent from PCRF to PCEF and indicates whether the restoration of session data has successfully been performed in PCRF. 
The following values are defined:

RESTORE_FAILURE (0)

This value indicates that the PCRF could not successfully restore session data, without communicating any further details. 
RESTORE_SUCCESS (1)

This value indicates that the PCRF has successfully decoded the transparent container and restored its session data accordingly.  
Usage of further values are FFS, e.g. for indicating additonal reasons of restoration failure.
…

5.6.2
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the PCEF to the PCRF in order to request PCC rules for a bearer. The CCR command is also sent by the PCEF to the PCRF in order to indicate bearer or PCC rule related events or the termination of the IP CAN bearer and/or session.
This command is also used to provide data to be intermediately stored for the purpose of session restoration after PCRF failure and recovery.
Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Subscription-Id ]





*[ Supported-Features ]





 [ Network-Request-Support ]





*[ Packet-Filter-Information ]





 [ Packet-Filter-Operation ]




 [ Bearer-Identifier ]





 [ Bearer-Operation ]





 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]





 [ IP-CAN-Type ]





 [ 3GPP-RAT-Type ]





 [ RAT-Type ]





 [ Termination-Cause ]





 [ User-Equipment-Info ]





 [ QoS-Information ] 
                 [ QoS-Negotiation ]

                 [ QoS-Upgrade ]





 [ Default-EPS-Bearer-QoS ]







 



  0*2[ AN-GW-Address ]





 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]




 [ 3GPP-SGSN-IPv6-Address ]





 [ RAI ]





 [ 3GPP-User-Location-Info]
                    [ 3GPP-MS-TimeZone ]





 [ Called-Station-ID ]





 [ PDN-Connection-ID ]





 [ Bearer-Usage ]





 [ Online ]





 [ Offline ]




*[ TFT-Packet-Filter-Information ]





*[ Charging-Rule-Report]





*[ Event-Trigger]





 [ Event-Report-Indication]





 [ Access-Network-Charging-Address ]





*[ Access-Network-Charging-Identifier-Gx ]




*[ CoA-Information ]





*[ Usage-Monitoring-Information ]




*[ Transparent-Container ]




*[ Restore-Success ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
…
5.6.3
CC-Answer (CCA) Command

The CCA command, indicated by the Command-Code field set to 272 and the 'R' bit cleared in the Command Flags field, is sent by the PCRF to the PCEF in response to the CCR command. It is used to provision PCC rules and event triggers for the bearer/session and to provide the selected bearer control mode for the IP-CAN session. If the PCRF performs the bearer binding, PCC rules will be provisioned at bearer level. The primary and secondary CCF and/or primary and secondary OCS addresses may be included in the initial provisioning.
This command is also used to provide intermediately stored PCRF with data for session restoration after failure and recovery.
Message Format:

Editor's Note: CSG-ID is needed to support CSG but the AVP has not been defined yet. It is for further study if an existing AVP may be reused or a new one needs to be created.
<CC-Answer> ::=  < Diameter Header: 272, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 { CC-Request-Type }





 { CC-Request-Number }





*[ Supported-Features ]





 [ Bearer-Control-Mode ]





*[ Event-Trigger ]





 [ Origin-State-Id ]
                *[ Redirect-Host ]

                 [ Redirect-Host-Usage ]

                 [ Redirect-Max-Cache-Time ]




*[ Charging-Rule-Remove ]





*[ Charging-Rule-Install ]





 [ Charging-Information ]





 [ Online ]





 [ Offline ]





*[ QoS-Information ]





 [ Revalidation-Time ]
                 [ Default-EPS-Bearer-QoS ]





 [ Bearer-Usage ]





 [ 3GPP-User-Location-Info]





*[ Usage-Monitoring-Information ] 




*[ CSG-Information-Reporting ]




*[ Transparent-Container ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

…
*** End of Changes ***
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