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Proposed changes:
*** 1st Change ***
6.x
Solution x: Adding explicit resilience to PCRF sessions
6.x.1
Concept

The overall concept consists in distribution of PCRF relevant information in transparent form to other nodes, in particular to PCRF clients. This helps in later, quick restoration of PCRF session state after a PCRF failure, while avoiding the efforts/costs of e.g. full mirroring of PCRF nodes.

A PCRF session information container is defined for this purpose as shown in figure 6.x.1. PCRF clients, when receiving and storing it, need not understand its detailed contents and internal structure.
Since this solution consumes memories in PCRF clients and also makes the recovery process longer, limiting resilience only for higher prioritized sessions could be beneficial. This priority handling can be performed in the PCRF based on the operator policy, for example only for IMS related sessions or based on a subscription; the PCRF does not distribute a PCRF session information container to PCRF clients for sessions which are not subject to explicit resilience handling.
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Figure 6.x.1: Contents of PCRF session information container

As this is an optional feature for both PCRF clients and servers, it is necessary to indicate the capability in initial signaling between the two.

6.x.2
Signaling procedures

Figure 6.x.2 displays the information flow for an initial PCRF session setup in course of an initial attachment in EUTRAN, followed by PCRF failure and PCRF session restoration based on the explicit resilience scheme. This example holds for EPS with GTP as the mobility protocol.
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Figure 6.x.2: Information flow for PCRF session setup, PCRF failure and PCRF session state restoration based on the explicit resilience scheme
These steps are performed: 
1) The first part of initial attachment is executed (up to the request for establishment of bearer sessions).
2) At the point where IPCAN session establishment takes place from PGW, the DIAMETER message CC-Request is enhanced by an indication for support of the scheme described here.
3) If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience, handling, it includes in the CC-Answer signaling message additionally a PCRF session information container as described in subclause 6.6.1.
4) The PCRF client (PGW) stores the PCRF session information container but does not interpret it.  
5) All the rest of steps of initial attachment are executed.
6) After some time a failure and subsequently recovery occurs at the PCRF.
7) PGW detects the recovery of the PCRF node by means according to subclause 4.2.
8) PGW retrieves the stored PCRF session information container and sends an CC-Request message with update indication, transferring the PCRF session information container back to the PCRF.  
9) PCRF node restores the PCRF session data.
10) PCRF confirms its successful restoration of PCRF session data to PGW with an CC-Answer message including a success indication.
For steps 8 to 10 the variant with bulk signaling is easily possible, reducing largely the signaling load; in this case one CC-Request message carries a whole set of PCRF session information containers. 
Note that for additional PDN connections a similar message flow can be used (involving potentially another PGW and another or the same PCRF). In a similar way the PCRF session information container is transferred also when re-authorization of resources by PCRF occurs, with equivalent enhancements for RA-Request and RA-Answer messages.
For the PMIP based EPC case, the same enhancements for the CC-Request and CC-Answer procedure as described in this section shall apply to the signaling on the Gxx interface between PCRF and SGW.
The explicit resilience concept can be applied also to an AF as a PCRF client, this is visible from figure 6.x.3 for the example of PCRF-AF interaction in course of the initial attachment in EUTRAN (i.e. based on figure 6.x.2). 
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Figure 6.x.3: Explicit resilience scheme applied to AF session
The signaling procedure consists of the following steps: 

1) An attachment in EUTRAN has been performed, including PCRF control (as detailed in the first part of the previous flow graph).

2) An application function requires PCRF support and directs an AA-request message to the PCRF node in charge of the bearer session; in this message an indication for support of explicit resilience mechanism is included.  

3) If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience handling, it includes in the AA-Answer signaling message additionally a PCRF session information container as described in subclause 6.6.1.

4)  The PCRF client (AF) stores the PCRF session information container but does not interpret it.  

5) After some time a failure and subsequently recovery occurs at the PCRF.

6) AF detects the recovery of the PCRF node by means according to subclause 4.2.

7) The signaling for restoration of the bearer plane is performed. (For generality also the difference between GTP and PMIP case is visualized here.)
8) AF retrieves the stored PCRF session information container and sends an AA-Request message with update indication, transferring the PCRF session information container back to the PCRF.  

9) PCRF node restores the PCRF session data.

10) PCRF confirms its successful restoration of PCRF session data to the AF with an AA-Answer message including a success indication.
The usage of this concept with DRA is shown in figure 6.x.4 for some bearer plane related PCRF session; here it is assumed that failure and recovery of PCRF 1 is detected by PGW indirectly via the DRA (but other means are not excluded). PCRF session information container and other, above described enhanced information elements of DIAMETER signaling messages are passed transparently through the DRA.
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Figure 6.x.4: explicit resilience scheme applied with DRA
The signaling procedure consists of the following steps: 

1) A PGW requires PCRF support and directs a CC-request message to the DRA; in this message an indication for support of explicit resilience mechanism is included.
2) DRA forwards a CC-request message to a PCRF node in charge of the bearer session. 

3) If the PCRF supports the explicit resilience scheme and the requested session is subject to explicit resilience handling, it includes in the CC-Answer signaling message additionally a PCRF session information container as described in subclause 6.6.1.

4) The DRA forwards a CC-Answer message to the PGW. 

5) The PCRF client (PGW) stores the PCRF session information container but does not interpret it.  

6) After some time a failure and subsequently recovery occurs at the PCRF 1.

7) The DRA detects the recovery of the PCRF node by means according to subclause 4.2.
8) The PGW is informed about the recovery of the PCRF 1 by the DRA. (A particular way of doing this is not shown here.)
9) PGW retrieves the stored PCRF session information container and sends a CC-Request message with update indication, transferring the PCRF session information container back to the DRA.
10) The DRA forwards the CC-Request message to the PCRF 1 if it is known by DRA that it has recovered.  If the PCRF 1 has not yet been recovered, the DRA alternatively chooses the PCRF 2 to continue the PCC management for the session. This procedure is shown with the dotted lines.
11) The chosen PCRF node (PCRF1 or PCRF 2, depending on step 10) restores the PCRF session data. 
12) The chosen PCRF confirms its successful restoration of PCRF session data to the DRA with a CC-Answer message including a success indication.
13) The DRA forwards a CC-Answer message to the PGW. 
14) Editor’s note: the details of handling linked PCRF sessions with several PCRF clients are FFS,  e.g. (1) to which of the PCRF clients the session information container is signaled to, and (2)  how updates due to conditions one PCRF client are reflected in the PCRF session information container.
15) Editor’s note: the amount and type of if information in the PCRF session information container is FFS.
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