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Proposed changes:
*** 1st Change ***
6.4
Solution 4: Strict termination of bearer services

The solution consists in performing the appropriate tear-down procedure on the PCRF clients for all bearer and application sessions, for which PCRF control would be required, but cannot take effect, due to PCRF failure or unreachability, as soon as this failure condition is detected. More concretely, depending on the deployed network architecture, the following procedures are invoked (with the obvious modification that the normally foreseen PCRF interactions in these procedures, if any, are left out):

1) on network nodes implementing PCEF:

· at PDN GW: once PDN GW detects the PCRF failure, PDN GW initiates the PDN GW initiated bearer deactivation procedure as described in subclause 5.4.4.1 of 3GPP TS 23.401 [5] ;

· at the trusted non-3GPP access: once the trusted non-3GPP access detects the PCRF failure, the trusted non-3GPP access initiates the network initiated detach procedures as described in subclauses 6.4.1 and 6.4.4 of 3GPP TS 23.402 [6];

· at GGSN: once GGSN detects the PCRF failure, GGSN initiates the GGSN initiated PDP Context deactivation procedure according to subclause 9.2.4.3 of 3GPP TS 23.060 [7];

2) on network nodes implementing BBERF:

· at Serving GW: 

a. in  non-roaming: once Serving GW detects the PCRF failure, Serving GW behaves according to the PCC initiated bearer deactivation procedure described in subclause 5.4.5.1 of 3GPP TS 23.402 [6], with the triggering message from PCRF substituted by the failure detection. 

b. in roaming: once V-PCRF detects the H-PCRF failure, V-PCRF initiates the PCC initiated bearer deactivation procedure as described in subclause 5.4.5.1 of 3GPP TS 23.402 [6]; once the Serving GW detects the failure of the V-PCRF, Serving GW behaves as in bullet 1.
3) on network nodes implementing AF:

· at P-CSCF: once the P-CSCF detects the PCRF failure, the P-CSCF initiates the appropriate teardown action as specified in the corresponding specification (e.g. according to subclause 5.10.3.2 in 3GPP TS 23.228 [8]).
· at any other type of AFs the behaviour is application specific; 
In roaming, if H-PCRF detects the failure of the V-PCRF, the possible actions depend on the traffic routing scenario:

- for roaming with local breakout no specific action need to be taken in the control plane. It can be expected that the behaviour in the VPLMN is sufficiently detailed in roaming agreements;

- for roaming with home routed traffic, the H-PCRF can initiate the PCRF initiated IP-CAN session termination.

Editor’s note: for roaming scenarios, further details how failures to either the  H-PCRF or V-PCRF are handled are FFS.
In order to deal with the masses of sessions potentially involved in PCRF failure and restoration procedures, possible methods are:

1) in case of multiple PCRF deployment: equi-distribution (or at least non-concentration) of sessions on PCRFs; the number of affected sessions can be reduced roughly by a factor of N, where N is the number of deployed PCRFs.  

2) rate limiting of signaling: although the termination should ideally happen immediately, the number of signaling messages per time slot should be limited (e.g. by delaying and queueing). 

3) bulk signaling: it could (additionally) be used on interfaces Gx, Gxx and  Rx. This concept is already in use for signaling between other network nodes (based on CSI - Connection Set Identifier, used between Serving GW, PDN GW and MME; see 3GPP TS 23.007 [15]) and can be carried over to PCRF application signaling. Details are found in subclause 6.x.

*** 2nd Change ***
6.x 
Solution x: Bulk Signaling based on PCRF Session Set ID (PSSID)
6.x.1
Concept

A PCRF Session Set Identifier (PSSID) shall identify a set of PCRF sessions within a PCRF node and its PCRF clients. PCRF Session Sets may be created and maintained by the PCRF nodes. Each node (PCRF and clients) maintains a local mapping of PSSID to its internal resources. PSSIDs can be used in bulk signaling in case of total or partial failures, e.g. to tear down PCRF sessions or to restore PCRF session data efficiently. However, the PSSID concept may not be supported by a PCRF if the PCRF performs the bulk signaling always per nodal basis. 
The fully qualified PSSID (FQ-PSSID) is the combination of the node identity and one or more PSSIDs assigned locally by the node, and identifies a set of PCRF sessions.The node identifier shall be globally unique across all 3GPP networks. 
Editor’s note: the format of FQ-PSSID needs to be defined in 3GPP TS 29.21x series. 
Further characteristics of the PSSID concept are:

· PSSIDs may relate to diverse input criteria in the allocating node e.g. a HW components (blades), a SW components (DB slices), a service or a user; 

· the PSSID which is linked to a PCRF session is allocated by the PCRF node and is signaled to PCRF client(s); 

· in comparison with bulk signaling using a flat list of PCRF/DIAMETER session ids, PSSIDs allow for compacting the amount of session identification information in the signaling;

· the size of the set represented by a PSSID (i.e. the granularity of bulk signaling) depends on the implementation, but the trade-off between the effort of encoding/decoding FQ-PSSIDs and the amount of signaled information should be considered.

Figure 6.x.1.1 visualizes the concept at the example of two PCRF nodes and two PCRF clients.
The support of PSSIDs is an optional feature for PCRF and PCRF clients. 
In order to terminate in the bearer plane all sessions that correspond to the PSSID, a PCRF client should link a PSSID to a CSI that is used for the S5/S8/S11 interfaces. In this way, a bulk session termination over the S5/S8/S11 interfaces can be achieved.

[image: image1]
Figure 6.x.1.1: Concept of PSSIDs
6.x.2
Use in signaling

During PCRF session establishment, depending on the support of the feature, both the PCRF node and the PCRF client may provide a FQ-PSSID containing exactly one PSSID for that particular PCRF session in the appropriate request and response message(s) (CCR, CCA). The receiving node shall store the Node-ID and PSSID values from the FQ-PSSID in its PCRF session data. 
If there is a need for bulk signaling, PSSIDs can be used instead of individual session identification (e.g. the  “target sessions” in step 1 of the procedure described in figure 6.5.1). A possible coding is illustrated in Annex A.1.
NOTE: when using FQ-PSSIDs, their size should be considered in conjunction with rest of signaled DIAMETER AVPs with respect to IP fragmentation.
6.x.3
Embedding in the DIAMETER signaling concept

DIAMETER, as a AAA type of protocol, is session oriented and up to now does not foresee the concept of bulk signaling (or structuring of a multitude of sessions); PCRF applications are based on the underlying DIAMETER session model. A simple solution consists in defining a session specifically for the bulk signaling; it should be created as the first one after a PCRF client has started up, e.g. by exchanging a dummy RAR/RAA message with empty FQ-PSSIDs. All further bulk signaling messages reuse the same session-id.  
The routing of bulk signaling requests and responses in DRA has to be done directly based on the node identity within FQ-PSSID. 
*** 3rd Change ***

Annex <A>: coding examples
Editor’s note: this annex captures examples of DIAMETER coding for functionalities proposed in the solutions clauses. The changes with respect to current specifications are not marked by change marks but in yellow.
A.x Bulk Signaling
According to the concept described in subclause 6.x, bulk signaling is foreseen for optimizing teardown and restoration procedures. 

For teardown of bearer services according to subclause 6.4, bulk signaling may be used on Gx, Gxx and Rx interfaces in RAR and ASR messages.  
>>>>>>>>>>>>>>>>>>>>>>> Proposed change in 3GPP TS 29.212:
Table 5.3.1: Gx specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (note 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. Type
	Applicability (note 3)

	…
	
	
	
	
	
	
	
	
	
	

	FQ-PSSID
	tbd
	5.3.x
	OctetString
	?
	?
	?
	?
	?
	All
	Both

	…
	
	
	
	
	
	
	
	
	
	


…
5.3.x
FQ-PSSID AVP (All access types)

The FQ-PSSID AVP (AVP code tbd) is of type OctetString and is coded according to figure A.x:

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Length = n
	

	
	3
	Node-ID Type
	Number of PSSIDs= m
	

	
	4 to p
	Node-ID 
	

	
	(p+1) to (p+2)
	First PCRF Session Set Identifier (PSSID)
	

	
	(p+3) to (p+4)
	Second PCRF Session Set Identifier (PSSID)
	

	
	...
	...
	

	
	q to q+1
	m"th PCRF Session Set Identifier (PSSID)
	

	
	(q+2) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure A.x: FQ-PSSID

Where Node-ID Type values are:

0
indicates that Node-ID is a global unicast IPv4 address and p = 7.

1
indicates that Node-ID is a global unicast IPv6 address and p = 19. 

2
indicates that Node-ID is a 4 octets long field with a 32 bit value stored in network order, and p= 9. The coding of the field is specified below:

-
Most significant 20 bits are the binary encoded value of (MCC * 1000 + MNC). 

-
Least significant 12 bits is a 12 bit integer assigned by an operator to a PCRF node or PCRF client. Other values of Node-ID Type are reserved. 

The node that creates the FQ-PSSID is responsible for making sure the Node-ID is globally unique and the PSSID value is unique within that node.
…
5.6.4
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the BBERF/PCEF in order to provision QoS/PCC rules using the PUSH procedure initiate the provision of unsolicited QoS/PCC rules. It is used to provision QoS/PCC rules, event triggers and event report indications for the session. If the PCRF performs the bearer binding, PCC rules will be provisioned at bearer level.
Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }




*[ Supported-Features ]

                 [ Session-Release-Cause ]




 [ Origin-State-Id ]





*[ Event-Trigger ]





 [ Event-Report-Indication ]




*[ Charging-Rule-Remove ]





*[ Charging-Rule-Install ]




 [ Default-EPS-Bearer-QoS ]




*[ QoS-Information ]




 [ Revalidation-Time ]




*[ Usage-Monitoring-Information ]




*[ FQ-PSSID ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]

…

Table 5a.4.1: Gxx re-used Diameter AVPs

	Attribute Name
	Reference
	Description
	Acc. type

	…
	
	
	

	…
	
	
	

	FQ-PSSID
	5.3.x
	Defines a set of PCRF sessions for bulk signaling purposes.
	All

	…
	
	
	


…
Table 5.4.1: Rx re-used Diameter AVPs
	Attribute Name
	Reference
	Comments

	…
	
	

	FQ-PSSID
	3GPP TS 29.212 [8]
	Defines a set of PCRF sessions for bulk signaling purposes.

	…
	
	


…
5a.6.4
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the BBERF in order to provision QoS rules using the PUSH procedure initiate the provision of unsolicited QoS rules. It is used to provision QoS rules, event triggers and event report indications for the session.
Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }




*[ Supported-Features ]

                 [ Session-Release-Cause ]




 [ Origin-State-Id ]





*[ Event-Trigger ]





*[ QoS-Rule-Remove ]





*[ QoS-Rule-Install ]





 [ QoS-Information ]





 [ Default-EPS-Bearer-QoS ]




*[ FQ-PSSID ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]
>>>>>>>>>>>>>>>>>>>>>>> Proposed change in 3GPP TS 29.214:
…
5.6.7
Abort-Session-Request (ASR) command

The ASR command, indicated by the Command-Code field set to 274 and the 'R' bit set in the Command Flags field, is sent by the PCRF to inform the AF that bearer for the established session is no longer available.

Message Format:

<AS-Request>  ::= < Diameter Header: 274, REQ, PXY >





  < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





 { Abort-Cause }




*[ FQ-PSSID ]




 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
*** End of Changes ***
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