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*** 1st Change ***
4.2
Failure and recovery detection

4.2.1 
General

Figure 4.2.1.1 gives a schematic view of the protocol structure for PCRF interfaces.
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Figure 4.2.1.1: Protocol structure for PCRF interfaces

A client may detect a PCRF node failure or (un)availability in several ways, e.g.:

· on protocol layers below the PCRF application: periodic signaling (by e.g. SCTP heartbeat or DIAMETER device-watchdog) will lead to detection of a PCRF node’s (un)reachability. This signaling is independent of PCRF session handling. Unreachability on layers below PCRF application implicitly means unavailability of the PCRF functionality (on a specific target PCRF node), but the opposite does not hold. 
· on PCRF application protocol layer: it will lead to detection of a total PCRF node failure by a PCRF client, also within the timespan of lower layer periodic signaling, but only if PCRF session requests are to be handled (by timeout of requests). Immediate detection of PCRF node recovery would require enhancements in signaling and node behaviour. 
· independent from signaling, e.g. by TMN interaction. This method could be suitable for pro-active failure and recovery detection (e.g. based on permanent auditing on a PCRF node) and also for a controled withrawal of service of a PCRF node (e.g. for maintenance, reconfiguration etc.). 

· 
Editor’s note: the details of TMN involvement for failure detection are FFS (e.g. standardized interfaces). The work of SA5 needs to be considered. 

In case of single PCRF/multiple PCRF deployment without DRA, the PCRF clients must detect the failure; in case of multiple PCRF deployment with DRA, the failure must be detected by the DRA, and – depending on the required recovery handling – additionally PCRF clients may need to be informed.
There is a characteristic difference between PCRF failure and PCRF recovery detection, depending on the deployment scenario: a PCRF failure must be detected as fast as possible in any case, as there is a potential risk associated with the latency of failure detection; the same applies for PCRF recovery detection for single PCRF deployment. For multiple PCRF deplyoment the requirements for recovery detection are less stringent (because the effect of a delayed recovery detection would only be that PCRF sessions are unnecessarily still handled at alternative PCRF nodes; it does not increase the operator’s risk, under the assumption that the overall load can still be handled).  
Detection of recovery is commonly done by a restart indication sent by a restarted node to relevant clients immediately after a restart. 
4.2.2
Failure detection on transport level

Transport of DIAMETER sigaling utilizes reliable (mostly SCTP) transport. 

For SCTP, the heartbeat mechanism  according to IETF RFC 4960 [3] can be used to detect unreachability of a peer; the recommended heartbeat interval is 30 sec. 

Editor’s note: the usage of transport level failure detection and their consequences are FFS. 

4.2.3
Failure and recovery detection on DIAMETER level

According to IETF RFC 3539 [9], transport failures are dedectable on DIAMETER level by the device watchdog mechanism. It has the following characteristics:

· operation is between DIAMETER peers (i.e. hop by hop, so that a failure of a PCRF node behind a DIAMETER agent cannot be detected by a PCRF client directly);

· the latency for failure detection is determined by the device watchdog timer setting (the default setting is 30 sec and minimum time is 6 sec); the maximum latency time results approximately in two time spans of this setting’s length (first one for timing out pending DIAMETER responses, the second one due to waiting for the subsequent device watchdog response).    

· the type of failure is unspecific; the only information derivable by the DIAMETER client is that the DIAMETER peer is not able to respond in time. Still, this criterion is the one defined for a failover procedure.  

· smaller values of the timer do not cause traffic problems, as any response from the DIAMETER peer (e.g. normal traffic conditions) leads to a reset of the timer and does not lead to sending of the device watchdog request, and in low traffic conditions watchdog requests anyway do not compete with normal traffic. However, smaller values of the timer may increase the probability of a premature failure detection.  

A further means to report problems of a peer on DIAMETER level is to send an explicit disconnect request, as defined in section 5.4 of IETF RFC 3588 [4]. A reason is included in the request, and may indicate e.g. a reboot or a busy situation. 
Recovery of a DIAMETER peer is detected by a successful periodic attempt to connect to a failed peer (as per RFC 3588 with a default and recommended value of 30 sec). 
The loss of previous state may be indicated by the Origin-State-Id AVP in DIAMETER messages (which is monotonically increased with every state reset).
NOTE: in a simplified implementation, total PCRF failures may be linked firmly to loss of DIAMETER session state and thus Origin-State-Id AVP may be used for indication of PCRF restart.     
*** End of Changes ***
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