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1. Background
The GW and PCRF behaviour in case a PCRF request to modify a PCC rule fails has been on the CT3 agenda.

There are stage 2 requirements and hints in TS 23.203 as to what behaviour is appropriate. The paragraph that gives the key information as what the expected behaviour is can be found in clause 6.2.2.1, quoted here for reference:

The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the activation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

It should be evident that the effect of, successfully, modifying a rule is that all the arrangements that are required to consider the rule as active have been completed. For the sake of this discussion, we call these arrangements preconditions for a rule to be considered active or just preconditions.
The content of a PCC rule is an array of various information elements that affect e.g. whether user plane traffic is allowed, the user plane QoS treatment, charging/measurement aspects, etc. The handling of these aspects may also be allocated to both the PCEF and a BBERF for the same rule. For the sake of this discussion we call the arrangements in the access network to fulfil “rule preconditions”, or just conditions.
2. Discussion
For the outcome of the operation, it is expected that it is successful or, in case of failure, leaves the state in the access network as before the attempted modification.

As an example, a rule modification may include a GBR change together with a TFT filter change. The GBR modification in the RAN may be successful while the UE is out of coverage so that the TFT filter modification fails. In this case it is expected that the GW initiates the necessary modifications to restore the conditions for the original rule (restoring the original GBR demand in the RAN in the example). It shall be observed that also restoring the previous conditions for the original rule may also fail.
Should the network fail in restoring the conditions for the original rule, then the rule shall be removed as per normal procedures, because the conditions cannot be maintained.
Conclusion 1:
The result of a rule operation may be either successful, no change or, if the conditions for no change cannot be restored, removal of the rule.

Stage 2 procedures (e.g. TS 23.203, clause 7.4.1 step 15 and clause 7.4.2 clause step 11) the positive acknowledgement of rule operations is mandatory.
CT3 has, before the possibility of failure at modification was studied, assumed that the positive acknowledgement could be implemented in such a way that only failures were necessary to report back to the PCRF. A possibility for the PCRF to request the positive acknowledgement by means of an event trigger has been introduced, but is not specified as mandatory to use from the PCRF point of view.

Overall, the consequence of the event trigger for positive result being on demand only is that, unless the PCRF enables the trigger, the synchronization of state for the rule between PCRF and PCEF cannot be guaranteed.

The following example serves as an illustration:

If the PCEF/BBERF makes a request for a policy decision in a CCR, resulting in a PCRF decision to modify a rule, then the PCRF provides the new rule in a CCA command. Should the CCA command not reach the PCEF, the PCEF may resend the original CCR. Unless the PCRF has retained the previous state, the PCRF may find the present state to be in accordance with the request, thus omitting the modifications that were provided in the original CCA.
Conclusion 2
The PCRF shall await the completion of a rule operation prior to removing the previous state of the rule.

Conclusion 3:
For the fulfilment of the stage 2 requirements, e.g. in TS 23.203, clause 7.4.1 step 15 and clause 7.4.2 clause step 11, in order for  the PCRF to maintain the proper state of the rule at PCEF and BBERF, the BBERF must request the positive acknowledgement of all rule operations.

Specifying the trigger as mandatory enables the possibility of reliable synchronization between the PCRF and PCEF:

At success the modification is positively confirmed.

At failure, resulting in no change, the modification failure is reported.

At failure, where the original rule cannot be maintained, the rule is reported to be removed as per normal procedures.

Since modification has only 3 distinct possible outcomes and the only problematic is the “failure, resulting in no change”. However, the short period of time for the modification to take effect and the result being reported back to the PCRF, it should pose no problem to the PCRF to retain the original state of the rule and stay synchronized with the access, also for the case of failure, resulting in no change”.

Still, the PCRF might decide that there is no interest in the outcome of “failure, resulting in no change” and preferring the “failure with rule removal” is preferred, the PCRF could be allowed to abstain from enabling the event trigger for that specific rule.

Conclusion 4:
If the policy decision at the PCRF to modify a rule is such that, in case of a failure to modify, the removal of the rule is the appropriate action, then the absence of the request for a positive acknowledgement of a rule operation may be allowed.

FBC has been defined since Rel-6 and PCC since Rel-7. Throughout the development of FBC and PCC, the PCRF makes decisions as to what shall apply for a certain service (rule) and the gateway has no option modifying a PCRF decision, however being obliged to report inability to fulfil a rule. Therefore any requirement for the GW to report a rule definition to the PCRF would be a new functional PCEF/BBERF requirement.
Also, the PCEF/BBERF has no information as to whether it might be obliged to, in the future, to return the rule data to the PCRF, which has that knowledge at the time of requesting a rule change.  

Conclusion 5:
There shall be no requirement for the PCEF or BBERF to report any rule content to the PCRF.

In a scenario with a GC session, a PCC rule modification may be successful, whereas the QoS rule operation fails.

Conclusion 6:      The PCRF shall keep PCC and QoS rules aligned, which requires the PCRF to resolve different results from PCC and QoS rule operations.

It is understood that the PCEF/BBERF is mandated to unconditionally report the spontaneous removal of a rule to the PCRF, i.e. such reports are not conditional on any event trigger.
3.
Proposal

It is proposed to agree on the following principles for handling PCC/QoS rule operations:

1. There are 3 possible outcomes of a rule operation – (a) success, (b) failure, previous state retained and (c) failure and rule removal.

2. For the outcome (b) of a rule modification to be possible, the PCRF is mandated to (i) request a positive acknowledgement to the operation and (ii) retain the previous state of the rule until the PCRF receives the result of the operation.
The outcome (b) may be indicated with a new enumerated value in the PCC-Rule-Status AVP.
It may also be noted that the impact of this proposal is limited to the PCRF decision as to whether a roll-back attempt in case of failure is needed. The PCEF ability to attempt reversion to the previous state is a legacy requirement.
If this proposal is agreed, Ericsson is willing to bring CR:s for the implementation of the proposal for the upcoming CT3 meeting.
