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SA3 thanks SA5 for their LS regarding security aspects on the new work item "RTTI support in IMS charging". First SA3 agrees on the fact that the security of RTTI (Real-time Transfer of Tariff Information) for charging purpose needs to be seriously taken into account. Two main cases can be distinguished for the security of RTTI from an IMS operator point of view:
· Whether the tariff / add-on charge information is issued on its own domain. In this case, the information is considered secure and reliable because it is over the IMS operator control.

· Or whether the tariff / add-on charge information is issued from an external domain (any IMS third party operator). In this case, a contractual trust relationship must be established between operators in order to interconnect their IMS networks. If the contractual relationship does not imply the acceptance of RTTI messages, the incoming SIP messages containing RTTI information shall be filtered out in IBCF equipments. In the case where no trust relationship exists, no interconnections shall be established between the different network domains.
In both cases, if the tariff / add-on charge information has to be sent over unsecure domain networks, the security of the domains interconnection shall rely on Network Domain Security specifications: TS 33.210 "IP Network Layer Security" and TS 33.310 "Authentication Framework". These specifications describe how to use IPsec and IKE protocols with certificate authentication in order to ensure the integrity, authentication, anti-replay protection and confidentiality of IP-based communication. This security layer is sufficient to route securely any SIP messages between the two trusted network domains.
Furthermore, in order to protect the IMS Core Network S-CSCF equipments responsible for the handling of RTTI messages from malicious UE that try to bypass the P-CSCF, recommendations explained in the common IMS security specification TS 33.203 "Access security for IP-based services", annex J, apply.

To conclude, SA3 sees the above issues related to the security of tariff / add-on charge information transmitted and received in the body of a SIP message in the context of IMS networks and believes SA3 specifications already address these issues.

To SA5 group.

ACTION: 
SA3 kindly asks SA5 to take notes about the above response.
Dates of Next TSG-SA WG3 Meetings:

3GPP SA3#56

06 - 10 Jul 2009  
USA, Seattle

3GPP SA3#57

16 – 20 Nov 2009 
Ireland, Dublin
