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*** 1st Change ***

16a.4
Gi/SGi Diameter messages

This clause describes the Gi and the SGi interface Diameter messages.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in this clause. Other Diameter NASREQ (IETF RFC 4005 [67]) AVPs, even if their AVP flag rules is marked with "M", are not required for being compliant with the current specification.

16a.4.1
AAR Command
The AAR command, defined in Diameter NASREQ (IETF RFC 4005 [67]), is indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field. It may be sent by the GGSN to a Diameter server, during Primary PDP Context activation only, in order to request user authentication and authorization. In the case of P-GW, the AAR may be sent upon reception of an initial access request (e.g. Create Session Request or Proxy Binding Update) message for a given APN to request user authentication and authorization.
The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi, or modified existing AVPs. For SGi, some of the optional 3GPP vendor-specific AVPs listed in the message format below are not applicable. See table 9a in subclause 16a.5 to see the ones that are applicable.
Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >






< Session-Id >

                       
{ Auth-Application-Id }

                       
{ Origin-Host }

                       
{ Origin-Realm }

                       
{ Destination-Realm }

                       
{ Auth-Request-Type }

                       
[ Destination-Host ]

                       
[ NAS-Port ]
                       
[ NAS-Port-Id ]
                       
[ NAS-Port-Type ]
                       
[ Origin-State-Id ]
                       
[ Port-Limit ]
                       
[ User-Name ]
                       
[ User-Password ]
                       
[ Service-Type ]
                       
[ Authorization-Lifetime ]
                       
[ Auth-Grace-Period ]
                       
[ Auth-Session-State ]
                       
[ Callback-Number ]
                       
[ Called-Station-Id ]

                       
[ Calling-Station-Id ]
                       
[ Originating-Line-Info ]
                       
[ Connect-Info ]
                       
[ CHAP-Auth ]
                       
[ CHAP-Challenge ]
                      *
[ Framed-Compression ]
                       
[ Framed-Interface-Id ]
                       
[ Framed-IP-Address ]
                      *
[ Framed-IPv6-Prefix ]
                       
[ Framed-IP-Netmask ]
                       
[ Framed-MTU ]
                       
[ Framed-Protocol ]
                      *
[ Login-IP-Host ]

                      *
[ Login-IPv6-Host ]

                       
[ Login-LAT-Group ]

                       
[ Login-LAT-Node ]

                       
[ Login-LAT-Port ]

                       
[ Login-LAT-Service ]

                      *
[ Tunneling ]
                      *
[ Proxy-Info ]
                      *
[ Route-Record ]







[ 3GPP-IMSI]







[ 3GPP-Charging-ID ]







[ 3GPP-PDP-Type ]







[ 3GPP-CG-Address ]







[ 3GPP-GPRS-Negotiated-QoS-Profile ]







[ 3GPP-SGSN-Address ]







[ 3GPP-GGSN-Address ]







[ 3GPP-IMSI-MCC-MNC ]







[ 3GPP-GGSN-MCC-MNC ]







[ 3GPP-NSAPI ]







[ 3GPP-Selection-Mode ]







[ 3GPP-Charging-Characteristics ]







[ 3GPP-CG-IPv6-Address ]







[ 3GPP-SGSN-IPv6-Address ]







[ 3GPP-GGSN-IPv6-Address ]







[ 3GPP-SGSN-MCC-MNC ]







[ 3GPP-RAT-Type ]







[ 3GPP-CAMEL-Charging-Info ]







[ 3GPP-Negotiated-DSCP ]
                      *
[ AVP ]
16a.4.2
AAA Command
The AAA command, defined in Diameter NASREQ (IETF RFC 4005 [67]), is indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field., It is sent by the Diameter server to the GGSN/P-GW in response to the AAR command.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi, or modified existing AVPs.

Message Format:
<AA-Answer> ::= < Diameter Header: 265, PXY >

                      
< Session-Id >

                      
{ Auth-Application-Id }

                      
{ Auth-Request-Type }

                      
{ Result-Code }

                      
{ Origin-Host }

                      
{ Origin-Realm }

                      
[ User-Name ]

                      
[ Service-Type ]

                      *
[ Class ]

                      
[ Acct-Interim-Interval ]

                      
[ Error-Message ]

                      
[ Error-Reporting-Host ]

                      *
[ Failed-AVP ]

                      
[ Idle-Timeout ]

                      
[ Authorization-Lifetime ]

                      
[ Auth-Grace-Period ]

                      
[ Auth-Session-State ]

                      
[ Re-Auth-Request-Type ]

                      
[ Multi-Round-Time-Out ]

                      
[ Session-Timeout ]

                      *
[ Reply-Message ]

                      
[ Origin-State-Id ]

                      *
[ Filter-Id ]

                      
[ Port-Limit ]

                      
[ Prompt ]

                      
[ Callback-Id ]

                      
[ Callback-Number ]

                      *
[ Framed-Compression ]

                      
[ Framed-Interface-Id ]

                      
[ Framed-IP-Address ]

                      *
[ Framed-IPv6-Prefix ]

                      
[ Framed-IPv6-Pool ]

                      *
[ Framed-IPv6-Route ]

                      
[ Framed-IP-Netmask ]

                      *
[ Framed-Route ]

                      
[ Framed-Pool ]

                      
[ Framed-IPX-Network ]

                      
[ Framed-MTU ]

                      
[ Framed-Protocol ]

                      
[ Framed-Routing ]

                      *
[ Login-IP-Host ]

                      *
[ Login-IPv6-Host ]

                      
[ Login-LAT-Group ]

                      
[ Login-LAT-Node ]

                      
[ Login-LAT-Port ]

                      
[ Login-LAT-Service ]

                      
[ Login-Service ]

                      
[ Login-TCP-Port ]

                      *
[ NAS-Filter-Rule ]

                      *
[ QoS-Filter-Rule ]

                      *
[ Tunneling ]

                      *
[ Redirect-Host ]

                      
[ Redirect-Host-Usage ]

                      
[ Redirect-Max-Cache-Time ]

                      *
[ Proxy-Info ]






[ 3GPP-IPv6-DNS-Servers ]

                      *
[ AVP ]
16a.4.3
ACR Command

The ACR command, defined in IETF RFC3588 (Diameter Base) [66], is indicated by the Command-Code field set to 271 and the ‘R’ bit set in the Command Flags field. It is sent by the GGSN/P-GW to the Diameter server to report accounting information for a certain IP-CAN bearer (e.g. PDP context) or an IP-CAN session of a certain user.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi, or modified existing AVPs. For SGi, some of the optional 3GPP vendor-specific AVPs listed in the message format below are not applicable. See table 9a in subclause 16a.5 to see the ones that are applicable.
Message Format:

<AC-Request> ::= < Diameter Header: 271, REQ, PXY >

                      
< Session-Id >

                      
{ Origin-Host }

                      
{ Origin-Realm }

                      
{ Destination-Realm }

                      
{ Accounting-Record-Type }

                      
{ Accounting-Record-Number }

                      
[ Acct-Application-Id ]

                      
[ User-Name ]
                      
[ Origin-State-Id ]

                      
[ Destination-Host ]

                      
[ Event-Timestamp ]

                      
[ Acct-Delay-Time ]

                      
[ NAS-Identifier ]

                      
[ NAS-IP-Address ]

                      
[ NAS-IPv6-Address ]

                      
[ NAS-Port ]

                      
[ NAS-Port-Id ]

                      
[ NAS-Port-Type ]
                   
   *[ Class ]
                      
[ Service-Type ]

                      
[ Accounting-Input-Octets ]

                      
[ Accounting-Input-Packets ]

                      
[ Accounting-Output-Octets ]

                      
[ Accounting-Output-Packets ]

                      
[ Acct-Authentic ]

                      
[ Accounting-Auth-Method ]

                      
[ Acct-Session-Time ]

                      
[ Acct-Tunnel-Connection ]

                      
[ Acct-Tunnel-Packets-Lost ]

                      
[ Callback-Id ]

                      
[ Callback-Number ]

                      
[ Called-Station-Id ]

                      
[ Calling-Station-Id ]

                      *
[ Connection-Info ]

                      
[ Originating-Line-Info ]

                      
[ Authorization-Lifetime ]

                      
[ Session-Timeout ]

                      
[ Idle-Timeout ]
                      
[ Port-Limit ]

                      
[ Accounting-Realtime-Required ]

                      
[ Acct-Interim-Interval ]

                      *
[ Filter-Id ]

                      *
[ NAS-Filter-Rule ]

                      *
[ Qos-Filter-Rule ]

                      
[ Framed-Compression ]

                      
[ Framed-Interface-Id ]

                      
[ Framed-IP-Address ]

                      
[ Framed-IP-Netmask ]

                      *
[ Framed-IPv6-Prefix ]

                      
[ Framed-IPv6-Pool ]

                      *
[ Framed-IPv6-Route ]

                      
[ Framed-IPX-Network ]

                      
[ Framed-MTU ]

                      
[ Framed-Pool ]

                      
[ Framed-Protocol ]

                      *
[ Framed-Route ]

                      
[ Framed-Routing ]

                      *
[ Login-IP-Host ]

                      *
[ Login-IPv6-Host ]

                      
[ Login-LAT-Group ]

                      
[ Login-LAT-Node ]

                      
[ Login-LAT-Port ]

                      
[ Login-LAT-Service ]

                      
[ Login-Service ]

                      
[ Login-TCP-Port ]

                      *
[ Tunneling ]

                      *
[ Proxy-Info ]

                      *
[ Route-Record ]






[ 3GPP-IMSI]







[ 3GPP-Charging-ID ]







[ 3GPP-PDP-Type ]







[ 3GPP-CG-Address ]







[ 3GPP-GPRS-Negotiated-QoS-Profile ]







[ 3GPP-SGSN-Address ]







[ 3GPP-GGSN-Address ]







[ 3GPP-IMSI-MCC-MNC ]







[ 3GPP-GGSN-MCC-MNC ]







[ 3GPP-NSAPI ]







[ 3GPP-Selection-Mode ]







[ 3GPP-Charging-Characteristics ]







[ 3GPP-CG-IPv6-Address ]







[ 3GPP-SGSN-IPv6-Address ]







[ 3GPP-GGSN-IPv6-Address ]







[ 3GPP-SGSN-MCC-MNC ]







[ 3GPP-IMEISV ]







[ 3GPP-RAT-Type ]







[ 3GPP-User-Location-Info ]







[ 3GPP-MS-Time-Zone ]







[ 3GPP-CAMEL-Charging-Info ]







[ 3GPP-Packet-Filter ]







[ 3GPP-Negotiated-DSCP ]

                      *
[ AVP ]
16a.4.4
ACA Command

The ACA command, defined in Diameter Base (IETF RFC 3588 [66]), is indicated by the Command-Code field set to 271 and the ‘R’ bit cleared in the Command Flags field., It is sent by the Diameter server to the GGSN/P-GW in response to the ACR command.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.


Message Format:

<AC-Answer> ::= < Diameter Header: 271, PXY >

                      
< Session-Id >

                      
{ Result-Code }

                      
{ Origin-Host }

                      
{ Origin-Realm }

                      
{ Accounting-Record-Type }

                      
{ Accounting-Record-Number }

                      
[ Acct-Application-Id ]

                      
[ User-Name ]

                      
[ Event-Timestamp ]

                      
[ Error-Message ]

                      
[ Error-Reporting-Host ]

                      *
[ Failed-AVP ]

                      
[ Origin-State-Id ]

                      
[ NAS-Identifier ]

                      
[ NAS-IP-Address ]

                      
[ NAS-IPv6-Address ]

                      
[ NAS-Port ]

                      
[ NAS-Port-Id ]

                      
[ NAS-Port-Type ]

                      
[ Service-Type ]

                      
[ Accounting-Realtime-Required ]

                      
[ Acct-Interim-Interval ]

                      *
[ Class ]

                      *
[ Proxy-Info ]

                      *
[ Route-Record ]

                      *
[ AVP ]

16a.4.5
STR Command

The STR command, defined in IETF RFC3588 (Diameter Base) [66], is indicated by the Command-Code field set to 275 and the ‘R’ bit set in the Command Flags field. It is sent by the GGSN/P-GW to the Diameter server to terminate a DIAMETER session corresponding to an IP-CAN session of a certain user.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

Message Format:

<ST-Request> ::= < Diameter Header: 275, REQ, PXY >

                      
< Session-Id >

                      
{ Origin-Host }

                      
{ Origin-Realm }
                      
{ Destination-Realm }

                      
{ Auth-Application-Id }

                      
{ Termination-Cause }

                      
[ User-Name ]

                      
[ Destination-Host ]

                      *
[ Class ]

                      
[ Origin-State-Id ]

                      *
[ Proxy-Info ]

                      *
[ Route-Record ]

                      *
[ AVP ]
16a.4.6
STA Command

The STA command, defined in IETF RFC3588 (Diameter Base) [66], is indicated by the Command-Code field set to 275 and the ‘R’ bit cleared in the Command Flags field. It is sent by the Diameter server to the GGSN/P-GW in response to an STR command.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

Message Format:

<ST-Answer>  ::= < Diameter Header: 275, PXY >

                       
< Session-Id >

                       
{ Result-Code }

                       
{ Origin-Host }

                       
{ Origin-Realm }






[ User-Name ]
                      *
[ Class ]

                       
[ Error-Message ]

                       
[ Error-Reporting-Host ]

                      *
[ Failed-AVP ]

                       
[ Origin-State-Id ]

                      *
[ Redirect-Host ]

                       
[ Redirect-Host-Usage ]

                       
[ Redirect-Max-Cache-Time ]
                      *
[ Proxy-Info ]
                      *
[ AVP ]
16a.4.7
ASR Command

The Abort-Session-Request (ASR) command, defined in IETF RFC3588 (Diameter Base) [66], is indicated by the Command-Code set to 274 and the message flags' 'R' bit set, is sent by the Diameter server to the GGSN to request that the PDP Context identified by the 3GPP-NSAPI AVP is to be terminated. The absence of the 3GPP-NSAPI AVP will indicate to the GGSN that all the PDP contexts for this particular user and sharing the same user session need to be deleted.  Similarly, for P-GW, the ASR command is sent by the Diamater server to the P-GW to request that the EPS bearer identified by the 3GPP-NSAPI AVP is to be terminated. In the absence of the 3GPP-NSAPI AVP or if the value of 3GPP-NSAPI AVP points to the default EPS bearer, the P-GW shall terminate the IP-CAN session associated with the same user session.
The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi, or modified existing AVPs.

Message Format:

<ASR>  ::= < Diameter Header: 274, REQ, PXY >

                 
< Session-Id >

                 
{ Origin-Host }

                 
{ Origin-Realm }

                 
{ Destination-Realm }

                 
{ Destination-Host }

                 
{ Auth-Application-Id }

                 
[ Origin-State-Id ]

                 *
[ Proxy-Info ]





[ 3GPP-NSAPI ]





  *
[ Route-Record ]
                 * [ AVP ]
16a.4.8
ASA Command

The Abort-Session-Answer (ASA) command, defined in IETF RFC3588 (Diameter Base) [66], is indicated by the Command-Code set to 274 and the message flags' 'R' bit clear, is sent in response to the ASR.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi or modified existing AVPs.

Message Format:

<ASA>  ::= < Diameter Header: 274, PXY >

                 
< Session-Id >

                 
{ Result-Code }

                 
{ Origin-Host }

                 
{ Origin-Realm }





[ User-Name ]
                 
[ Origin-State-Id ]





[ Experimental-Result-Code ]
                 
[ Error-Message ]

                 
[ Error-Reporting-Host ]

                 *
[ Failed-AVP ]

                 *
[ Redirected-Host ]

                 
[ Redirected-Host-Usage ]

                 
[ Redirect-Max-Cache-Time ]
                 *
[ Proxy-Info ]
                 * [ AVP ]
The Experimental-Result-Code AVP will signal to the Diameter server that the IP-CAN bearer (e.g. PDP context) had been succesfully terminated as requested. See subclause 16a.6 for the description of the Experimental-Result-Code AVP.
*** End of Changes ***
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