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*** 1st Change ***

1
Scope

The present document defines the requirements for Packet Domain interworking between a:

a)
PLMN and PDN;

b)
PLMN and PLMN. 

The present document is valid for a PLMN in A/Gb mode as well as for a PLMN in Iu mode. If text applies only for one of these systems it is explicitly mentioned by using the terms "A/Gb mode" and "Iu mode". Please note, that the A interface does not play any role in the scope of the present document although the term "A/Gb mode" is used. 
For inter-working between EPC PLMN and external networks, the present document is valid for both 3GPP accesses and non-3GPP accesses.
The present document also defines, in clause 17, the protocol for the Gmb interface, and in clause 19, the protocol for the Mz interface.

The present document also defines, in clause 18, the usage of Radius at the Pk Reference Point between the GGSN and the Presence Network Agent.
The term “Packet Domain” includes both EPC based and non-EPC based Packet Domains.

*** 2nd Change ***

7.3
Interface to EPC-based Packet Domain Bearer Services
The user plane for EPC based packet domain services can be found in 3GPP TS 23.401 [77] , 3GPP TS 23.402 [78] and  3GPP TS 23.060 [3].


*** 3rd Change ***

11.2.1.3.2a
IPv6 Stateless Address Autoconfiguration for EPC

This subclause describes IPv6 Stateless Address Autoconfiguration procedures for EPC, in the case of using GTP-based S5/S8, and PMIP-based S5/S8. The procedures are based on the descriptions in TS 23.401 [77] and TS 23.402 [78]. 
IPv6 prefix is delivered to UE in Router Advertisement message from the access router, in the process of IPv6 Statless Address Autoconfiguration.

In the procedure in the cases of using GTP-based S5/S8,  PDN GW acts as an access router, and allocates to a UE a globally unique /64 IPv6 prefix if the PLMN allocates the prefix, or PDN GW retrieves IPv6 prefix from an external PDN if one is allocated by the external PDN and advertises it to the UE.  In the latter procedure, PDN GW uses RADIUS, Diameter or DHCPv6 protocol for the retrieval of an IPv6 prefix.

Following is the flow for IPv6 Stateless Address Autoconfiguration for EPC using GTP-based S5/S8.

1.
UE initiates the Attach procedure, indicating 'IPv6' or 'IPv4v6' for PDN type in PDP type information element.

2.
SGSN/MME requests for Default Bearer creation.

3.
PDN GW retrieves IPv6 prefix using RADIUS, Diameter, or DHCPv6 mechanism.  This procedure is performed 
when an external PDN allocates an IPv6 prefix.

4.
The PDN sends Create Default Bearer Response.  It includes IPv6 interface identifier.  It may include an IPv6 prefix.

5.
SGSN/MME sends Attach Accept message.  It includes IPv6 interface identifier.  It may include an IPv6 prefix.  
The UE shall ignore the IPv6 prefix if it receives one in the message.


6.
After receiving the Attach Accpet message, the UE may send a Router Solicitation to the PDN GW to solicit a 
Router Advertisement message.

7.
The PDN GW sends a Router Advertisement message to the UE, solicited or unsolicited.  It shall include an IPv6 
prefix in Prefix Information option field of the message.  The prefix is the same as the one in the Attach Accpet 
message, if it is provided during the default bearer establishment.  For the handling of M, O, L and A flags, and the 
lifetime of the prefix in the Router Advertisement messagee, follow the description in subclause 11.2.1.3.2.
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Figure 11bc: IPv6 Stateless Address Autoconfiguration for GTP-based S5/S8
If PMIP-based S5/S8 is used, Serving GW acts as an access router.  Therefore, it is responsible for receiving Router Solicitation from and sending Router Advertisement message to the UE.  Other than this, procedure is the same as the case of using GTP-based S5/S8; PDN GW allocates, or retrieves an IPv6 prefix from the external PDN.  The prefix is delivered from the PDN GW to the Serving GW in the IPv6 Home Network Prefix Option IE of a Proxy Binding Ackowledgement message.
Following diagram shows the case where PMIP-based S5/S8 is used.
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Figure 11bd: IPv6 Stateless Address Autoconfiguration for PMIP-based S5/S8
The PDN GW and Serving GW ensure that the advertised IPv6 prefix is globally unique. Regarding the handling of Duplicate Address Detection, follow subclause 11.2.1.3.2.

The UE constructs its full IPv6 address in accordance with RFC 4862[83]. For the handling of IPv6 interface identifier, refer to subclause 11.2.1.3.2.

If the PDN-GW and Serving GW receive Neighbor Solicitation message from the UE, it shall answer with Neighbor Advertisement message.

If a UE supports multiple PDN connections functionality, it can connect to multiple PDN GWs simultaneously, or it can access multiple PDNs through a single PDN GW. In the former case, the IPv6 prefix allocated for its default bearer is used for the UE's dedicated bearers toward the same PDN. In the latter case, IPv6 Stateless Address Autoconfiguration procedure is applied for each PDN connection.
*** 4thChange ***

16.3a.1
Authentication and Accounting procedures
When a P-GW receives an initial access request (e.g.Create Default Bearer Request or Proxy Binding Update) message for a given APN, the P-GW may (depending on the configuration for this APN) send a RADIUS Access-Request to an AAA server. The AAA server authenticates and authorizes the user. If RADIUS is also responsible for IPv4 address or IPv6 prefix allocation the AAA server shall return the allocated IPv4 address or IPv6 prefix in the Access-Accept message.

Even if the P-GW was not involved in user authentication, it may send a RADIUS Accounting-Request START message to an AAA server. This message contains parameters, e.g. the tuple which includes the user-id and IPv4 address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging-Id and the GGSN-Address.

If some external applications require RADIUS accounting request (Start) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting Response (START) is received from the AAA server. The P-GW may wait for the Accounting Response (START) before sending the initial access response (e.g. Create Default Bearer Response or Proxy Binding Acknowledgement). The P-GW may reject the initial access request if the Accounting Response (START) is not received. The authentication and accounting servers may be separately configured for each APN.
At IPv4 address allocation via DHCP4 signalling between the TE and the PDN, no IPv4 address is available at initial access. In that case the P-GW may wait to send the Accounting-Request START message until the TE receives its IPv4 address in a DHCPACK.

When the P-GW receives a detach request (e.g. Delete Bearer Request or Proxy Binding Update with lifetime equal 0) and providing a RADIUS Accounting-Request START message was sent previously, the P-GW shall send a RADIUS Accounting-Request STOP message to the AAA server, which indicates the termination of this particular user session. The P-GW shall immediately send a detach response (Delete Bearer Response or Proxy Binding Ack with lifetime equal 0), without waiting for an Accounting-Response STOP message from the AAA server.

The AAA server shall deallocate the IPv4 address or IPv6 prefix (if any) initially allocated to the subscriber, if there is no session for the subscriber.

Accounting-Request ON and Accounting-Request OFF messages may be sent from the P-GW to the AAA server to ensure the correct synchronization of the session information in the P-GW and the AAA server.

The P-GW may send an Accounting-Request ON message to the AAA server to indicate that a restart has occurred. The AAA server may then release the associated resources.

Prior to a scheduled restart, the P-GW may send Accounting-Request OFF message to the AAA server. The AAA server may then release the associated resources.

If an Access-Challenge is sent to the P-GW when an Access-Request message is pending, the P-GW shall silently discard the Access-Challenge message and it shall treat an Access-Challenge as though it had received an Access-Reject instead RFC 2865 [38].


NOTE:      The example message flow can refer to figure 22 in clause 16.3.1, in this case, the UE has the same procedure as MS, the P-GW has the same procedure as GGSN, the initial access request (e.g. Create Default Bearer Request) is corresponding to the Create PDP Context Request, and the bearer is corresponding to the PDP Contexts.
*** 5th Change ***

16.3a.2
Accounting Update
During the life of a bearer some information may change (i.e. RAT change). Upon reception of an Update Bearer Request message from the S-GW, the P-GW may send an Accounting Request Interim-Update to the AAA server to update the necessary information related to this bearer.The P-GW need not wait for the RADIUS AccountingResponse from the AAA server message before sending the Update Bearer Response to the S-GW. The P-GW may delete the bearer if the AccountingResponse is not received from the AAA.

NOTE:      The example message flow can refer to figure 24 in clause 16.3.3, in this case, the S-GW has the same procedure as SGSN, the P-GW has the same procedure as GGSN, the Update Bearer Request is corresponding to the UpdatePDPContextRequest, and the bearer is corresponding to the PDP Contexts.
*** 6th Change ***

16.3a.3
AAA-Initiated Bearer termination
RADIUS is used as the protocol between the P-GW and the AAA server or proxy for applications (e.g. MMS) to deliver information related to EPS user session. However some IP applications could need to interwork with the P-GW to release the corresponding resource (e.g. terminate a particular bearer or Resource Allocation Deactivation procedures as defined in TS23.402 [78]). For this purpose, the AAA server or proxy may send a RADIUS Disconnect Request to the P-GW. On receipt of the Disconnect-Request from the AAA server, the P-GW shall release the corresponding resources and reply with a Disconnect-ACK. If the P-GW is unable to release the corresponding resources, it shall reply to the AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see RFC 3576 [41]. If the P-GW releases the corresponding resource, it need not wait for the response from the S-GW or trusted non-3GPP IP access before sending the RADIUS DisconnectResponse to the AAA server.

NOTE:      The example message flow can refer to figure 25 in clause 16.3.4, in this case, the S-GW has the same procedure as SGSN, the P-GW has the same procedure as GGSN, the Delete Bearer Request is corresponding to the DeletePDPContextRequest, and the bearer is corresponding to the PDP Contexts.
*** 7th Change ***

16a.3a.2
Accounting Update
During the life of a bearer some information related to this bearer may change. Upon occurrence of the following events the P-GW may send an Accounting Request (Interim) to the Diameter server: RAT change, S-GW address change and QoS change. 

When the P-GW receives a signalling request (e.g. Modify Bearer Request in case of GTP-based S5/S8) that indicates the occurrence of one of these chargeable events, the P-GW may send an Accounting Request (Interim) to the Diameter server to update the necessary information related to this bearer. The P-GW need not wait for the Diameter Accounting Answer message from the Diameter server before sending the response for the triggering signalling message (e.g. Modify Bearer Response). The P-GW may delete the bearer if the Accounting Answer is not received from the Diameter server.

The P-GW may also send interim updates at the expiry of an operator configured time limit.

NOTE:      The example message flow can refer to figure 25c in clause 16a.3.3, in this case, the S-GW has the same procedure as SGSN, the P-GW has the same procedure as GGSN, the Update Bearer Request is corresponding to the UpdatePDPContextRequest, and the bearer is corresponding to the PDP Contexts.
*** 8th Change ***

16a.3a.3
Server-Initiated Bearer termination

Diameter is used as the protocol between the P-GW and a Diameter server or proxy for applications (e.g. MMS) to deliver information related to the user session. However some IP applications could need to interwork with the P-GW to release the corresponding resource (e.g. terminate a particular bearer or Resource Allocation Deactivation procedures as defined in TS 23.402 [78]). For this purpose, the Diameter server or proxy may send a Diameter ASR along with the EPS bearer ID, if available, to identify the particular bearer to be terminated to the P-GW . The P-GW should react by deleting the corresponding bearer. If the P-GW deletes the corresponding bearer, it need not wait for the response from the S-GW or trusted non-3GPP IP access or ePDG before sending the ASA to the server.
For GTP based S5/S8, the absence of the EPS bearer ID in the Diameter ASR message indicates to the P-GW that all bearers for this particular user and sharing the same user session shall be deleted. The bearers belonging to the same IP-CAN session are identified by the Diameter Session-Id. If a user has the same user IP address for different sets of bearers towards different networks, only the bearers linked to the one identified by the Diameter Session-Id shall be deleted.

*** End of Changes ***
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