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*** First Change ***
5.
S9 Protocol

5.1
Protocol Support

The S9 application is defined as a vendor specific Diameter application, where the vendor is 3GPP and the Application-ID for the S9 Application in the present release is xxx. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.

Editor’s Note:
A new Diameter application-id is required for S9 by IANA 
NOTE:
A route entry can have a different destination based on the application identification AVP of the message.  Therefore, Diameter agents (relay, proxy, redirection, translation agents) must be configured appropriately to identify the 3GPP S9 application within the Auth-Application-Id AVP in order to create suitable routeing tables.
Due to the definition of the commands used  in S9 protocol, there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the S9 application identification shall be included in the Auth-Application-Id AVP.
With regard to the Diameter protocol defined over the S9 interface, the H-PCRF acts as a Diameter server, in the sense that it is the network element that handles PCC/QoS rule requests for a particular realm. The V-PCRF acts as the Diameter client, in the sense that it is the network element requesting PCC/QoS rules to the H-PCRF 

5.2
Initialization, maintenance and termination of connection and session

The initialization and maintenance of the connection between each V-PCRF/H-PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 3588 [6].

After establishing the transport connection, the V-PCRF and the H-PCRF shall advertise the support of the S9 specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol (RFC 3588 [6]).
The termination of the Diameter user session is specified in IETF RFC 3588 [6] in clauses 8.4 and 8.5. The description of how to use of these termination procedures in the normal cases is embedded in the procedures description (clause 4.5).
5.x
S9 specific AVPs 

Table 5.x.1 describes the Diameter AVPs defined for the S9 reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted and the applicability of the AVPs to charging control, policy control or both. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 5.x.1: S9 specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type
	Applicability (note 3)

	Gx-Sub-Session-Decision-Info
	xxxx
	5.x.1
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Gxx-Sub-Session-Decision-Info
	xxxx
	5.x.2
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Gx-Sub-Session-Enforcement-Info
	xxxx
	5.x.3
	Grouped
	M,V
	P
	
	
	Y
	All 
	Both

	Gxx-Sub-Session-Enforcement-Info
	xxxx
	5.x.4
	Grouped
	M,V
	P
	
	
	Y
	All 
	Both

	Sub-Session-Id
	xxxx
	5.x.5
	Unsigned32
	M,V
	P
	
	
	Y
	All
	Both

	Sub-Session-Operation
	xxxx
	5.x.6
	Enumerated
	M,V
	P
	
	
	Y
	All 
	Both

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [4].

NOTE 2:
The value types are defined in RFC 3588 [4].
NOTE 3:
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control.


*** Second Change ***
5.x.1
Gx-Sub-Session-Decision-Info
The Gx-Sub-Session-Decision-Info AVP (AVP code xxxx) is of type Grouped, and it is used to provide Gx sub-session, PCC rules and event information from the H-PCRF to the V-PCRF.
The information contained within this grouped AVP pertains only to the Gx sub-session identified by the Sub-Session-Id.
The Result-Code and Experimental-Result-Code AVPs are only applicable when the Gx-Sub-Session-Decision-Info is provided in a CCA. The Result-Code or Experimental-Result-Code may be provided to inform the V-PCRF of possible errors when processing sub-session information that was provided in a corresponding CCR command.
AVP Format:

Gx-Sub-Session-Decision-Info ::= 
< AVP Header: xxxx >
                                   { Sub-Session-Id }

                                   [ Result-Code ]

                                   [ Experimental-Result-Code ]
                                  *[ Charging-Rule-Remove ]

                                  *[ Charging-Rule-Install ]

                                   [ Charging-Information ]

                                  *[ Event-Trigger ]
                                   [ Online ]

                                   [ Offline ]

                                  *[ QoS-Information ]
                                  *[ AVP ]
5.x.2
Gxx-Sub-Session-Decision-Info
The Gxx-Sub-Session-Decision-Info AVP (AVP code xxxx) is of type Grouped, and it is used to provide Gxx sub-session, QoS rules and event information from the H-PCRF to the V-PCRF. 
The information contained within this grouped AVP pertains only to the Gxx sub-session identified by the Sub-Session-Id.
The Result-Code and Experimental-Result-Code are only  applicable when the Gxx-Sub-Session-Decision-Info is provided in a CCA. The Result-Code or Experimental-Result-Code may be provided to inform the V-PCRF of possible errors when processing sub-session information that was provided in a corresponding CCR command.
The other AVPs are applicable when the Gx-Sub-Session-Decision-Info is provided in either a CCA or RAR.

AVP Format:

Gxx-Sub-Session-Decision-Info ::= 
< AVP Header: xxxx >
                                   { Sub-Session-Id }

                                   [ Result-Code ]

                                   [ Experimental-Result-Code ]
                                  *[ QoS-Rule-Remove ]

                                  *[ QoS-Rule-Install ]

                                  *[ Event-Trigger ]
                                  *[ QoS-Information ]
                                   [ Tunnel-Information ]
                                  *[ AVP ]
5.x.3
Gx-Sub-Session-Enforcement-Info

The Gx-Sub-Session-Enforcement-Info AVP (AVP code xxxx) is of type Grouped, and it is used to set up and tear down Gx sub-sessions, provide information about the Gx sub-session, request PCC rules and report on PCC rules and related events. This information is sent from the V-PCRF to the H-PCRF.
The information contained within this grouped AVP pertains only to the IP-CAN sub-session identified by the Sub-Session-Id.
The following AVPs are only applicable when the Gx-Sub-Session-Enforcement-Info is provided within a CCR: Sub-Session-Opeation, Bearer-Identifier, Bearer-Operation, QoS-Information, Framed-IP-Address, Framed-IPv6-Prefix, CoA-IP-Address, CoA-Information, Called-Station-ID, Bearer-Usage, TFT-Packet-Filter-Information, Online and Offline.

The following AVPs are only applicable when the Gx-Sub-Session-Enforcement-Info is provided within an RAA: Result-Code and Experimental-Result-Code. 
The other AVPs are applicable when the Gx-Sub-Session-Enforcement-Info is provided in either a CCR or RAA.
The Result-Code or Experimental-Result-Code may be provided to inform the H-PCRF of possible errors when processing sub-session information that was provided in a corresponding RAR command.
Gx-Sub-Session-Enforcement-Info ::= 
< AVP Header: xxxx >
                                        { Sub-Session-Id }
                                        [ Sub-Session-Operation ]

                                        [ Bearer-Identifier ]

                                        [ Bearer-Operation ]

                                        [ QoS-Information ]

                                        [ Framed-IP-Address ]

                                        [ Framed-IPv6-Prefix ]

                                       *[ CoA-IP-Address ]

                                       *[ CoA-Information ]

                                        [ Called-Station-ID ]

                                        [ Bearer-Usage ]

                                       *[ TFT-Packet-Filter-Information ]

                                        [ Online ]
                                        [ Offline ]
                                        [ Result-Code ]

                                        [ Experimental-Result-Code ]

                                       *[ Charging-Rule-Report ]

                                       *[ Event-Trigger ]
                                       *[ Access-Network-Charging-Identifier-Gx ] 







           *[ AVP ]
Editor’s note: It is FFS whether the Bearer-Identifier and Bearer-Operation AVPs will be used or replaced by resource related AVPs (e.g. Resource-Identifier, Resource-Operation).
5.x.4
Gxx-Sub-Session-Enforcement-Info

The Gxx-Sub-Session-Enforcement-Info AVP (AVP code xxxx) is of type Grouped, and it is used to set up and tear down Gxx sub-sessions, provide information about the Gxx sub-session, request QoS rules and report on QoS rules and related events. This information is sent from the V-PCRF to the H-PCRF.
The information contained within this grouped AVP pertains only to the gateway control sub-session identified by the Sub-Session-Id.

The following AVPs are only applicable when the Gxx-Sub-Session-Enforcement-Info is provided within a CCR: Sub-Session-Opeation, Bearer-Identifier, Bearer-Operation, QoS-Information, Framed-IP-Address, Framed-IPv6-Prefix, Called-Station-ID, Bearer-Usage and TFT-Packet-Filter-Information.

The following AVPs are only applicable when the Gxx-Sub-Session-Enforcement-Info is provided within an RAA: Result-Code and Experimental-Result-Code. 

The other AVPs are applicable when the Gxx-Sub-Session-Enforcement-Info is provided in either a CCR or RAA.

The Result-Code or Experimental-Result-Code may be provided to inform the H-PCRF of possible errors when processing sub-session information that was provided in a corresponding RAR command.
AVP Format:

Gxx-Sub-Session-Enforcement-Info ::= 
< AVP Header: xxxx >
                                        { Sub-Session-Id }

                                        [ Sub-Session-Operation ]

                                        [ Bearer-Identifier ]

                                        [ Bearer-Operation ]

                                        [ QoS-Information ]

                                        [ Framed-IP-Address ]

                                        [ Framed-IPv6-Prefix ]

                                        [ Called-Station-ID ]

                                        [ Bearer-Usage ]

                                       *[ TFT-Packet-Filter-Information ]

                                        [ Result-Code ]

                                        [ Experimental-Result-Code ]

                                       *[ QoS-Rule-Report ]

                                       *[ Event-Trigger ]

                                       *[ AVP ]
Editor’s note: It is FFS whether the Bearer-Identifier and Bearer-Operation AVPs will be used or replaced by resource related AVPs (e.g. Resource-Identifier, Resource-Operation).

5.x.5
Sub-Session-Id

The Sub-Session-Id AVP (AVP code xxxx) is of type Unsigned32, and it is used to uniquely identify a Gx or Gxx sub-session within the S9 session. The Sub-Session-Id shall be selected by the V-PCRF.
5.x.6
Sub-Session-Operation
The Sub-Session-Operation AVP (AVP code xxxx) is of type of Enumerated, and it indicates the operation to be performed on the sub-session.
 The following values are defined:

TERMINATION (0)

This value is used to indicate that a sub-session is being terminated.

ESTABLISHMENT (1)

This value is used to indicate that a new sub-session is being established.

MODIFICATION (2)

This value is used to indicate that an existing sub-session is being modified.

*** Third Change ***

5.y
S9 Messages

5.y.1
S9 Application

S9 Messages are carried within the Diameter Application(s) described in clause 5.1.

Existing Diameter command codes from the Diameter base protocol RFC 3588 [5] and the Diameter Credit Control Application RFC 4006 [9] are used with the S9 specific AVPs specified in clause 5.x. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause 5.z. Due to the definition of these commands there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the S9 application identifier shall be included in the Auth-Application-Id AVP.

NOTE:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original message definition in the DCC Application RFC 4006 [9] or Diameter Base Protocol RFC 3588 [5].

5.y.2
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the V-PCRF to the H-PCRF in order to request PCC or QoS rules. The CCR command is also sent by the V-PCRF to the H-PCRF in order to indicate bearer or PCC/QoS rule related events.

Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Subscription-Id ]





 [ Network-Request-Support ]
                *[ Gx-Sub-Session-Enforcement-Info ]
                *[ Gxx-Sub-Session-Enforcement-Info ]





 [ IP-CAN-Type ]





 [ RAT-Type ]





 [ Termination-Cause ]





 [ User-Equipment-Info ]

                 [ QoS-Negotiation ]
                 [ QoS-Upgrade ]







 




 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]





 [ 3GPP-SGSN-IPv6-Address ]





 [ RAI ]





 [ 3GPP-User-Location-Info]





*[ Event-Trigger]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
5.y.3
CC-Answer (CCA) Command

The CCA command, indicated by the Command-Code field set to 272 and the 'R' bit cleared in the Command Flags field, is sent by the H-PCRF to the V-PCRF in response to the CCR command. It is used to provision PCC/QoS rules and event triggers for the sub-session/session 
Message Format:

<CC-Answer> ::=  < Diameter Header: 272, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 { CC-Request-Type }





 { CC-Request-Number }





 [ Bearer-Control-Mode ]





*[ Event-Trigger ]
                *[ Gx-Sub-Session-Decision-Info ]
                *[ Gxx-Sub-Session-Decision-Info ]




 [ Origin-State-Id ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

5.y.4
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the H-PCRF to the V-PCRF in order to provision QoS/PCC rules, event triggers and event report indications for the sub-session/session. 
Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }





 [ Origin-State-Id ]





*[ Event-Trigger ]





 [ Event-Report-Indication ]
                *[ Gx-Sub-Session-Decision-Info ]
                *[ Gxx-Sub-Session-Decision-Info ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]

5.y.5
Re-Auth-Answer (RAA) Command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the V-PCRF to the H-PCRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Origin-State-Id ]
                *[ Gx-Sub-Session-Enforcement-Info ]

                *[ Gxx-Sub-Session-Enforcement-Info ]                 




 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ AVP ]
*** End of Changes ***
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