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4.4.1
PCRF
The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control decision and flow based charging control functionalities. These 2 functionalities are the heritage of the release 6 logical entities PDF and CRF respectively. The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF. The PCRF receives session and media related information from the AF and informs AF of traffic plane events.

The PCRF shall provision PCC Rules to the PCEF via the Gx reference point. 

The PCRF PCC Rule decisions may be based on one or more of the following:

-
Information obtained from the AF via the Rx reference point, e.g. the session, media and subscriber  related information.
-
Information obtained from the PCEF via the Gx reference point, e.g. IP-CAN bearer attributes, request type and subscriber related information.
-
Information obtained from the SPR  via the Sp reference point, e.g. subscriber and service related data.
NOTE:
The details associated with the Sp reference point are not specified in this Release. The SPR’s relation to existing subscriber databases is not specified in this Release. 
-
Own PCRF pre-configured information.
If the information from the PCEF contains traffic mapping information not matching any service data flow filter known to the PCRF, and the PCRF allows the UE to request enhanced QoS for services not known to the PCRF, the PCRF shall add this traffic mapping information as service data flow filters to the corresponding authorized PCC Rule. The PCRF may wildcard missing filter parameters, e.g. missing uplink TFT address and port information in case of GPRS. 
The PCRF shall report events to the AF via the Rx reference point.
The PCRF shall inform the PCEF through the use of PCC rules on the treatment of each service data flow that is under PCC control, in accordance with the PCRF policy decision(s). For GPRS it shall be possible to support policy control, i.e. access control and QoS control, on a per PDP context basis for the UE initiated case.
The PCRF shall be able to select the bearer control mode that will apply for the IP-CAN session and provide it to the PCEF via the Gx reference point.

Upon subscription to loss of AF signalling bearer notifications by the AF, the PCRF shall request the PCEF to notify the PCRF of the loss of resources associated to the PCC Rules corresponding with AF Signalling IP Flows, if this has not been requested previously.
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5.3.7
Event-Trigger AVP (All access types)

The Event-Trigger AVP (AVP code 1006) is of type Enumerated. When sent from the PCRF to the PCEF the Event-Trigger AVP indicates an event that shall cause a re-request of PCC rules. When sent from the PCEF to the PCRF the Event-Trigger AVP indicates that the corresponding event has occurred at the gateway.

NOTE:
An exception to the above is the Event Trigger AVP set to NOT_EVENT_TRIGGERS, that indicates that PCEF shall not notify PCRF of any event.

Whenever the PCRF subscribes to one or more event triggers by using the RAR command, the PCEF shall send the corresponding currently applicable values (e.g. 3GPP-SGSN-Address AVP or 3GPP-SGSN-IPv6-Address AVP, 3GPP-RAT-Type, 3GPP-User-Location-Info, etc.) to the PCRF in the RAA if available, and in this case, the Event-Trigger AVPs shall not be included.
Whenever one of these events occurs, the PCEF shall send the related AVP that has changed together with the event trigger indication.
Unless stated for a specific value, the Event-Trigger AVP applies to all access types.
The following values are defined:

SGSN_CHANGE (0)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon the change of the serving SGSN PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because the serving SGSN changed. The new value of the serving SGSN shall be indicated in either 3GPP-SGSN-Address AVP or 3GPP-SGSN-IPv6-Address AVP. Applicable only to GPRS.

QOS_CHANGE (1)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon any QoS change (even within the limits of the current authorization) at bearer level PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there has been a change in the requested QoS for a specific bearer (e.g. the previously maximum authorized QoS has been exceeded). The Bearer-Identifier AVP shall be provided to indicate the affected bearer. QoS-Information AVP is required to be provided in the same request with the new value.

RAT_CHANGE (2)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a RAT change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because of a RAT change. The new RAT type shall be provided in the 3GPP-RAT-Type AVP. Applicable only to GPRS.

TFT_CHANGE (3)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a TFT change at bearer level PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because of a change in the TFT. The Bearer-Identifier AVP shall be provided to indicate the affected bearer. The new TFT values shall be provided in TFT-Packet-Filter-Information AVP. Applicable only to GPRS.

PLMN_CHANGE (4)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a PLMN change PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there was a change of PLMN. 3GPP-SGSN-MCC-MNC AVP shall be provided in the same request with the new value. Applicable only to GPRS.

LOSS_OF_BEARER (5)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon loss of bearer, GW should inform PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because the bearer associated with the PCC rules indicated by the corresponding Charging-Rule-Report AVP was lost. The PCC-Rule-Status AVP within the Charging-Rule-Report AVP shall indicate that these PCC rules are temporarily inactive. Applicable to those access-types that handle multiple bearers within one single IP-CAN session (e.g. GPRS).
The mechanism of indicating loss of bearer to the GW is IP-CAN access type specific. For GPRS, this is indicated by a PDP context modification request with Maximum Bit Rate (MBR) in QoS profile changed to 0 kbps.
When the PCRF performs the bearer binding, the PCEF shall provide the Bearer-Identifier AVP to indicate the bearer that has been lost.
RECOVERY_OF_BEARER (6)

This value shall be in CCA and RAR commands by the PCRF used to indicate that upon recovery of bearer, GW should inform PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because the bearer associated with the PCC rules indicated by the corresponding Charging-Rule-Report AVP was recovered. The PCC-Rule-Status AVP within the Charging-Rule-Report AVP shall indicate that these rules are active again. Applicable to those access-types that handle multiple bearers within one single IP-CAN session (e.g. GPRS).
The mechanism for indicating recovery of bearer to the GW is IP-CAN access type specific. For GPRS, this is indicated by a PDP context modification request with Maximum Bit Rate (MBR) in QoS profile changed from 0 kbps to a valid value.
When the PCRF performs the bearer binding, the PCEF shall provide the Bearer-Identifier AVP to indicate the bearer that has been recovered.
IP-CAN_CHANGE (7)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a change in the IP-CAN type PCC rules shall be requested. When used in a CCR command, this value indicates that the PCEF generated the request because there was a change of IP-CAN type. IP-CAN-Type AVP shall be provided in the same request with the new value. For 3GPP IP-CAN type value, 3GPP-RAT-Type AVP shall also be provided.

GW/PCEF_MALFUNCTION (8)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a failure in the enforcement of PCC rules due to GW/PCEF malfunction, the PCEF shall inform the PCRF.
When used in a CCR or RAA command, this value indicates that the PCEF generated the request or answer due to a malfunction in the PCEF the PCC rules cannot be enforced. The affected PCC rules will be provided in the Charging-Rule-Report AVP. 
When PCRF performs the bearer binding, the PCEF must provide the Bearer-Identifier AVP for the affected bearer and should provide the Charging-Rule-Report AVP to indicate what PCC rules are affected within that bearer. In this case, absence of the Charging-Rule-Report AVP means that all provided PCC rules for that specific bearer are affected.
When the PCEF performs the bearer binding, the PCEF should provide the Charging-Rule-Report AVP to indicate the PCC rules that are affected. In this case, absence of Charging-Rule-Report AVP means that all the PCC rules for the corresponding IP-CAN session are affected.

RESOURCES_LIMITATION (9)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a failureto provide the required resource for the service flows described by the PCC rules, the PCEF shall inform the PCRF.
When used in a CCR or RAA command, this value indicates that the PCEF generated the request or answer because of resource limitation. The affected PCC rules will be provided in the Charging-Rule-Report AVP. When the PCRF performs the bearer binding, the PCEF shall provide the Bearer-Identifier for the affected bearer. In this case, absence of the Charging-Rule-Report AVP means that all provided PCC rules for that specific bearer are affected. Otherwise, only the PCC rules included in Charging-Rule-Report AVP are affected.

MAX_NR_BEARERS_REACHED (10)

This value shall be used in CCA and RAR commands by the PCRF to subscribe to this event. If the PCRF subscribes to this event, the PCEF shall inform the PCRF whenever a failure in the enforcement of PCC rules occurs due to the maximum number of bearer have been reached for the IP-CAN session, PCEF shall inform PCRF.
When used in a CCR or RAA command, this value indicates that the PCEF generated the request or answer because the PCC rules cannot be enforced since the IP-CAN session already contains the maximum number of bearers allowed. The affected PCC rules will be provided in the Charging-Rule-Report AVP.

QOS_CHANGE_EXCEEDING_AUTHORIZATION (11)

This value shall be used in CCA and RAR commands by the PCRF to indicate that only upon a requested QoS change beyond the current authorized value(s) at bearer level PCC rules shall be requested. When used in a CCR or RAA command, this value indicates that the PCEF generated the request or answer because there has been a change in the requested QoS beyond the authorized value(s) for a specific bearer. The Bearer-Identifier AVP shall be provided to indicate the affected bearer. QoS-Information AVP is required to be provided in the same request with the new value.
RAI_CHANGE (12)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a change in the RAI, PCEF shall inform the PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because there has been a change in the RAI. The new RAI value shall be provided in the RAI AVP.  If the user location has been changed but the PCEF can not get the detail location information for some reasons (eg. handover from 3G to 2G network), the PCEF shall send the RAI AVP to the PCRF by setting the LAC of the RAI to value 0x0000. Applicable only to GPRS.
USER_LOCATION_CHANGE (13)

This value shall be used in CCA and RAR commands by the PCRF to indicate that upon a change in the user location, PCEF shall inform the PCRF. When used in a CCR command, this value indicates that the PCEF generated the request because there has been a change in the user location. The new location value shall be provided in the 3GPP-User-Location-Info AVP. If the user location has been changed but the PCEF can not get the detail location information for some reasons (eg. handover from 3G to 2G network), the PCEF shall send the 3GPP-User-Location-Info AVP to the PCRF by setting the LAC of the CGI/SAI to value 0x0000. Applicable only to GPRS.

NO_EVENT_TRIGGER (14)

This value shall be used in CCA and RAR commands by the PCRF to indicate that PCRF does not require any Event Trigger notification.
OUT_OF_CREDIT (15)

This value shall be used in CCA and RAR commands by the PCRF to indicate that the PCEF shall inform the PCRF about the PCC rules for which credit is no longer available, together with the applied termination action. When used in a CCR command, this value indicates that the PCEF generated the request because the PCC rules indicated by the corresponding Charging-Rule-Report AVP have run out of credit, and that the termination action indicated by the corresponding Final-Unit-Indication AVP applies (3GPP TS 32.240 [xx] and 3GPP TS 32.299 [19]). 
REALLOCATION_OF_CREDIT (16)

This value shall be used in CCA and RAR commands by the PCRF to indicate that the PCEF shall inform the PCRF about the PCC rules for which credit has been reallocated after the former out of credit indication. When used in a CCR command, this value indicates that the PCEF generated the request because the PCC rules indicated by the corresponding Charging-Rule-Report AVP have been reallocated credit after the former out of credit indication (3GPP TS 32.240 [xx] and 3GPP TS 32.299 [19]). 
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5.3.18
Charging-Rule-Report AVP (All access types)

The Charging-Rule-Report AVP (AVP code 1018) is of types Grouped, and it is used to report the status of PCC rules.
Charging-Rule-Name AVP is a reference for a specific PCC rule at the PCEF that has been successfully installed, modified or removed (for dynamic PCC rules), or activated or deactivated (for predefined PCC rules) because of trigger from the MS. Charging-Rule-Base-Name AVP is a reference for a group of PCC rules predefined at the PCEF that has been successfully activated or deactivated because of trigger from the MS.
The Charging-Rule-Report AVP can also be used to report the status of the PCC rules which cannot be installed/activated at the PCEF. In this condition, the Charging-Rule-Name AVP is used to indicate a specific PCC rule which cannot be installed/activated, and the Charging-Rule-Base-Name AVP is used to indicate a group of PCC rules which cannot be activated.
The Charging-Rule-Report AVP can also be used to report the status of the PCC rules for which credit is no longer available or credit has been reallocated after the former out of credit indication. When reporting an out of credit condition, the Final-Unit-Indication AVP indicates the termination action applied to the PCC rules. 
AVP Format:

Charging-Rule-Report ::= < AVP Header: 1018 >







*[Charging-Rule-Name]







*[Charging-Rule-Base-Name]







 [PCC-Rule-Status]







 [Final-Unit-Indication]







*[AVP]

Multiple instances of Charging-Rule-Report AVPs shall be used in the case it is required to report different PCC-Rule-Status values for different groups of rules within the same Diameter command.
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5.3.19
PCC-Rule-Status AVP (All access types)

The PCC-Rule-Status AVP (AVP code 1019) is of type Enumerated, and describes the status of one or a group of  PCC Rules.
The following values are defined:

ACTIVE (0)

This value is used to indicate that the PCC rule(s) are successfuly installed (for those provisioned from PCRF) or activated (for those pre-provisioned in PCEF)

INACTIVE (1)

This value is used to indicate that the PCC rule(s) are removed (for those provisioned from PCRF) or inactive (for those pre-provisioned in PCEF)

TEMPORARILY INACTIVE (2)

This value is used to indicate that, for some reason (e.g. loss of bearer), already installed or activated PCC rules are temporarily disabled.
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5.4
Gx re-used AVPs

Table 5.4 lists the Diameter AVPs re-used by the Gx reference point from existing Diameter Applications, reference to their respective specifications, short description of their usage within the Gx reference point and the applicability of the AVPs to charging control, policy control or both. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5.4, but they are re-used for the Gx reference point. Where 3GPP Radius VSAs are re-used, they shall be translated to Diameter AVPs as described in RFC 4005 [12] with the exception that the 'M' flag shall be set and the 'P' flag may be set.
Table 5.4: Gx re-used Diameter AVPs

	Attribute Name
	Reference
	Description
	Acc. type
	Applicablity (note 1)

	3GPP-RAT-Type
	3GPP TS 29.061 [11]
	Indicate which Radio Access Technology is currently serving the UE.
	GPRS
	Both

	3GPP-SGSN-Address
	3GPP TS 29.061 [11]
	For GPRS the IPv4 address of the SGSN
	GPRS
	Both

	3GPP-SGSN-IPv6-Address
	3GPP TS 29.061 [11]
	For GPRS the IPv6 address of the SGSN
	GPRS
	Both

	3GPP-SGSN-MCC-MNC
	3GPP TS 29.061 [11]
	For GPRS the MCC and the MNC of the SGSN
	GPRS
	Both

	3GPP-User-Location-Info
	3GPP TS 29.061 [11]
	For GPRS indicates details of where the UE is currently located (e.g. SAI or CGI)
	GPRS
	Both

	Access‑Network-Charging-Address
	3GPP TS 29.214 [10]
	Indicates the IP Address of the network entity within the access network performing charging (e.g. the GGSN IP address).
	All
	CC

	Access‑Network-Charging-Identifier-Value
	3GPP TS 29.214 [10]
	Contains a charging identifier (e.g. GCID).
	All
	CC

	AF-Charging-Identifier
	3GPP TS 29.214 [10]
	The AF charging identifier that may be used in charging correlation. For IMS the ICID. This AVP may only be included in a Charging-Rule_Definition AVP if the SERVICE_IDENTIFIER_LEVEL reporting is being selected with the Reporting-Level AVP.
	All
	CC

	Called-Station-ID
	IETF RFC 4005 [12]
	The address the user is connected to. For GPRS the APN.
	All
	Both

	CC-Request-Number
	IETF RFC 4006 [9]
	The number of the request for mapping requests and answers
	All
	Both

	CC-Request-Type
	IETF RFC 4006 [9]
	The type of the request (initial, update, termination)
	All
	Both

	Charging-Information
	3GPP TS 29.229 [14]
	The Charging-Information AVP is of type Grouped, and contains the addresses of the charging functions in the following AVPs:

· Primary-Event-Charging-Function-Name is of type DiameterURI and defines the address of the primary online charging system. The protocol definition in the DiameterURI shall be either omitted or supplied with value "Diameter".
· Secondary-Event-Charging-Function-Name is of type DiameterURI and defines the address of the secondary online charging system for the bearer. The protocol definition in the DiameterURI shall be either omitted or supplied with value "Diameter".
· Primary-Charging-Collection-Function-Name is of type DiameterURI and defines the address of the primary offline charging system for the bearer. If the GTP' protocol is applied on the Gz interface as specified in 3GPP TS 32.295 [16], the protocol definition in the DiameterURI shall be omitted. If Diameter is applied on the Gz interface, the protocol definition in DiameterURI shall be either omitted or supplied with value "Diameter". The choice of the applied protocol on the Gz interface depends upon configuration in the PCEF.
· Secondary-Charging-Collection-Function-Name is of type DiameterURI and defines the address of the secondary offline charging system for the bearer. If the GTP' protocol is applied on the Gz interface as specified in 3GPP TS 32.295 [16], the protocol definition in the DiameterURI shall be omitted. If Diameter is applied on the Gz interface, the protocol definition in DiameterURI shall be either omitted or supplied with value "Diameter". The choice of the applied protocol on the Gz interface depends upon configuration in the PCEF.
	All
	CC

	Final-Unit-Indication
	IETF RFC 4006 [9]
	The action applied by the PCEF, and the related filter parameters and redirect address parameters (if available), when the user's account cannot cover the service cost.
	All
	CC

	Flow-Description
	3GPP TS 29.214 [10]
	Defines the service flow filter parameters for a PCC rule
	All
	Both

	Flows
	3GPP TS 29.214 [10]
	The flow identifiers of the IP flows related to a PCC rule as provided by the AF. May be only used in charging correlation together with AF-Charging-Identifier AVP.
	All
	CC

	Flow-Status
	3GPP TS 29.214 [10]
	Defines whether the service flow is enabled or disabled. The value "REMOVED" is not applicable to Gx.
	All
	Both

	Framed-IP-Address
	IETF RFC 4005 [12]
	The IPv4 address allocated for the user.
	All
	Both

	Framed-IPv6-Prefix
	IETF RFC 4005 [12]
	The IPv6 address prefix allocated for the user.

The encoding of the value within this Octet String type AVP shall be as defined in IETF RFC 3162 [15], Clause 2.3. The "Reserved", "Prefix-Length" and "Prefix" fields shall be included in this order.
	All
	Both

	Max-Requested-Bandwidth-UL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for uplink.
	All
	PC

	Max-Requested-Bandwidth-DL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for downlink.
	All
	PC

	RAI
	3GPP TS 29.061 [11]
	Contains the Routing Area Identity of the SGSN where the UE is registered
	GPRS
	Both

	Rating-Group
	IETF RFC 4006 [9]
	The charging key for the PCC rule used for rating purposes
	All
	CC

	Service-Identifier
	IETF RFC 4006 [9]
	The identity of the service or service component the service data flow in a PCC rule relates to. 
	All
	CC

	Subscription-Id
	IETF RFC 4006 [9]
	The identification of the subscription (IMSI, MSISDN, etc)
	All
	Both

	User-Equipment-Info
	IETF RFC 4006 [9]
	The identification and capabilities of the terminal (IMEISV, etc.)
When the User-Equipment-Info-Type is set to IMEISV(0), the value within the User-Equipment-Info-Value shall be a UTF-8 encoded decimal.  
	All
	Both

	NOTE 1: 
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control.
NOTE 2:  When sending from the PCRF to the PCEF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum allowed bit rate for the uplink/downlink direction; when sending from the PCEF to the PCRF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum requested bit rate for the uplink/downlink direction.
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