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*** First Change ***
11.2.1.2
IPv4 Non Transparent access to an Intranet or ISP





· 































*** Second Change ***
11.2.1.2.1            non-EPC based IPv4 Non Transparent access

In this case:

-
the MS is given an address belonging to the Intranet/ISP addressing space. The address is given either at subscription in which case it is a static address or at PDP context activation in which case it is a dynamic address. This address is used for packet forwarding within the GGSN and for packet forwarding on the Intranet/ISP. This requires a link between the GGSN and an address allocation server, like AAA, DHCP, …, belonging to the Intranet/ISP;

-
the MS shall send an authentication request at PDP context activation and the GGSN requests user authentication from a server, like AAA, DHCP, …, belonging to the Intranet/ISP;

-
the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some server (AAA or DHCP, …) belonging to the Intranet/ISP;

· the communication between the Packet Domain and the Intranet/ISP may be performed over any network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/ISP there may be a specific security protocol in between. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator.
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Figure 11a: Signalling plane of non transparent case

The following description bullet items describe the signal flow.

1)
The TE sends an AT-command to the MT to set up parameters and enter PPP mode. The MT responds with an AT-response.

2)
LCP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is, either CHAP, PAP or 'none'. The MT shall try to negotiate for CHAP as first priority.

3)
If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towards the MT by means of that protocol. The MT stores the necessary authentication data and sends a forced positive acknowledgement of the authentication to the TE.

4)
The TE requests IP configuration by sending the IPCP Configure-Request message to the MT indicating either the static IP address that shall be used or that an IP-address shall be dynamically allocated.

5)
The MT sends the Activate PDP context request message to the SGSN, including the Protocol Configuration Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified Protocol Configuration Options.

6)
The GGSN deduces from the APN:

-
the server(s) to be used for address allocation, authentication and protocol configuration options retrieval;

-
the protocol like RADIUS, DHCP, … to be used with this / those server(s);

-
the communication and security feature needed to dialogue with this / those server(s) e.g. tunnel, IPSec security association, dial-up connection (using possibly PPP), …


As an example the GGSN may use one of the following options:

-
RADIUS for authentication and IP-address allocation. The AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN;

-
RADIUS for authentication and DHCP for host configuration and address allocation. The AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a successful authentication, the DHCP client discovers the DHCP server(s) in the ISP/Intranet and receives host configuration data.

-
If the received Protocol Configurations Options IE contains a PPP IPCP Configure-Request packet, the GGSN shall analyse all the contained IPCP options and their requested values. In accordance with the relevant PPP RFC 1661 [21a] and RFC 1662 [21b] the GGSN shall respond with the following messages:
-
zero or one PPP IPCP Configure-Reject packet containing options not supported and options which values cannot be returned;

-
zero or one PPP IPCP Configure-Nak packet containing options that are supported but has requested values that are incorrect/unsupported; and

-
zero or one PPP IPCP Configure-Ack packet containing options that are supported and has requested values that are correct/supported.


Any returned PPP IPCP packets shall be contained in the Protocol Configurations Options IE.
7)
The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol Configuration Options IE. The cause value shall be set according to the outcome of the host -authentication and ‑configuration. A PDP context activation shall not be rejected solely due to the presence of unsupported or incorrect PPP IPCP options or option values, received from the MS in the Protocol Configurations Options IE. The MS may however later decide to immediately deactivate the activated PDP context due to the information received in the Protocol Configurations Options IE received from the network.
8)
Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate PDP Context Accept or an Activate PDP Context Reject, to the MS.


If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-nack packet in case of dynamic address allocation (e.g. IPCP Configure Nack in PPP case), or a link Terminate request (LCP Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the MT, a local negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after which a configuration-ack packet is sent to the TE.

9)
In case a configuration-ack packet was sent to the TE, the link from the TE to the external ISP/Intranet is established and IP packets may be exchanged.


In case a link terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The MT may then send a final AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as LCP Terminate-request in PPP case) causes a PDP context deactivation.

EXAMPLE:
In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and translates Protocol Configuration Options into SM message IEs. GTP-C carries this information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host configuration. The result of the host authentication and configuration is carried via GTP-C to the SGSN which relays the information to the MT. The MT sends an IPCP Configure-Ack to the TE with the appropriate options included.
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Figure 11b: PDP Context Activation for the IPv4 Non-transparent case
*** End of Changes ***
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 29.163. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the version of the draft specification here. This number is the version of the draft specification to which the PCR was written and (normally) to which it will be applied if it is agreed.  Make sure that the latest version of the draft specification  is used when creating the PCR. If unsure what the latest version is, go to  http://www.3gpp.org/ftp/specs/latest-drafts/� HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ���


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the PCR. It should be no longer than one line. 


One or more organizations (3GPP Individual Members) which drafted the PCR and are presenting it to the Working Group.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change.  A list of work item acronyms can be found in the 3GPP work plan and/or the meeting agenda�


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this PCR were to be rejected. 


�PAGE \# f"'Page: '#'�'"  �� If  other specs are affected by this change, then indicate the TS/TR number and the tdoc numbers of the  relevant  (P)CRs


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to agree to the PCR. This could include special conditions which are not listed anywhere else above.





_1009094600.doc


TE







MT







SGSN







GGSN







ISP







IP







UDP







DHCP/�RADIUS











PPP/L2











PPP/L2











SM











SM











GTP-C











GTP-C











DHCP/�RADIUS







UDP











IP











Lower layers







Lower layers







Lower layers







Lower layers







Lower layers







Lower layers







Phy. layer











Phy. layer












