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*** First Change ***
16.3a.1
Authentication and Accounting procedures

When a P-GW receives an initial access request (e.g.Create Default Bearer Request or Proxy Binding Update) message for a given APN, the P-GW may (depending on the configuration for this APN) send a RADIUS Access-Request to an AAA server. The AAA server authenticates and authorizes the user. If RADIUS is also responsible for IP address or IPv6 prefix allocation the AAA server shall return the allocated IP address or IPv6 prefix in the Access-Accept message.

Even if the P-GW was not involved in user authentication, it may send a RADIUS Accounting-Request START message to an AAA server. This message contains parameters, e.g. the tuple which includes the user-id and IP address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging-Id and the GGSN-Address.

If some external applications require RADIUS accounting request (Start) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting Response (START) is received from the AAA server. The GGSN may wait for the Accounting Response (START) before sending the initial access response (e.g. Create Default Bearer Response or Proxy Binding Acknowledgement). The P-GW may reject the initial access request if the Accounting Response (START) is not received. The authentication and accounting servers may be separately configured for each APN.

At IPv4 address allocation via DHCP4 signalling between the TE and the PDN, no IP address is available at initial access. In that case the P-GW may wait to send the Accounting-Request START message until the TE receives its IP address in a DHCPACK.

When the P-GW receives a detach request (e.g. Delete Bearer Request Delete or Proxy Binding Update with lifetime equal 0) and providing a RADIUS Accounting-Request START message was sent previously, the P-GW shall send a RADIUS Accounting-Request STOP message to the AAA server, which indicates the termination of this particular user session. The P-GW shall immediately send a detach response (Delete Bearer Response or Proxy Binding Ack with lifetime equal 0), without waiting for an Accounting-Response STOP message from the AAA server.

The AAA server shall deallocate the IP address or IPv6 prefix (if any) initially allocated to the subscriber, if there is no session for the subscriber.

Accounting-Request ON and Accounting-Request OFF messages may be sent from the P-GW to the AAA server to ensure the correct synchronization of the session information in the GGSN and the AAA server.

The P-GW may send an Accounting-Request ON message to the AAA server to indicate that a restart has occurred. The AAA server may then release the associated resources.

Prior to a scheduled restart, the P-GW may send Accounting-Request OFF message to the AAA server. The AAA server may then release the associated resources.

If an Access-Challenge is sent to the P-GW when an Access-Request message is pending, the P-GW shall silently discard the Access-Challenge message and it shall treat an Access-Challenge as though it had received an Access-Reject instead RFC 2865 [38].

Editor's note: 

It is FFS whether the message flows is needed in this clause.
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