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*** 1st change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void.

[2]
3GPP TS 22.060: "General Packet Radio Service (GPRS); Service Description; Stage 1".

[3]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".

[4]
Void.

[5]
Void.

[6]
Void.

[7]
Void.

[8]
Void.

[9]
Void.

[10]
3GPP TS 27.060: "Packet Domain; Mobile Station (MS) supporting Packet Switched services".

[11]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[12]
Void.

[13]
Void.

[14]
Void.

[15]
IETF RFC 768 (1980): "User Datagram Protocol" (STD 6).

[16]
IETF RFC 791 (1981): "Internet Protocol" (STD 5).

[17]
IETF RFC 792 (1981): "Internet Control Message Protocol" (STD 5).

[18]
IETF RFC 793 (1981): "Transmission Control Protocol" (STD 7).

[19]
IETF RFC 1034 (1987): "Domain names - concepts and facilities" (STD 7).

[20]
Void.

[21a]
IETF RFC 1661 (1994): "The Point-to-Point Protocol (PPP)" (STD 51).

[21b]
IETF RFC 1662 (1994): "PPP in HDLC-like Framing".

[22]
IETF RFC 1700 (1994): "Assigned Numbers" (STD 2).

[23]
3GPP TS 44.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[24]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[25]
IETF RFC 2794 (2000): "Mobile IP Network Address Identifier Extension for IPv4", P. Calhoun, C. Perkins.

[26]
IETF RFC 2131 (1997): "Dynamic Host Configuration Protocol".

[27]
IETF RFC 1542 (1993): "Clarification and Extensions for the Bootstrap Protocol".

[28]
IETF RFC 2373 (1998): "IP Version 6 Addressing Architecture".

[29]
IETF RFC 2462 (1998): "IPv6 Stateless Address Autoconfiguration".

[30]
IETF RFC 3344 (2002): "IP Mobility Support", C. Perkins.

[31]
IETF RFC 2486 (1999): "The Network Access Identifier", B. Aboba and M. Beadles.

[32]
IETF RFC 1112 (1989): "Host extensions for IP multicasting", S.E. Deering.
[33]
IETF RFC 3376 (2002): "Internet Group Management Protocol, Version 3", B. Cain, et al.

[34]
IETF RFC 2362 (1998): "Protocol Independent Multicast-Sparse Mode (PIM‑SM): Protocol Specification", D. Estrin, D. Farinacci, A. Helmy, D. Thaler, S. Deering, M. Handley, V. Jacobson, C. Liu, P. Sharma, L. Wei

[35]
IETF RFC 1075 (1988): "Distance Vector Multicast Routing Protocol", D. Waitzman, C. Partridge, S.E. Deering.

[36]
IETF RFC 1585 (1994): "MOSPF: Analysis and Experience", J. Moy.

[37]
IETF RFC 2290 (1998): "Mobile-IPv4 Configuration Option for PPP IPCP", J. Solomon, S. Glass.

[38]
IETF RFC 2865 (2000): "Remote Authentication Dial In User Service (RADIUS)", C. Rigney, S. Willens, A. Rubens, W. Simpson.

[39]
IETF RFC 2866 (2000): "RADIUS Accounting", C. Rigney, Livingston.

[40]
3GPP TS 23.003: "Numbering, addressing and identification".

[41]
IETF RFC 3576 (2003): "Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS)", M.Chiba, M.Eklund, D.Mitton, B.Aboba.

[42]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[43]
Void. 

[44]
IETF RFC 2461 (1998): "Neighbor Discovery for IP Version 6 (IPv6)", T. Narten, E. Nordmark, W. Simpson

[45]
IETF RFC 3118 (2001): "Authentication for DHCP Messages", R. Droms, W. Arbaugh.

[46]
IETF RFC 3315 (2003) "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)", R. Droms, J. Bound, B. Volz, T. Lemon, C. Perkins, M. Carney.

[47]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP"

[48]
IETF RFC 2710 (1999): "Multicast Listener Discovery (MLD) for IPv6", S. Deering, W. Fenner, B. Haberman.

[49]
IETF RFC 2460 (1998): "Internet Protocol, Version 6 (IPv6) Specification", S.Deering, R.Hinden.

[50]
IETF RFC 3162 (2001): "RADIUS and IPv6", B. Adoba, G. Zorn, D. Mitton.

[51]
IETF RFC 2548 (1999): "Microsoft Vendor-specific RADIUS Attributes", G.Zorn.

[52]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[53]
Void

[54]
3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[55]
Void.

[56]
Void
[57]
Void.

[58]
IETF RFC 1035 (1987): "Domain names - implementation and specification" (STD 13).

[59]
Void.

[60]
IETF RFC 1771 (1995): "A Border Gateway Protocol 4 (BGP-4)".

[61]
IETF RFC 1825 (1995): "Security Architecture for the Internet Protocol".

[62]
IETF RFC 1826 (1995): "IP Authentication Header".

[63]
IETF RFC 1827 (1995): "IP Encapsulating Security Payload (ESP)".

[64]
IETF RFC 2044 (1996): "UTF-8, a transformation format of Unicode and ISO 10646".

[65]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[66]
IETF RFC 3588: "Diameter Base Protocol".
[67]
 IETF RFC 4005 (2005): "Diameter Network Access Server Application".

[68]
3GPP TS 23.141: "Presence Service; Architecture and functional description".

[69]

3GPP TS 32.422: " Subscriber and equipment trace: Trace Control and Configuration Management".

[70]

3GPP TS 48.018: "Base Station System (BSS) - Serving GPRS Support Node (SGSN); BSS GPRS Protocol (BSSGP)".
[71]
3GPP TS 23.107: "Quality of Service (QoS) Concept and Architecture".
[72]
3GPP TS 25.346: "Introduction of the Multimedia Broadcast Multicast Service (MBMS) in the Radio Access Network (RAN)".

[73]
IETF RFC 4604 (2006): "Using Internet Group Management Protocol Version 3 (IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast".

[74]
IETF RFC 4607 (2006): "Source-Specific Multicast for IP".
[75]
3GPP TS 29.212: "Policy and charging control over Gx reference point" clause .3 Definitions, abbreviations and symbols

[76]
3GPP TS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS) parameter mapping".
[77]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[78]
3GPP TS 23.402: "Architecture enhancements for non-3GPP ccesses".
[xx]
3GPP TS 29.274: "Evolved GPRS Tunnelling Protocol for EPS (GTPv2)
*** 2nd change ***
16.4.7
Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Access-Accept, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update and Disconnect-Request messages.
Note that the table covers the presence of the sub-attributes for both Gi and SGi interfaces.  For the sub-attributes that are only applicable to Gi, see the column Applicable Reference Points. 
*** 3rd change ***
16.4.7.1
Presence of the 3GPP Vendor-Specific attribute in Radius messages.

Table 7: List of the 3GPP Vendor-Specific sub-attributes

	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicable Reference Points

	1
	3GPP-IMSI
	IMSI for this user
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	2
	3GPP-Charging-Id
	Charging ID for this PDP Context (this together with the GGSN-Address constitutes a unique identifier for the PDP context).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,
SGi (FFS whether the format is same as in GGSN)

	3
	3GPP-PDP Type
	Type of PDP context, e.g. IP or PPP
	Conditional

(mandatory if attribute 7 is present)
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

	4
	3GPP-CG-Address
	Charging Gateway IP address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,
SGi

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	QoS profile applied by GGSN
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	6
	3GPP-SGSN-Address
	SGSN IP address that is used by the GTP control plane for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	7
	3GPP-GGSN-Address
	GGSN IP address that is used by the GTP control plane for the context establishment. It is the same as the GGSN IP address used in the GCDRs.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	8
	3GPP-IMSI-MCC-MNC
	MCC and MNC extracted from the user's IMSI (first 5 or 6 digits, as applicable from the presented IMSI).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update


	Gi,
SGi

	9
	3GPP-GGSN- MCC-MNC
	MCC-MNC of the network the GGSN belongs to. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	10
	3GPP-NSAPI
	Identifies a particular PDP context for the associated PDN and MSISDN/IMSI from creation to deletion.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update
	Gi

	11
	3GPP- Session-Stop-Indicator
	Indicates to the AAA server that the last PDP context or EPS Bearer of a session is released and that the IP-CAN session has been terminated.
	Optional
	Accounting Request STOP
	Gi,
SGi

	12
	3GPP- Selection-Mode
	For GGSN it contains the Selection mode for this PDP Context received in the Create PDP Context Request message 
For P-GW it contains the Selection mode for this EPS Bearer received in the Create Default Bearer Request message.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi (FFS)

	13
	3GPP-Charging-Characteristics
	Contains the charging characteristics for this PDP Context received in the Create PDP Context Request Message (only available in R99 and later releases)
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,
SGi (FFS)

	14
	3GPP-CG-IPv6-Address
	Charging Gateway IPv6 address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,
SGi

	15
	3GPP-SGSN-IPv6-Address
	SGSN IPv6 address that is used by the GTP control plane for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	16
	3GPP-GGSN-IPv6-Address
	GGSN IPv6 address that is used by the GTP control plane for the context establishment. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

	17
	3GPP- IPv6-DNS-Servers
	List of IPv6 addresses of DNS servers for an APN
	Optional
	Access-Accept 
	Gi,
SGi

	18
	3GPP-SGSN-MCC-MNC
	MCC and MNC extracted from the RAI within the Create PDP Context Request or Update PDP Context Request message. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi (when SGSN activates PDP context via S4 interface)

	19
	3GPP-Teardown-Indicator
	Indicate to the GGSN that all PDP contexts for this particular user and sharing the same user session need to be deleted.
	Optional
	Disconnect Request
	Gi

	20 
	3GPP-IMEISV
	International Mobile Equipment Id and its Software Version 
	Optional
	Accounting-Request START, Access-Request 
	Gi,
SGi (FFS)

	21
	3GPP-RAT-Type
	Indicate which Radio Access Technology is currently serving the UE
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	22
	3GPP-User-Location-Info
	Indicate details of where the UE is currently located (e.g. SAI or CGI).

	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi 

	23
	3GPP-MS-TimeZone
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS currently resides.
	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

	24
	3GPP-CAMEL-Charging-Info
	Used to copy any CAMEL Information present in S‑CDR(s).
	Optional
	Accounting-Request START, Access-Request
	Gi

	25
	3GPP-Packet-Filter
	Packet Filter used for this PDP context
	Optional 
	Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

	26
	3GPP-Negotiated-DSCP
	DSCP used to mark the IP packets of this PDP context on the Gi interface or EPS Bearer context on the SGi interface
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	27
	3GPP-SGW-IPv4-Address
	S-GW IPv4 address that is used on S5/S8 for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	SGi

	28
	3GPP-PGW-IPv4-Address
	P-GW IPv4 address that is used on S5/S8 control plane for the context establishment.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	SGi

	29
	3GPP-SGW-IPv6-Address
	S-GW IPv6 address that is used on S5/S8 for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	SGi

	30
	3GPP-PGW-IPv6-Address
	P-GW IPv6 address that is used on S5/S8  control plane for the context establishment.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	SGi

	31
	3GPP-PGW-MCC-MNC
	MCC-MNC of the network the P-GW belongs to. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	SGi

	32
	3GPP-EPS-Bearer-ID
	Identifies a particular EPS Bearer context for the associated PDN and MSISDN/IMSI from creation to deletion.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update
	SGi

	33
	3GPP-PDN-Type
	Requested IP version, i.e. IPv4, IPv6, IPv4v6.
	Optional
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	SGi


Editor's Note:   Other than the individual subattributes marked as FFS in the table above, it is FFS whether

- there are more Vendor-Specific subattributes needed for SGi.  For example, sub-attributes like 3GPP-Teardown-Indicator, 3GPP-MS-TimeZone

- 3GPP-Packet-Filter can be used to pass UL and DL Filter (not currently specified in TS 29.274 yet) associated with EPS Bearer Contexts or new subattributes are needed.

- any other subattributes…
*** 4th change ***
16.4.7.2
Coding 3GPP Vendor-Specific Radius attributes

In this subclause the provisions of IETF RFC 2865 [38] apply, which in particular specify the following:

· the Length field of an attribute is one octet, and it indicates the length of this Attribute including the Type, Length and Value fields.

· type String may be 1-253 octets long and it contains binary data (values 0 through 255 decimal, inclusive).  Strings of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type String.

· type Text may be 1-253 octets long and it contains UTF-8 encoded characters.  Text of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type Text.
· type Address is 32 bit value and most significant octet is the first one.

· type Integer is 32 bit unsigned value and most significant octet is the first one.
The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = n

	3 
	
	Vendor id octet 1

	4
	
	Vendor id octet 2

	5
	
	Vendor id octet 3

	6
	
	Vendor id octet 4

	7-n
	
	String


n ( 7

3GPP Vendor Id = 10415

The string part is encoded as follows:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 

	2
	
	3GPP Length = m

	3 –m
	
	3GPP value


m ( 2 and m ( 248

The 3GPP specific attributes encoding is clarified below.

1 - 3GPP-IMSI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 1

	2
	
	3GPP Length= m

	3-m
	
	IMSI digits 1-n (UTF-8 encoded characters)


3GPP Type: 1

n (15

Length: m ( 17

IMSI value: Text type:

A GGSN (or a P-GW) receives IMSI that is encoded according to 3GPP TS 29.060 [24] (or TS 29.274 [xx]) and converts IMSI into the UTF-8 characters, which are encoded as defined in 3GPP TS 23.003 [40]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If the IMSI is less than 15 digits, the padding in the GTP information element shall be removed by the GGSN (or the P-GW) and not encoded in this sub-attribute.

2 - 3GPP-Charging ID 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 2

	2
	
	3GPP Length= 6

	3
	
	Charging ID value Octet 1

	4
	
	Charging ID value Octet 2

	5
	
	Charging ID value Octet 3

	6
	
	Charging ID value Octet 4


3GPP Type: 2

Length: 6

Charging ID value: 32 bits unsigned integer

3 - 3GPP-PDP type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 3

	2
	
	3GPP Length= 6

	3
	
	PDP type octet 1

	4
	
	PDP type octet 2

	5
	
	PDP type octet 3

	6
	
	PDP type octet 4


3GPP Type: 3

Length: 6

PDP type value: Unsigned 32 bits integer type

PDP type may have the following values:

0 = IPv4

1 = PPP

2 = IPv6

4 - 3GPP-Charging Gateway address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 4

	2
	
	3GPP Length= 6

	3
	
	Charging GW addr Octet 1

	4
	
	Charging GW addr Octet 2

	5
	
	Charging GW addr Octet 3

	6
	
	Charging GW addr Octet 4


3GPP Type: 4

Length: 6

Charging GW address value: Address type.

5 - 3GPP-GPRS Negotiated QoS profile
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 5

	2
	
	3GPP Length= L

	3 -L
	
	UTF-8 encoded QoS profile


3GPP Type: 5

Length: L ( 37 (release 7 or higher) or L ( 33 (release 6 or release 5) or L ( 27 (release 4 or release 99) or L = 11 (release 98)

QoS profile value: Text type

UTF-8 encoded QoS profile syntax:

"<Release indicator> – <release specific QoS IE UTF-8 encoding>"

<Release indicator> = UTF-8 encoded number (two characters) :

"98" = Release 98

"99"= Release 99 or release 4
"05"= Release 5 or release 6
"07"= Release 7 or higher
<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the release indicator.


The UTF-8 encoding of a QoS IE is defined as follows: each octet is described by 2 UTF-8 encoded characters, defining its hexadecimal representation. The QoS profile definition is in 3GPP TS 24.008 [54].



The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF-8 encoded string.



The release 99 and release 4 QoS profile data is 11 octets long, which results in a 22 octets UTF-8 encoded string. 

The release 5 and release 6 QoS profile data is 14 octets long, which results in a 28 octets UTF-8 encoded string.

The release 7 (and higher) QoS profile data is 16 octets long, which results in a 32 octets UTF-8 encoded string.
6 - 3GPP-SGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 6

	2
	
	3GPP Length= 6

	3
	
	SGSN addr Octet 1

	4
	
	SGSN addr Octet 2

	5
	
	SGSN addr Octet 3

	6
	
	SGSN addr Octet 4


3GPP Type: 6

Length: 6

SGSN address value: Address type.

7 - 3GPP-GGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 7

	2
	
	3GPP Length= 6

	3
	
	GGSN addr Octet 1

	4
	
	GGSN addr Octet 2

	5
	
	GGSN addr Octet 3

	6
	
	GGSN addr Octet 4


3GPP Type: 7

Length: 6

GGSN address value: Address type.

8 - 3GPP-IMSI MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 8

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 8

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

IMSI MCC-MNC address value: Text type.
This is the UTF-8 encoded characters representing the IMSI MCC-MNC numerical values. In accordance with 3GPP TS 29.060 [24] for GGSN and 3GPP TS 29.274 [xx] for P-GW and 3GPP TS 23.003 [40], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 9

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 9

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

GGSN address value: Text type.
This is the UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

10 - 3GPP-NSAPI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 10

	2
	
	3GPP Length= 3

	3
	
	NSAPI (UTF-8 encoded character)


3GPP Type: 10

Length: 3

NSAPI value: Text Type.
It is the value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal representation, using one UTF-8 encoded character. The GGSN should receive NSAPI values in the following hexadecimal range 05 – 0F. The GGSN shall discard digit 0 and convert the remaining digit into one UTF-8 coded character.

11 - 3GPP-Session Stop Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 11

	2
	
	3GPP Length= 3

	3
	
	1 1 1 1 1 1 1 1 (bit string)


3GPP Type: 11

Length: 3

Value is set to all 1.

3GPP-Session Stop Indicator value: Bit String type. 

12 - 3GPP-Selection-Mode
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 12

	2
	
	3GPP Length= 3

	3
	
	UTF-8 encoded Selection mode character 


3GPP Type: 12

Length: 3

Selection mode value: Text type.
The format of this attribute shall be a character that represents a single digit, mapping from the binary value of the selection mode in the Create PDP Context message (3GPP TS 29.060 [24]) for the GGSN, and the Create Default Bearer Request message (3GPP TS 29.274 [xx]) for the P-GW. Where 3GPP TS 29.060 [24] provides for interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.
Editor's Note:  The Selection Mode IE has been specified in TS 23.401 but it has not been defined in TS 29.274 yet. There is a need to cross check whether TS 29.274 would define exact same format as TS 29.060 specified. If not, a new subattribute needs to be specified for the P-GW.
13 - 3GPP-Charging-Characteristics
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 13

	2
	
	3GPP Length= 6

	3-6
	
	UTF-8 encoded Charging Characteristics value 


3GPP Type: 13

Length: 6

Charging characteristics value: Text type.

The charging characteristics is value of the 2 octets. The value field is taken from the GTP IE described in 3GPP TS 29.060 [24], subclause 7.7.23 for the GGSN and 3GPP TS 29.274 [xx] for the P-GW.
Editor's Note:  The Charging Characteristics IE has been specified in TS 23.401 but it has not been defined in TS 29.274 yet. There is a need to cross check whether TS 29.274 would define exact same format as TS 29.060 specified. If not, a new subattribute needs to be specified for the P-GW.

Each octet of this IE field value is represented via 2 UTF-8 encoded character, defining its hexadecimal representation.

14 - 3GPP-Charging Gateway IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 14

	2
	
	3GPP Length= 18

	3
	
	Charging GW IPv6 addr Octet 1

	4
	
	Charging GW IPv6 addr Octet 2

	5-18
	
	Charging GW IPv6 addr Octet 3-16


3GPP Type: 14

Length: 18

Charging GW IPv6 address value: IPv6 Address.

Charging GW IPv6 address is Octet String type.

15 - 3GPP-SGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 15

	2
	
	3GPP Length= 18

	3
	
	SGSN IPv6 addr Octet 1

	4
	
	SGSN IPv6 addr Octet 2

	5-18
	
	SGSN IPv6 addr Octet 3-16


3GPP Type: 15

Length: 18

SGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

16 - 3GPP-GGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 16

	2
	
	3GPP Length= 18

	3
	
	GGSN IPv6 addr Octet 1

	4
	
	GGSN IPv6 addr Octet 2

	5-18
	
	GGSN IPv6 addr Octet 3-16


3GPP Type: 16

Length: 18

GGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

17 - 3GPP-IPv6-DNS-Servers
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 17

	2
	
	3GPP Length= m

	3-18
	
	(1st) DNS IPv6 addr Octet 1-16

	19-34
	
	(2nd) DNS IPv6 addr Octet 1-16

	k-m
	
	(n-th) DNS IPv6 addr Octet 1-16


3GPP Type: 17

Length: m = n × 16 + 2; n ( 1 and n ( 15; k = m-15

IPv6 DNS Server value: IPv6 Address.

IPv6 DNS Server address is Octet String type.

The 3GPP- IPv6-DNS-Servers Attribute provides a list of one or more ('n') IPv6 addresses of Domain Name Server (DNS) servers for an APN. The DNS servers are listed in the order of preference for use by a client resolver, i.e. the first is 'Primary DNS Server', the second is 'Secondary DNS Server' etc. The attribute may be included in Access-Accept packets.
18 - 3GPP-SGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 18

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 18

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

SGSN MCC-MNC address value: Text type.
This is the UTF-8 encoding of the RAI MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] for the GGSN and 3GPP TS 29.274 for the P-GW, the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

19 - 3GPP-Teardown Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 19

	2
	
	3GPP Length= 3

	3
	
	spare
	TI


3GPP Type: 19

Length: 3

Octet 3 is Octet String type.

If the value of TI is set to "1", then all PDP contexts that share the same user session with the PDP context identified by the Acct-Session-Id shall be torn down. Only the PDP context identified by the Acct-Session-Id shall be torn down if the value of TI is "0" (see subclause 16.3.4 “AAA-Initiated PDP context termination”), or if TI is missing.

20 -3GGP- IMEISV
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	3GPP Type = 20

	2
	3GPP Length = 2+n

	3 – (2+n)
	IMEI(SV) digits 1 - n (UTF-8 encoded characters)


3GPP Type: 20

IMEISV value: Text type.
A GGSN receives IMEI(SV) that is encoded according to 3GPP TS 29.060 [24].  A P-GW receives IMEI(SV) that is encoded in ME Identity IE specified in 3GPP TS 29.274 [xx].  The GGSN or the P-GW converts IMEI(SV) into a  sequence of UTF-8 characters. IMEI(SV) shall be encoded as defined in 3GPP TS 23.003 [40].
Editor's Note:  Currently TS 29.274 does not specify the details of ME Identity IE. It is to be checked whether IMEI(SV) is covered in ME Identity.
14 ( n ( 16

n = 16 for IMEISV, where TAC = 8 digits  SNR = 6 digits & SVN = 2 digits;

n = 15 for IMEI, where TAC = 8 digits  SNR = 6 digits & Spare = 1 digit;

n = 14 for IMEI, where TAC = 8 digits  SNR = 6 digits (Spare digit is not sent)

21 - 3GPP-RAT-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 21

	2
	
	3GPP Length= 3

	3
	
	RAT (octet string)


3GPP Type: 21

The 3GPP-RAT-Type attribute indicates which Radio Access Technology is currently serving the UE. 
RAT field: Radio Access Technology type values. It shall be coded as specified in TS 29.274 [xx]. RAT field is Octet String type. 
22 - 3GPP-User-Location-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 22

	2
	
	3GPP Length= m

	3
	
	Geographic Location Type 

	4-m
	
	Geographic Location (octet string)


3GPP Type: 22

Length=m, where m depends on the Geographic Location Type



For example, m= 10 in the CGI and SAI types.
Geographic Location Type field is used to convey what type of location information is present in the 'Geographic Location' field. The geographic location type values and coding are as defined in TS 29.274 [xx].
For GGSN, the Geographic Location Types of CGI and SAI are applicable.  For P-GW, all Geographic Location Types defined in TS 29.274 [xx] are applicable.
Geographic Location field is used to convey the actual geographic information as indicated in the Geographic Location Type. The coding of this field is as specified in TS 29.274 [xx]. 

Geographic Location Type and Geographic Location fields are Octet String type.

23 - 3GPP-MS-TimeZone
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 23

	2
	
	3GPP Length= 4

	3
	
	Time Zone 

	4
	
	Daylight Saving Time (octet string)


3GPP Type: 23

Length=4

The Time Zone field and the Daylight Saving Time fields are used to indicate the offset between universal time and local time in steps of 15 minutes of where the MS current resides. 

Both fields are coded as specified in 3GPP TS 29.060 [24] and represented as Octet String type.

24 - 3GPP-Camel-Charging-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 24

	2
	
	3GPP Length= m

	3-m
	
	CAMEL Charging Information Container (octet string)


3GPP Type: 24

Length=m

m depends  on the size of the CAMELInformationPDP IE.

The CAMEL Charging Information Container field is used to copy the CAMELInformationPDP IE including Tag and Length from the SGSN's CDR (S‑CDR). 

The coding of this field is as specified in 3GPP TS 29.060 [24] and represented as Octet String type.
25 - 3GPP-Packet-Filter
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 25

	2
	
	3GPP Length= n

	3-z
	
	Packet Filter


3GPP Type: 25

Length: n

Each 3GPP-Packet-Filter attribute contains only one packet filter. Multiple 3GPP-Packet-Filter attributes can be sent in one RADIUS Accounting Request message. 

When the GGSN sends the packet filter information, the RADIUS message shall carry ALL (or none) of the packet filters.
Packet Filter Value:

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Packet filter identifier 
	Octet 1

	
	Packet filter evaluation precedence 
	Octet 2

	
	Length of Packet filter contents 
	Octet 3

	
	Direction of Packet Filter
	Octet 4

	
	Packet filter contents 
	Octet 5

Octet m


Direction Value:

00000000: Downlink

00000001: Uplink

The packet filter content is represented as Octet String type. The packet filter content is defined below:

	Type
	Value

	1: IPv4 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first

	2: IPv6 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first

	3: Protocol identifier/Next header type
	shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header

	4: Single destination port type
	shall be encoded as two octet which specifies a port number

	5 : Destination port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	6 : Single source port type 
	shall be encoded as two octet which specifies a port number

	7: Source port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	8: Security parameter index type (IPv6)
	shall be encoded as four octet which specifies the IPSec security parameter index

	9: Type of service/Traffic class type
	shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first

	10: Flow label type (IPv6)
	shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label


Note:  The sending of this attribute is not recommended for an inter-operator interface for security reason
26 - 3GPP-Negotiated-DSCP

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 26

	2
	
	3GPP Length= 3

	3
	
	Negotiated DSCP (octet string)


3GPP Type: 26

Length:  3

Negotiated DSCP value: Octet String

DSCP value: Octet String type.

27 - 3GPP-SGW-IPv4-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 27

	2
	
	3GPP Length= 6

	3
	
	S-GW addr Octet 1

	4
	
	S-GW addr Octet 2

	5
	
	S-GW addr Octet 3

	6
	
	S-GW addr Octet 4


3GPP Type: 27
Length: 6

S-GW IPv4 address value: Address type.
28 - 3GPP-PGW-IPv4-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 28

	2
	
	3GPP Length= 6

	3
	
	P-GW addr Octet 1

	4
	
	P-GW addr Octet 2

	5
	
	P-GW addr Octet 3

	6
	
	P-GW addr Octet 4


3GPP Type: 28

Length: 6

P-GW IPv4 address value: Address type.

29 - 3GPP-SGW-IPv6-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 29

	2
	
	3GPP Length= 18

	3
	
	S-GW IPv6 addr Octet 1

	4
	
	S-GW IPv6 addr Octet 2

	5-18
	
	S-GW IPv6 addr Octet 3-16


3GPP Type: 29
Length: 18

S-GW IPv6 address value: IPv6 Address.

S-GW IPv6 address is Octet String type.

30 - 3GPP-PGW-IPv6-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 30

	2
	
	3GPP Length= 18

	3
	
	P-GW IPv6 addr Octet 1

	4
	
	P-GW IPv6 addr Octet 2

	5-18
	
	P-GW IPv6 addr Octet 3-16


3GPP Type: 30
Length: 18

P-GW IPv6 address value: IPv6 Address.

P-GW IPv6 address is Octet String type.

31 - 3GPP-PGW-MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 31

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 31
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

P-GW MCC-MNC value: Text type.
This is the UTF-8 encoding of the P-GW MCC-MNC values. In accordance with 3GPP TS 23.003 [40], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

32 - 3GPP-EPS-Bearer-ID
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 32

	2
	
	3GPP Length= n

	3-n
	
	EPS Bearer ID (UTF-8 encoded character)


3GPP Type: 32
Length: n
EPS Bearer ID value: Text Type.
It is the value of the EPS Bearer ID of the EPS Bearer context the RADIUS message is related to. It is encoded as its hexadecimal representation, using one UTF-8 encoded character. The EPS Bearer ID value range is specified in 29.274 [xx].
33 - 3GPP-PDN-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 33

	2
	
	3GPP Length= 6

	3
	
	PDN type octet 1

	4
	
	PDN type octet 2

	5
	
	PDN type octet 3

	6
	
	PDN type octet 4


3GPP Type: 33
Length: 6

PDN type value: Unsigned 32 bits integer type

PDN type may have the following values:

0 = IPv4

1 = IPv6
2 = IPv4v6

*** End of changes ***
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