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1. 
Introduction
Stage 2 PCC specification for Release 7 does not in principle put any limitation on the type of IP flows and media transport protocols (RTP/UDP or TCP) that can be supported and controlled using the PCC infrastructure. 
Since PCC is a consumer of service information related to dynamically authorized flows, the Application Function must provide PCC with enough information to assemble the corresponding traffic filters. Stage 3 PCC specifications, provide proper guidance for the description and control of UDP-based media flows, basically RTP and associated RTCP IP Flows. However, the description and control of TCP-based media flows negotiated over SDP like e.g. MSRP requires specific QoS parameter mapping functions not currently supported in stage 3 PCC specifications in order to allow the proper establishment of the TCP connection prior to the exchange of the actual media. The absence of these particular handling of TCP-based negotiated media streams results in faulty TCP connection establishment attempts.   
This contribution, discusses the required QoS parameter mapping functions for the control of TCP-based negotiated media flows.   
NOTE: 
This contribution is based on Tdoc C3-080057 discussed at last CT3 meeting (CT3#47). This version of the contribution additionally includes the required mapping rules for …

· Bandwidth authorization, 
· the connection attribute (a:connection: “existing”/“new”) defined in RFC 4145.
· the setup attribute value “holdconn” (modified rules from previous version of this contribution).

2. 
Discussion
TCP-based negotiated media over SDP requires specific QoS mapping functions that differ from the ones currently provided in 3GPP TS 29.213 as follows … 
2.1 
TCP Connection Establishment 
2.1.1 
Gate Control and Bandwidth Authorization
Prior to the exchange of actual media flows, the end points of the communication need to establish a TCP connection. To establish a connection, TCP uses a three-way handshake method including the exchange of SYN, SYN/ACK and ACK packets. 
This requires that bidirectional IP-Flows are enabled irrespective of whether the actual negotiated media is unidirectional and/or whether media is declared as inactive in SDP. The AF shall then for TCP-based negotiated media, create Flow Description information both for Uplink and Downlink direction with gates always open (Flow Status set to ENABLED).  
Gates shall remain open through out the session in order to allow for TCP keep-alive packets and even termination of the TCP connection. 
Exactly for the same reason, bandwidth values for uplink and downlink direction shall be always authorized regardless of the direction of the media declared in SDP. If the “b=” line is not present in SDP, the AF (P-CSCF) computes appropriate bandwidth values based on e.g. type of media, negotiated codecs etc. For unidirectional media streams, enough bandwidth for the backwards direction should be allocated taking into account TCP level (e.g. TCP control packets) and application level needs (e.g. MSRP Success/Failure Reports). 
2.1.2 
Port information from active end point can not be trusted 
In the absence of alternative negotiation mechanisms, 3GPP TS 24.229, enforces the support of the procedures and the SDP rules specified in RFC 4145 if the UE wants to transport media streams with TCP. According to RFC 4145 …

“The active endpoint SHOULD initiate a connection to the port number on the 'm' line of the other endpoint. The port number on its own 'm' line is irrelevant, and the opposite endpoint MUST NOT attempt to initiate a connection to the port number specified there. Nevertheless, since the 'm' line must contain a valid port number, the endpoint using the value 'active' SHOULD specify a port number of 9 (the discard port) on its 'm' line. The endpoint MUST NOT specify a port number of zero, except to denote an 'm' line that has been or is being refused.”

This implies that port information obtained from the active endpoint of the TCP connection (i.e. the end point which will initiate the TCP establishment) should not be used for the creation of related Flow description information. Related port information within flow description information shall be then wildcarded in the Rx authorization provided by the AF. For example, the AF (P-CSCF) serving the passive end-point of the TCP connection shall not use the port info provided by the active end point to create flow description (related port info shall be wildcarded instead).  
IETF RFC 4975 defines alternative procedures for the set-up of MSRP sessions. Although not as clearly defined as in RFC 4145, reading RFC 4975 one can not really assume that the port information provided by the active endpoint can be trusted either (i.e. it is not mandated that the active end point shall initiate the TCP connection from the port information provided in the initial SIP/SDP request/offer).  
NOTE: 
For TCP-based media negotiated over SDP as defined in RFC 4145, the active end point of the TCP connection corresponds to the end point which declares the a:setup line in SDP as “active”.
For TCP-based media negotiated over SDP as defined in RFC 4975, the active end point of the TCP connection always corresponds to the end point which initiates the MSRP session unless other mechanisms for negotiating the connection direction become available and are implemented by both parties of the connection.
2.2 
TCP Connection Reestablishment
A TCP connection established using the procedures defined in RFC 4145 maybe terminated and established again (possibly from a different source port) during the SIP session. 

After the initial session has been established, it may be ambiguous whether a subsequent SDP exchange represents a confirmation that the endpoint is to continue using the current TCP connection unchanged, or is a request to make a new TCP connection. The media-level 'connection' attribute defined in RFC 4145 is used to disambiguate these two scenarios.  

For TCP-based media negotiated over SDP as defined in RFC 4145, “If the connection value resulting from an offer/answer exchange is 'existing', the end-points continue using the existing TCP connection. Consequently, the port numbers, IP addresses negotiated in the offer/answer exchange are ignored because there is no need to establish a new connection.”

This means that the AF (P-CSCF) does not need to provide updated filter description information to the PCRF when the result of the negotiation of the connection attribute within SDP is “existing”. 

On the contrary, “If the connection value for an 'm' line resulting from an offer/answer exchange is 'new', the endpoints SHOULD establish a new TCP connection. If a previous TCP connection is still up, the endpoints SHOULD close it as soon as the offer/answer exchange is completed. It is up to the application to ensure proper data synchronization between the two TCP connections.”  
This means that the AF (P-CSCF) shall in this case provide “new” filter description information to the IP-CAN according to the rules proposed in section 2.1 above. The filter information corresponding to the “new” TCP connection shall be activated but “existing” filter information shall not be removed immediately. 
In order to allow the endpoints to ensure proper data synchronization between the two TCP connections and the graceful termination of the “existing” TCP connection, TCP control packets over the “existing” filters shall still be allowed until …

a) the UE itself requests the removal of the “existing” filters after the “existing” TCP connection has been terminated, or

b) a safeguard period of time sufficient to allow the endpoints to gracefully terminate the “existing” TCP connection expires. This is to cover the case when the IP-CAN works under NW control bearer procedures (also to cover misbehaving UEs).     
This contribution proposes that the AF (P-CSCF) handles this situation in a similar way as the SIP Forking scenarios. In a TCP connection reestablishment scenario, when “new” filter description information for a “new” TCP connection has been negotiated over SDP and an “existing” TCP connection is active … 

· The AF (P-CSCF) shall request to the PCRF the installation of the “new” filter description information with an indication of e.g. “SEVERAL_FILTERS”. 
· When receiving this indication, the PCRF behaves as in SIP Forking scenarios defined in 3GPP TS 29.214 sending “additional PCC Rules or individual service data flow filters to already provided PCC rules as required by the Flow Description AVPs within the session information to the PCEF”. 
The PCRF authorizes any additional media components and any increased QoS requirements for the previously authorized media components, as requested within the service information. The PCRF authorizes the maximum bandwidth required by any of the filters, but not the sum of the bandwidth required by all of them. Thus, the QoS authorized for a media component is equal to the highest QoS requested for that media component at any of the TCP connections. 
According to section 2.1.1 above, in the case of TCP the AF will always ENABLE IP Flows in both directions regardless of the media directions so the PCRF shall always keep the gates open for “new” and “existing” filter description information.

· When the safeguard period of time expires, the AF (P-CSCF) shall provision the full service information including the applicable filter description information, bandwidth and gate status corresponding to the “new” TCP connection and an indication of e.g. “SINGLE_FILTER”.
· When receiving such indication, the PCRF shall update installed PCC Rules information and Authorized-QoS information to match only the requirements of the service information within the AF request. The PCRF should immediately remove PCC Rule(s) or individual service data flow filters not matching IP flow(s) in the request from the AF. 

2.3 
Setup attribute value “holdconn”
For TCP-based media negotiated over SDP as defined in RFC 4145, the ‘a=setup’ attribute indicates which of the end points should initiate the TCP connection establishment. 

According to RFC 4145, “A value of 'holdconn' indicates that the connection should not be established for the time being ... a subsequent offer/answer exchange (typically initiated by the previous offerer) with setup value different than 'holdconn' (‘active’/’passive’) will be needed to establish the new connection”. 

This means that the endpoints will not use the information within the SDP offer/answer exchange where the result of the negotiation of the setup attribute is “holdconn” to establish the TCP connection. It is assumed that the endpoints shall neither use this information to request the related bearer resources. Therefore, the AF (P-CSCF) shall not use the information the SDP to derive filter description information and provide it to the PCRF when the negotiation of the setup attribute is ‘holdconn’.  
If a “new” TCP connection was negotiated over SDP and “existing” filter information had been previously provided to the IP-CAN (TCP connection reestablishment), the AF (P-CSCF) shall request the removal of the “existing” filter information to the IP-CAN but only after a safeguard period of time sufficient to allow the endpoints to ensure proper data synchronization between the two TCP connections and the graceful termination of the “existing” TCP connection. At that time, the AF (P-CSCF) shall send an AAR command including the filter description information corresponding to the “existing” TCP connection with the Flow-Status AVP set to the value “REMOVED”.
If a “new” TCP connection was negotiated over SDP but “existing” filter information had not been previously provided to the IP-CAN (initial TCP connection establishment), the AF (P-CSCF) shall not provide session description information to the PCRF.   

The TCP connection and related bearer resources will be finally established based on the values negotiated in a subsequent SDP offer/answer exchange with setup value different than ‘holdconn’. Corresponding filter, gating and bandwidth information shall be derived according to the rules defined in section 2.1.
3. Conclusion and Proposal
This contribution concludes that specific QoS mapping functions for the creation of Flow description, bandwidth information and gate control are required in order to provide effective control of TCP-based negotiated media within Rel-7 PCC architecture. 

This contribution proposes that CT3 considers the additional QoS mapping functions proposed in the accompanying CR to TS 29.213. A related CR to TS 29.214 is also proposed in order to update guidance provided to Flow-Description creation. 

