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Introduction

This paper provides an overview of the Diameter Routeing Agent when implemented as a Diameter proxy agent or a Diameter re-direct agent.  A summary of the advantages and disadvantage of each case are provided.  
Discussion:
DRA implemented as a Diameter Re-Direct Agent

A DRA implemented as a Diameter redirect agent, as described in IETF RFC 3588, is shown in Figure 1.
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Figure 1: DRA (redirect agent)
The DRA (redirect agent) receives a Diameter command initiated from either the GW/AF. Based upon its realm-based routing table, the DRA will respond by sending the Diameter command back to the GW or AF with the 'E' bit set, the Result-Code AVP set to DIAMETER_REDIRECT_INDICATION and include Redirect-Host AVPs. The GW or AF will select exactly one of these hosts from the Redirect-Host AVPs and resend the Diameter command to that host (e.g., PCRF-B)
According to RFC 3588, Diameter redirect agents are not able to maintain session states or understand application specific AVPs (since redirect agents never receive answer messages) and are not required to maintain transaction states (since redirect agents do not relay messages).  
The DRA is required (see 23.203 Section 7.6) to ensure that all Diameter sessions for S7, S9, S7a/c and Rx+ for a certain IP-CAN session reach the same PCRF.  This requirement implies that the DRA must maintain a PRCF Host to user name (e.g., NAI) binding. This requirement also implies that a redirect agent based solely upon RFC 3588 cannot be used for and would have to be enhanced in order to:

1. Understand application-specific messages and AVPs, and 
2. Maintain session information and terminate such sessions when user terminates the call

However, the advantage of implementing the DRA as a redirect agent is that is it is a simple solution, useful in scenarios where the Diameter routeing configuration needs to be centralised.  
DRA implemented as a Diameter Proxy agent
A DRA implemented as a Diameter Proxy agent, as described in IETF RFC 3588, is depicted in Figure 2.
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Figure 2: DRA (Proxy Agent)
A Diameter proxy agent will proxy an incoming request from an access gateway or an application function based on the information in the Diameter Peer Table or the Realm-Based routing table.  In contrast to a redirect agent, a proxy agent advertises (through the CER/CEA exchange) support for Diameter Applications and thus is capable of understand application-specific AVPs. A proxy agent can also be stateful (e.g., capable of maintaining session information).
It is also important to note that a Diameter proxy agent is not required to be on the route path for every subsequent diameter command between the GW/AF and the PRCF. When the Gx/Rx answer (see Figure 2, step 4) is returned to the GW/AF the Diameter host that actually answered the Gx/Rx request would be provided in the Origin-Host AVP (i.e., PCRF-B). If the GW/AF has a connection to PCRF-B (based upon the Diameter Peer table of the GW/AF) then the GW/AF would send all subsequent diameter commands directly to PCRF-B. If the GW/AF did not have a connection to PCRF-B then the AF/GW could attempt to establish a connection to PCRF-B (based upon operator policy) or continue to route commands through the DRA. If the GW/AF sends all subsequent commands to PRCF-B then as with the DRA (redirect agent) scenario the problem of how the DRA is informed that the user is no longer registered (i.e., no longer was an IP address), so that the DRA can terminate the PRCF Host to user name binding, needs to be solved.
General advantages of the Diameter Proxy agent are:

1) A redirect agent might be unaware of the operational status of a PCRF. This could result in needless messaging. The Proxy agent has a connection to the PCRF(s) and thus would be aware when a PCRF might be offline.

2) It can enforce network policy (i.e. admission control) for allowing/disallowing communications from 3rd party AFs.

· A Diameter Proxy agent (as per RFC3588) is similar to a Diameter Relay agent in that it accepts requests and routes messages to other Diameter nodes based on information found in the messages (e.g., Destination-Realm).  However, a Diameter Proxy agent can also modify messages to implement policy enforcement (e.g. enforce resource usage)

Conclusion/Recommendation:

A DRA can be implemented either as a Diameter redirect or a proxy agent (as per RFC 3588) with no major issues to the PCC infrastructure.  The redirect agent offers a simple solution with the disadvantage that it must be enhanced to understand the PCC Diameter application. The proxy agent offers additional security features with one disadvantage being that it may increase the signalling time (e.g., is also subsequent messages are routing through the DRA).  
It is recommended that both DRA options be standardised. It should left up to the operator to determine which DRA mechanism is most feasible based on network configuration or policy.
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