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*** End of 1st Change ***
*** 2nd change ***
5
Proposed alternatives rules for identified problems

Editor’s note: The present subclause is give some recommendations for Diameter usage based on 3GPP status, IETF's ongoing work, etc.

5.1
General

The alternative proposals given in this subclause takes several aspects into account:
-  Ongoing work on Diameter application design guidelines in IETF DIME WG [12];
-  Ongoing work on Diameter Base Protocol improvement – IETF RFC 3588bis [11];

-  Solutions provided in 3GPP R6/R7 to the listed Items about Diameter usage as described in subclause 4.
-  New proposals different from the above

In principle, when a proposal to address any of the listed Items is coming by IETF ongoing work it should be the preferred solution to be documented in the conclusion section 6.
Editor’s Note: Any identified problem which is identified will have a corresponding sub-clause, that will be identified as an “Item”. For each Item all possible solutions identified will be documented. Therefore clause 5 only contains the list of all alternatives and proposed solutions during the elaboration of the present TR. The final agreed recommendation for 3GPP are listed in clause 6
5.2
     Item 1: Setting of "M" bit on 3GPP defined AVPs
Editor’s Note:
 This item is about how to set "M" bit in new 3GPP-defined AVPs

5.2.1
Proposal 1

Follow IETF RFC 3588 procedures on the setting of the M-bit. The Diameter base RFC defines that M-bit shall be set only when it is required to be understood by the Diameter server. A Diameter client, server, proxy or translation agent receiving such AVP shall behave according to clause 4.1 of IETF RFC 3588 [2].
5.2.2
Proposal 2
"M" bit shall be set in all 3GPP-specific AVPs unless there are necessary reasons to clear the "M" bit in some new defined 3GPP-specific AVPs and it is guaranteed that this will not cause interoperability problems.

Editor’s Note: It is FFS that in what kind of necessary reasons the "M" bit can be cleared in a 3GPP-specific AVP.
5.2.3
Proposal 3

In the past CT4 practice, new AVPs used to support new features shall have "M" bit set (see 3GPP TS 29.229 [x] for details).

Editor’s Note: It is FFS whether this feature-based mechanism of deciding the attribute of a new AVP can be applied to all future Diameter-based interfaces in 3GPP.

Editor's Notes: It is not mentioned about how to set "M" bit in the new AVPs which as recognized not to be used to support new features.
5.3
     Item 2: Re-use of AVPs

5.3.1
Proposal 1
New or existing Diameter applications incorporate AVPs defined in different Diameter applications.  In such a case, the re-used AVPs shall not be modified and configured with the original Vendor-Id, AVP code and M-bit status.  In order to support the re-used AVP, during capability negotiation the Supported-Vendor-Id shall be configured to include the vendor-id of the re-used AVPs.  

5.3.2
Proposal 2
Vendor-Id and AVP code shall not be modified and shall be used as defined in the AVP's original document. Whether the "M" bit is set or not is based on actual requirements, e.g. support for end-to-end applications capabilities exchange in Diameter application design guidelines [12].
5.4
     Item 3: Cross-Release control
5.4.1
Proposal 1

For cross-release Diameter applications, at most one new Diameter application id for each 3GPP release may be defined. 
5.4.2
Proposal 2

If one or more conditions listed in subclause 5.5.2 about the creation of new applications are true, a new application id shall be defined for an interface in a new release. All of the application identifiers allocated to different releases of the same interface shall be contained in the Vendor-Specific-Application-Id AVP in the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.
5.4.3
Proposal 3

The principle defined for Cx interface in 3GPP TS 29.229 [x] may be used to avoid multiple Application-Ids to one interface in multiple releases, e.g. supported feature negotiation mechansim.
5.5
    Item 4: Setting of a new Application-Id
5.5.1
Proposal 1
Follow IETF RFC 3588 guidelines on defining new application id [2]. Diameter Base defines that a new application-id shall be defined when new AVPs with M-bit set are defined in a Diameter application.

5.5.2
Proposal 2
A new Application-Id shall be defined when one or more of the conditions below are true:

-
New AVPs with "M" bit set are defined in a Diameter application;

-
Existing AVPs are re-used with "M" bit set in a Diameter application;

-
New values are added to an existing AVP with "M" bit set in a Diameter application;

Editor’s Note: In the case of no confusion or inter-operability problems caused, it is FFS whether creation of a new application identifier can be avoided when one or more conditions above are true.

*** End of All Changes ***
Annex (for information): Section 7 of 3GPP TS 29.229 (Cx interface)
7
Special Requirements

7.1
Version Control

New functionality - i.e. functionality beyond the Rel-5 standard - shall be introduced by post-Rel-5 versions of this specification to the Diameter applications as follows:

1. If possible, the new functionality shall be defined optional.

2. If backwards incompatible changes can not be avoided, the new functionality should be introduced as a feature, see 7.1.1. 

3. If the change would be backwards incompatible even as if it was defined as a feature, a new version of the interface shall be created by changing the application identifier of the Diameter application, see 7.1.2.

7.1.1
Defining a new feature

The base functionality for the Cx is the 3GPP Rel-5 standard and a feature is an extension to that functionality. A feature is a functional entity that has a significant meaning to the operation of a Diameter application i.e. a single new parameter without a substantial meaning to the functionality of the Diameter endpoints should not be defined to be a new feature. If the support for a feature is defined mandatory in a post-Rel-5 versions of this specification, the feature concept enables interworking between Diameter endpoints regardless of whether they support all, some or none of the features of the application. Features should be defined so that they are independent from one another. 

The content of a feature shall be defined as a part of the specification of the affected application messages. If new AVPs are added to the commands because of the new feature, the new AVPs shall have the ‘M’ bit cleared and the AVP shall not be defined mandatory in the command ABNF. The support for a feature may be defined to be mandatory behaviour of a node.

As an option to defining a feature, an extension to S-CSCF functionality for post-Rel-5 version may be defined as part of the list of mandatory capabilities that is used by the I-CSCF during the process of selecting an S-CSCF, as described in 3GPP TS 29.228 [1]. Any new feature should be taken into account in the definition of the list of mandatory and optional S-CSCF capabilities. Guidelines for the definition of S-CSCF Capabilities are described in 3GPP TS 29.228 [1].

The following table of features shall apply to the Cx interface. 
Table 7.1.1: Features of Feature-List-ID 1 used in Cx

	Feature bit
	Feature
	M/O
	Description

	0
	SiFC
	O
	Shared iFC sets

This feature is applicable for the SAR/SAA and PPR/PPA command pairs.

If both the HSS and the S-CSCF support this feature, subsets of Initial Filter Criteria may be shared by several service profiles and the HSS shall download the shared iFC sets implicitly by downloading the unique identifiers of the shared iFC sets to the S-CSCF. By means of a locally administered database, the S-CSCF then maps the downloaded identifiers onto the shared iFC sets.

If the S-CSCF does not support this feature, the HSS shall not download identifiers of shared iFC sets. Instead as a default behavior the HSS shall (by means of a locally administered database) download the iFCs of a shared iFC set explicitly. 

If the HSS does not support this feature, no special default behaviour is required for the S-CSCF.

Note: In using this feature option, the network operator is responsible for keeping the local databases in the S-CSCFs and HSSs consistent.

	1
	AliasInd
	M
	Alias Indication

This feature is applicable for the SAR/SAA and PPR/PPA command pairs.

If both the HSS and the S-CSCF support this feature, different aliases groups may be sent within the same service profile. Identities within the same service profile that are aliases shall be sent with identical alias group ID.

If the S-CSCF does not support this feature, the HSS shall send within the service profile only those identities that are aliases. Public User Identities that are not aliases of each other shall be sent in different service profiles even if these service profiles have exactly the same Core Network Service Authorization, Initial Filter Criteria, and Shared iFC Set information and these service profiles only differ in the contained Public User Identities. This is done in order to allow backwards compatibility since part of the handling of aliases in the S-CSCF was there before this indication was required and it applied to identities that share the same service profile and implicit registration set. In this case, the S-CSCF does not provide any additional treatment of aliases than that which existed before this indication was required.
If the HSS does not support this feature, no special default behaviour is required for the S-CSCF.
Note: All identities included in a single SAA or PPR command are always within one implicit registration set.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. “1”.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. “MOM”.

M/O: Defines if the implementation of the feature is mandatory (“M”) or optional (“O”). 

Description: A clear textual description of the feature.


The origin host may discover the supported features of the destination host with the dynamic discovery mechanism defined in 7.2 or via local O&M interfaces.

7.1.2
Changing the version of the interface

The version of an interface shall be changed by a future version of this specification only if there is no technically feasible means to avoid backwards incompatible changes to the Diameter application, i.e. to the current version of the interface. However, if the incompatible changes can be capsulated within a feature, there is no need to change the version of the interface. The versioning of an interface shall be implemented by assigning a new application identifier for the interface. This procedure is in line with the Diameter base protocol (see IETF RFC 3588) which defines that if an incompatible change is made to a Diameter application, a new application identifier shall be assigned for the Diameter application.

The following table shall apply to the Cx interface, column Application identifier lists the used application identifiers on Cx and 3GPP.

Table 7.1.2: Application identifiers used in Cx 

	Application identifier
	First applied

	16777216
	3GPP Rel-5


The origin host may discover which versions of an interface the destination host supports within the capabilities exchange (i.e. CER/CEA command), via the error messages defined in the chapter 7.3 or via local O&M interfaces. 

7.2
Supported features

Features that are not indicated in the Supported-Features AVPs within a given application message shall not be used to construct that message. A request application message shall always be compliant with the list of supported features indicated in the Supported-Features AVPs within the application message. If a feature does not have an effect on constructing an application message, the message is by definition compliant with the feature. If no features are indicated in the application message, no features - i.e. no extensions to Rel-5 - shall be used to construct the application message. An answer application message shall always indicate in the Supported-Features AVPs the complete set of features supported by the sender of the answer application message. An answer application message shall be compliant with the features commonly supported by the sender of the request and answer application messages.

The sender of a request application message shall discover for a given application message pair which features a destination host supports as described in 7.2.1. The discovered features of one command pair may be applicable to other command pairs within the application. Different commands within an application may support a different set of features. After discovering the features a destination host supports for a given application message pair, the sender of the request application message may store the information on the supported features of the destination host and it may use the features the destination host supports to construct the subsequent request application messages sent to the destination host.

7.2.1
Dynamic discovery of supported features

When sending a request application message to a destination host whose supported features the sender does not know, the request application message shall include the Supported-Features AVP containing the set of features required to process the request and generate the answer. An exception to this is where the origin host does not use any features to construct the request application message and it is not prepared to accept an answer application message which is constructed by making use of any features. For this exception the origin host need not include the Supported-Features AVP within the message. 
The Supported-Features AVP within a request application message shall always have the ‘M’ bit set and within an answer application message the AVP shall never have the ‘M’ bit set. An exception to this is where the origin host does not use any supported feature to construct the request application message but is prepared to accept an answer application message which is constructed by making use of supported features. For this exception it is optional for the origin host to set the ‘M’ bit of the Supported-Features AVP within the request application message.
On receiving a request application message, the destination host shall do one of the following:

· If it supports all features indicated in the Supported-Features AVPs within the request message, the answer application message shall include Supported-Features AVPs identifying the complete set of features that it supports. The Experimental-Result-Code AVP shall not be set to DIAMETER_ERROR_FEATURE_UNSUPPORTED.

· If the request application message does not contain any Supported-Features AVPs, the answer application message shall include either Supported-Features AVPs identifying the complete set of features that it supports or, if it does not support any features, no Supported-Features AVPs shall be present. The Experimental-Result-Code AVP shall not be set to DIAMETER_ERROR_FEATURE_UNSUPPORTED.

· If it does not support all the features indicated in the Supported-Features AVPs with the ‘M’ bit set, it shall return the answer application message with the Experimental-Result-Code AVP set to DIAMETER_ERROR_FEATURE_UNSUPPORTED and it shall include also Supported-Features AVPs containing lists of all features that it supports. 

· If it does not support Supported-Features AVP and it receives a request application message containing Supported-Features AVPs with the ‘M’ bit set, it will return the answer application message with the Result-Code AVP set to DIAMETER_AVP_UNSUPPORTED and a Failed-AVP AVP containing at least one Supported-Features AVP as received in the request application message.

If an answer application message is received with the Experimental-Result-Code AVP set to DIAMETER_ERROR_FEATURE_UNSUPPORTED or with the Result-Code AVP set to DIAMETER_AVP_UNSUPPORTED, the sender of the request application message may, based on the information in the received Supported-Features AVP or the lack of the AVP in the message, re-send the Diameter message containing only the common supported features. 

7.3
Interface versions

The sender of the request application message may discover which versions of an interface a destination host supports together with the capabilities exchange (i.e. CER/CEA command pair) and with error mechanisms defined to the application messages in 7.3.1. The sender of the request application message should store information on all versions of the interface the destination host supports. The sender of the request application message should use the latest common version of the application supported by the destination host to send the request.

If the receiver of the request application message itself or the versions of the interface it supports are not yet known, the sender of the request application message should use the latest supported version of the interface of the Diameter peer (i.e. Diameter proxy, redirect or relay agent) discovered during the capabilities exchange. If the Diameter peer is a redirect or relay agent, which advertises the 0xffffffff as an application identifier, the sender of the request application message shall use its own latest supported version of the interface when initiating the request.  

7.3.1
Discovery of supported interface versions

When a Diameter agent receives a request application message and the Diameter agent doesn’t find any upstream peer that would support the application identifier indicated in the request, the Diameter agent shall return the result code DIAMETER_UNABLE_TO_DELIVER and it may also return the list of the application identifiers, which are supported by the destination host of the request application message. The supported application identifiers are carried in the answer application message in the Supported-Applications grouped AVP. 

Message format for the answer application message (based on the RFC 3588, section 7.2) is as follows:

<answer-message> ::= 
< Diameter Header: code, ERR [PXY] >

0*1< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Result-Code }

[ Origin-State-Id ]

[ Error-Reporting-Host ]

[ Proxy-Info ]

[ Supported-Applications ]
* [ AVP ]

If the receiver of a request application message does not support the application identifier indicated in the message, it shall return the result code DIAMETER_APPLICATION_UNSUPPORTED and it may also return the list of all application identifiers it supports. The supported application identifiers are carried in the Supported-Applications grouped AVP. The error message format is as specified above.

If an answer application message is received with Result-Code AVP set to DIAMETER_UNABLE_TO_DELIVER or Experimental-Result-Code AVP set to DIAMETER_APPLICATION_UNSUPPORTED and the message contains the Supported-Applications AVP, the receiver of the answer application message may select, based on the information in the Supported-Applications AVP, the latest common version of the interface with the destination host and re-send the Diameter message with a structure conforming to the ABNF of that release.
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