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Abstract of the contribution:

This contribution proposes to add further information regarding the Diameter routing.

Introduction

This contribution discusses some issues related to the Diameter routing and their possible impact on the inter-operator roaming scenarios. The purpose of the contribution is to provide additional clarifications related to the Diameter routing and possible areas that might introduce interworking and interoperability issues.
3GPP specification contain three areas where Diameter routing may become an issue, if the Diameter agent implementation blindly implements IETF RFC 3588 (or 3588bis version) defined request routing logic. The following request routing issues have been identified in the existing 3GPP specifications:
1) Diameter realm based routing: The use of the Destination-realm AVP is specified in RFC 3588 as the valid realm the message is to be routed to. The realm field is used as primary key in lookups in the realm-based routing table. However the realm field in Diameter requests is not required to be present in 3GPP despite the importance of this field for Diameter routing. A Diameter peer may obtain the valid realm to send requests to in the following manner: obtained from the realm field in the User-Name AVP if this is a NAI; correlating an assigned IP-address for a UE with realm the IP-address belongs to e.g. via inverse DNS lookup or similar.
2) Diameter request source routing using User-Name NAI decoration: The NAI decoration is specified in IETF RFC 4282 [z] and in 3GPP scope in TS 23.003 [y]. However, none of the Diameter RFCs actually define how NAI decoration is to be used with existing applications that e.g. I-WLAN 3GPP TS 24.234 [q] re-uses. In the 3GPP scope User-Name AVP NAI decoration affects the EAP and NASREQ application first hop realm routing decision. As a result of the NAI decoration, the NAS device and the 3GPP AAA Proxy must implement routing logic that is enhanced from the RFC 3588.
3) Diameter routing and stateful intermediating agents: The 3GPP AAA Proxy is a stateful agent. The session state is maintained at least when the proxy acts also as a translation agent. However, there is no such requirement that the 3GPP AAA Server should be an aggregating server or that there should be only one proxy per PLMN. As a result it is important that all session related messages traverse through the same AAA Proxy including session termination messages. This requirement basically limits the possibilities of the load balancing of the proxies. The same concerns may also apply to 3GPP AAA Proxy generated offline charging (e.g. over Wf)
The issue of maintaining the same route for all Diameter messages that was used when routing the initial request message is discussed in [x]. The NAI decoration based request source routing is also discussed in [x]. The Diameter base protocol is not adequate if a deployment requires different routing than that based on realms and application IDs, especially if routing clarifications concern existing applications.
In addition to the above, it is also apparent that the Diameter User-Name AVP in general plays an important role when it comes to diameter routing in 3GPP (indeed, the User-Name AVP plays a vital role in 3GPP in general where knowledge of users and subscribers is required in many procedures). Requiring that a valid NAI containing a user-name be present in Diameter requests could help to ensure efficient Diameter routing. However, it is not straightforward if all Diameter peers in 3GPP are able to obtain and make use of the User-Name AVP. In order to take a decision on whether or not a User-Name AVP with a valid NAI should be always required, it is proposed to discuss this issue and highlight the conclusions of the discussion stating if it is possible or not.
Proposal

It is proposed to add the text below to TR 29.909 as part of Annex A-Roaming infrastructure. IETF Dime working group should also be informed, if CT3 finds the concerns presented above critical.
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*** Beginning of the first change ***

A.4
Diameter Routing Extensions
This sub-clause gives additional guidance to the Diameter Base Protocol [11] on the Diameter request routing.
A.4.1
Realm-based Routing

The use of the Destination-realm AVP is specified in RFC 3588 as the valid realm the message is to be routed to. The realm field is used as primary key in lookups in the realm-based routing table. Diameter peers shall make use of the realm field in order to route Diameter requests. A Diameter peer obtains the valid realm to send requests to from the realm field in the User-Name AVP if this is a NAI.
A.4.2
NAI Decoration
The User-Name AVP is a Diameter request message may contain a decorated NAI. The NAI decoration mechanism is defined in IETF RFC 4282 [z] and in 3GPP scope in 3GPP TS 23.003 [q]. All Diameter agents that participate in the message request routing should support decorated NAIs in the User-Name AVP. Based on the local configuration, the routing decision of the request message may be affected by the decorated NAI.
A.4.3
Explicit Routing
If the network architecture requires a deployment of stateful Diameter agents, then the actual network deployment shall ensure that all Diameter messages belonging to the same user session traverse through the same stateful agents. Such explicit routing requirement may, for example, be satisfied by a network configuration or protocol extensions [x].
A.4.4
Preserving the User-Name AVP
It is FFS if a User-Name AVP shall be required in all Diameter messages in 3GPP.
***End of the first change ***

