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1.
Introduction

This discussion tries to highlight the potential pitfalls of ignoring mandatory Information element due to presence of an optional Information element to maintain backwards compatibility. The paper then goes on to suggest ways of balancing the desired node/interface behaviour without compromising the mandatory status of AVPs.
2.
Discussion
Extension of existing Diameter applications

RFC 3588 defines the *[AVP] as 

“The string "AVP" stands for *any* arbitrary AVP Name, which does not conflict with the required or fixed position AVPs defined in the command code definition.”

This implies that *[AVP] is the mechanism whereby the Diameter client and Diameter server can exchange possible extension parameters contained in Diameter application headers that are either not understood by the

Diameter client or for which there are no corresponding stand-alone AVPs. This makes them an ideal candidate for extending existing AVPs at the grouped AVP level rather than the command level. 

For example:

The optional AVP, Wildcarded-PSI AVP ( one form of user identity) has been defined in one of the Sh 

commands as follows:

< User-Data -Request> ::=
< Diameter Header: 306, REQ, PXY, 16777217 >





< Session-Id >





{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





{ Destination-Realm }

*[ Supported-Features ]

{ User-Identity }

[ Wildcarded-PSI ]

[ Server-Name ]

*[ Service-Indication ]

*{ Data-Reference }

*[ Identity-Set ]

[ Requested-Domain ]

[ Current-Location ]






*[ AVP ]






*[ Proxy-Info ]






*[ Route-Record ]

The {User-Identity} AVP present in this message is defined in Section 6.3.1 of 29.329 v-7.4.0 as following:

User-Identity ::= <AVP header: 700 10415>

[Public-Identity]

[MSISDN]

*[AVP]

When defining an additional type of user identity (egs. wildcarded-PSI), it may be possible to include this Wildcarded-PSI AVP as part of the User-Identity AVP. When this AVP is present the AS or HSS shall consider the request is valid for Public Identity or Public Service Identity as described in the detailed behaviour of the corresponding request. Additionally, either nodes have the option of not sending the optional (as defined by the ABNF) Public-identity AVP or MSISDN AVP without breaking the Diameter application.

Ignoring Mandatory Information Elements

If a Diameter server places a valid mandatory Information Element/tag/AVP in a request, it is difficult for the Diameter client to ignore this element. The diameter client will not be able to differentiate between the cases where it has to ignore and cases where it has process the Information element (IE). 
One possible solution to mitigate this problem is by sending a dummy value in the mandatory element which would inform the client to drop the IE. However, the use of a dummy value may cause interoperability problems as dummy value for one implementation may be proprietary value for the other. Additionally, it is not the ideal way of prolonging the lifetime of an application Identifier and goes against the Diameter RFC 3588. 

Taking into account, the arguments made above, the following text is proposed to be included:

3.
Recommendations/Proposals
5
Proposed Rules
Editor’s note: The present subclause is give some recommendations for Diameter usage based on 3GPP status, IETF's ongoing work, etc.

5.a
Extension of existing Diameter applications
Addition of new AVPs to an existing Diameter application shall be possible in two ways:
1. Adding AVPs at command level
2. Adding AVPS at Grouped AVP level ( if the request already contains such a grouped AVP)

A careful assessment should be made of the new AVP functionality and option 2 should be preferred wherever feasible.
5.b
Backwards Compatibility and Application Id
Preserving backwards compatibility while using current Application ID can be achieved in two ways:

1. Ignoring Mandatory AVPs/Information Elements 

2. Usage of dummy values in the mandatory AVPs/Information elements
Both solutions may cause cross-release inter-operability issues. It is therefore strongly recommended to define at most one new Diameter application id for each 3GPP release.
