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1. Discussion
Currently, TS 29.061 contains a number of deficiencies concerning the 3GPP specific Radius attribute definitions.
1.1 Radius attribute length

TS 29.061 does not specify how the value of the Length field should be calculated. Radius spec (RFC 2865) however contains the following definition:
      The Length field is one octet, and indicates the length of this

      Attribute including the Type, Length and Value fields.
If we follow RFC 2865, the following attribute has a wrong value in the Length field:
· 3GPP-Selection-Mode (Length field value = 1, but the actual length = 3)

Apart from correcting the error, it would be useful to copy the statement from the Radius spec into the TS 29.061.
1.2
Teardown Indicator

The usage of the Teardown Indicator attribute also needs clarifications. Subclause 16.3.4 “AAA-Initiated PDP context termination” reads:

The Teardown-Indicator in the Radius Disconnect Request message indicates to the GGSN that all PDP contexts for this particular user and sharing the same user session shall be deleted. The PDP contexts belong to the same PDP session are identified by the Acct-Session-Id. The Charging-Id contained in the Acct-Session-Id can be of any PDP context of the user. The GGSN is able to find out all the related PDP contexts sharing the same user session once it has found the exact PDP context from the Acct-Session-Id. If a user has the same user IP address for different sets of PDP contexts towards different networks, only the PDP contexts linked to the one identified by the Acct-Session-Id shall be deleted.

The definition of the Teardown Indicator attribute in subclause 16.4.7 “Sub-attributes of the 3GPP Vendor-Specific attribute” however refers to NSAPI:

If the value of TI is set to "1", then all PDP contexts that share the same user session with the PDP context identified by the NSAPI included in the Delete PDP Context Request Message shall be torn down. Only the PDP context identified by the NSAPI included in the Delete PDP context Request shall be torn down if the value of TI is "0".

Subclause 16.4.7 is obviously not in line with the subclause 16.3.4. Even more important matter is that AAA Server never sends NSAPI with the Radius Disconnect Request message (only AAA Server may sends this message optionally). Rather, AAA Server sends the Acct-Session-Id with the Radius Disconnect Request message. 
Another open issue is what should GGSN do if AAA Server does not send the Teardown Indicator at all? Probably it makes sense if GGSN would treat the omitted TI attribute as TI = 0, and delete only the given PDP context.
1.3
Undefined type ‘String’ and ‘Text’. UTF-8 hexadecimal encoding.
Another unclear matter is related to the UTF-8 encoding of certain fields in Radius attributes. Subclause 16.4 “List of Radius attributes” reads:

The following tables describe the actual content of the Radius messages exchanged between the GGSN and the AAA server. Other Radius attributes may be used as defined in Radius RFC(s). Unless otherwise stated, when the encoding scheme of an attribute is specified as UTF-8 encoding, this shall be interpreted as UTF-8 hexadecimal encoding.

The last statement however does not explain if the UTF-8 string terminate by NULL character (value = 0), or does the ‘string’ refer to a sequence of characters without the trailing NULL?
The definition of 3GPP-Selection-Mode reads:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 12

	2
	
	3GPP Length= 1

	3
	
	UTF-8 encoded Selection mode string 


3GPP Type: 12

Length: 3
Selection mode value: Text
The format of this attribute shall be a character string consisting of a single digit, mapping from the binary value of the selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.

TS 29.061 does not specify what’s the ‘Character string’. Some of the programming languages (e.g. C and C++) specify that a character string must terminate by NULL character, which has a numerical value equal to 0. If such a definition applies to this attribute, then e.g. Selection mode with a value 1, before the conversion should be represented as 10 in hex. Is that right, or should such Selection mode be represented as 01 hex?
As it was mentioned at the beginning of the paper, the 3GPP-Selection-Mode attribute definition also contains a clear error: The table reads Length =1, which cannot be true, because that would mean that the attribute contains only a Type field. 

Similar ambiguity exists for the ‘3GPP-GPRS Negotiated QoS profile’ attribute:
The UTF-8 encoding of a QoS IE is defined as follows: each octet is described by 2 UTF-8 encoded digits, defining its hexadecimal representation. The QoS profile definition is in 3GPP TS 24.008 [54].
The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF-8 encoded string.

The release 99 and release 4 QoS profile data is 11 octets long, which results in a 22 octets UTF-8 encoded string. 
The release 5 and release 6 QoS profile data is 14 octets long, which results in a 28 octets UTF-8 encoded string.
The release 7 (and higher) QoS profile data is 16 octets long, which results in a 32 octets UTF-8 encoded string.
The above quote illustrates that there are no nibbles left for the NULL characters.
To summarize the matter, it is proposed to clarify that a character string in the spec means a simple sequence of characters. This will be in line with RFC 2865, which reads:
      string    1-253 octets containing binary data (values 0 through

                255 decimal, inclusive).  Strings of length zero (0)

                MUST NOT be sent; omit the entire attribute instead.

The definition of ‘IMSI’, ‘3GPP-GPRS Negotiated QoS profile’, ‘3GPP-IMSI MCC-MNC’,  ‘3GPP-GGSN MCC-MNC’, ‘NSAPI’, ‘3GPP-Selection-Mode’, ‘3GPP-Charging-Characteristics’, ‘3GPP-SGSN MCC-MNC’ read that the value is of type ‘Text’. The type ‘Text’ however is not defined. It is proposed to define the type ‘Text’ as a sequence of respective characters. This would make type ‘Text’ identical to the type ‘string’. RFC 2865 reads:
      text      1-253 octets containing UTF-8 encoded 10646 [7]

                characters.  Text of length zero (0) MUST NOT be sent;

                omit the entire attribute instead.

Another unclear matter is what does “UTF-8 hexadecimal encoding” stand for? Sub clauses 16.4.1 – 16.4.6, 16.4.8 and16.4.9 contain the explanations that are similar to the following: “GGSN IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal”. This matter is addressed in the following section.
1.4
Conversion related matters

The definition of ‘NSAPI’ attribute reads:

It is the value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal representation, using 1 UTF-8 encoded digit.

The question is, how actually the conversion should be performed? For instance, if GGSN has received from the SGSN an NSAPI that has a decimal value of 15 (F in hex), should GGSN convert this to UTF-8 uppercase F character (46 in hex), or to UTF-8 lowercase F character (66 in hex)? 
If we look into another example, when NSAPI that has a decimal digit value of e.g, should GGSN convert this to UTF-8 character ‘5’ (35 in hex)?
In any case, the result is in no way a digit. The result rather is a UTF-8 encoded character.
The same problem applies to ‘3GPP-GPRS Negotiated QoS profile’ and to the ‘3GPP-Charging-Characteristics’ attributes.
It is proposed to correct the misleading wording and clarify how conversion is done.
2. Proposal

It is proposed to agree a companion CR in C3-071022, which offers the following corrections:

1. Adding clarifications on how to calculate the value of the Length field in a Radius attribute.
2. Correct the definition of the Teardown Indicator and add clarifications on how GGSN should handle the absence of a Teardown Indicator in the Radius Disconnect Request message.
3. Clarifying that type ‘string’ and type ‘text’ in the spec means a simple sequence of UTF-8 characters.

4. Clarifying that when GGSN uses UTF-8 encoding, then the GGSN shall convert each nibble of the received information element into one UTF-8 encoded character or into two UTF-8 encoded characters.
